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As you requested, please find enclosed a document
consolidating the CSIS summaries of the US Senate Report
on Examining the U.S. Capitol Attack and the US National
Strategyfor Countering Domestic Terrorism, accompanied
by CSIS-specific considerations, for distribution to
DGs/ADMs in Public Safety, Justice, Defence and
Immigration portfolios. These considerations reinforce the
importance
of CSIS' efforts to modernize and maximize its
.
authorities, as part of Canadian and allied efforts to counter
violent extremism.
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Attached you will find summaries drafted by CSIS of the US Senate Alort on Examining the U.S. Capitol
Attack and the US National Strategyfor Countering Domestic Terrorism. 4 , 14/(..,
-4,
The challenges and opportunities highlighted in these publications are timely in the context of CSIS' own
investigations and the challenges we face in confronting the Ideologically Motivated Violent Extremist
(1MVE) threat. CSIS has included its own considerations to help inform Government of Canada partners as
we work together to address 1MVE.
In the meantime, CSIS will continue to contribute to the ongoing engagement with US counterparts on the
Roadmapfor a Renewed US-Canada Partnership and its IMVE deliverables in particular, while advancing
its efforts to modernize the CSIS Act to ensure CSIS can fulfill its mandate in keeping Canada and
Canadians safe.
As always, I am available should you have any questions.
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Summary — US Senate Report on Examining the U.S. Capitol Attack
Background: On June 7, 2021, the Senate Committees on Rules and Administration and Homeland
Security and Governmental Affairs released their bipartisan report entitled E-xaminiy theJ.1..S. Capitol
Attack: A Review of the Security, Planning, and Response Failures on January Op. i/A
#
/ V

'.

Summary of Intelligence-Related Findings: The report addresses the security, planning, and response
failures of the entities directly responsible for Capitol security — US Capitol Police (USCP) — along with an
examination of the role of several federal agencies, particularly the FBI, DHS, and DOD. It found that
inconsistencies between and within intelligence products led to a lack of consensus about the gravity of the
threat posed on January 6th. Coupled with critical gaps in communication and intelligence dissemination,
these shortcomings led to a failure in planning and preparation by the USCP, which included appropriate
levels of personnel and equipment as well as contingency planning, particularly with DOD.
;ON
Of note, the Committees found that the federal Intelligence Community (IC)—notably the FBI and DHS—
did not issue a threat assessment or intelligence bulletin warning of the known threats to the Capitol and
Members of Congress. In their testimony, both the FBI and DHS highlighted the difficulty in discerning the
"intent" behind the volume of online bravado and constitutionally protected speech, which limits their
ability to investigate and mitigate the threat. The FBI did note, however, that it took measures to reduce the
threat where its authorities allowed. For instance, it used overt action against individuals it was tracking by
discouraging them from attending the protests.
Additionally, the report noted that while USCP's main intelligence unit produced threat assessments for the
January 6 event, it assigned threat levels that were contradictory and inconsistent with the full scope of
threat information they received from various partners. As well, a key FBI field report warning of
protestors coming to Congress "prepared for war" shared by email on January 5th was disseminated to
another intelligence unit within the USCP without any obvious indication of its seriousness and was
therefore not shared with other intelligence/law enfore5pent personnel,and decision-makers within the
,
agency.
°OP
/
During the Committees' hearings, FBI and DHS officials flagged the following challenges: discerning the
intent of potential threat actors within high volumes of threat discourse; differentiating protected free
speech from credible threats of violence; and lawfully accessing private or closed social media platforms,
as well as encrypted channels used by IMVE threat actors to obfuscate threat activity. DHS highlighted the
need to increase cooperation with State and local partners, as well as with non-traditional partners such as
online platforms. The FBI flagged some tools it uses in this space including pursuing tips of online threat
activity from the public and the contracting of private companies to conduct specific social media
monitoring. In their report, the Committees recommended that intelligence agencies conduct a review of
their handling of open-source information, such as social media, containing threats to violence, and review
their criteria for issuing and communicating intelligence assessments to consumer agencies.
Summary — US National Strategy for Countering Domestic Terrorism
Background: The launch of the National Strategyfor Countering Domestic Terrorism on June 15 met a
commitment President Biden had made on his first full day in office to review US efforts on domestic
terrorism as "the most urgent terrorism threat the United States faces today." The Strategy builds on some
of the issues and recommendations from the US Senate report on the US Capitol Attack of January 6, 2021.
4, -7-6•A,
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Summary: The Strategy represenis a national framework for the US Government and US partners to (1)
understand and share domestic terrorism related information; (2) prevent domestic terrorism recruitment
and mobilization to violence; (3) disrupt and deter domestic terrorism activity; and (4) confront long term
contributors to domestic terrorism. The &rate& is organized into four pillars based on these objectives.
„
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Pillar I: This pillar aims to improve the understanding and sharing of domestic terrorism-related
information throughout law enforcement at the federal, state, local, tribal, and territorial levels, as
well as private sector partners where appropriate. This pillar includes information sharing with
foreign intelligence and law enforcement partners; assessing connections between foreign entities
and domestic terrorism, and possibly listing such entities as terrorist organizations; and improving
open-source intelligence analysis competencies to better understand the domestic terrorist threat.

•

Pillar H: This pillar emphasizes support to community partners and private-sector technology
firms to build resilience against recruitment and mobilization to terrorist violence. Domestic
Violent Extremism is prioritized within the Department of Homeland Security (DHS) Grant
Program. This pillar also includes participation in the Christchurch Call to Action to Eliminate
Terrorist and Violent Extremist Content Online, which the US joined in May.

•

Pillar HI: This pillar increases support for analysis, investigation, and prosecution of domestic
terrorism, with over $100m in new resources for the FBI, Department of Justice (DOJ), and DHS
in the proposed 2022 Budget. It commits to increase intelligence sharing and training for law
enforcement; and aims to improve federal screening to prevent insider threats. Moreover, DOJ is
"closely examining whether new legislative authorities that balance safety and the protection of
civil liberties are necessary and appropriate."

•

Pillar IV: This pillar focuses on factors that contribute to polarization and destabilization. This
includes efforts to reduce racial, ethnic, and religious hatred; and to prevent domestic terrorists
from acquiring firearms. This pillar connects the struggle against domestic terrorism with the postpandemic reconstruction policy, noting that the success of both requires improving citizens' trust in
democracy. The pillar also aims to counter disinformation, misinformation, and conspiracy theories
online, which can foment extremist hatred and instigate violence.

The Strategy was informed by an expert assessment of the domestic terrorism threat by US intelligence and
law enforcement. It found that the most lethal domestic terrorism threats are (1) racially or ethnically
motivated violent extremists advocating for the superiority of the white race; and (2) anti-government or
anti-authority violent extremists, such as militia violent extremists.
The Strategy declares the protection of civil rights and liberties to be a national security imperative. It
frames the prevention of domestic terrorism as a defence of civil liberties; civil rights thus go hand in hand
with enhanced intelligence collection and law enforcement.
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The two US publications highlight the complexities of the IMVE threat, including the need for a whole-ofsociety approach that goes beyond public safety agencies and includes social media platforms and even the
public. CSIS faces many of the same investigative challenges as its American counterparts in this space,
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and requires the appropriate tools and authorities to address the national security impact, working with
other partners on the related societal issues.
k-s s
Or

The IMVE threat predominantly manifests online. When the threat spills into the real world, consequences
can be deadly. Since 2014, 25 people have been killed and 41 wounded on Canadian soil by perpetrators
motivated in whole or in part by IMVE. To fulfil our mandate of investigating IMVE, advising government
and taking measures to reduce the threat, CSIS must have the tools to identify and disrupt threat actors
within this data-rich and fast-paced threat environment, while meeting Canadians' expectations of privacy.
To that end, CSIS will continue its CSIS Act modernization efforts to update and clarify its authorities, to
ensure it can address modern-day threats with confidence that it can comply with the law, including the
Charter and privacy rights. CSIS will continue working with Government of Canada (GC) partners on
government policy initiatives and seize every opportunity to bolster the toolkit to respond to this dynamic
threat. This includes ongoing engagement with GC partners on US CLOUD Act negotiations as well as
other lawful access solutions. Forthcoming public consultations will inform CSIS on how Canadians think
social media platforms should work with us to address online harms, and their views on providing CSIS
with a new judicial authorization for obtaining Basic Subscriber Information. In cooperation with the
RCMP and Department of Justice, CSIS continues to wrestle with the challenges of sharing classified
intelligence to inform law enforcement action, while protecting against injurious disclosure.
The US publications also raise areas where deeper cooperation with non-government partners could be
developed. In the Canadian context, Section 19 of the CSIS Act prevents CSIS from sharing classified
threat information with non-government partners, including financial institutions, which poses challenges
in how the Service can support efforts to curb terrorist financing. Academic institutions and non-.
governmental organizations also play key roles in countering IMVE, as many have developed technologies
and expertise in this field. Providing the Canadian public with the knowledge and tools to identify and
report IMVE threat actors, in the same way CSIS has done for the threat of foreign interference, should also
be considered. IMVE is a threat that no government can confront alone.
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