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PREAMBLE

The Treasury Board Secretariat (TBS) Core Privacy Impact Assessment {PIA) template was used to
produce this PIA for the Communications Security Establishment’s {CSE) Corporate Security
Directorate. The PIA assesses personal information management in the Security Information Managed
Online system {SIMON 2.0).

The PIA was initiated in 2012 as part of the Security Accreditation and Authorization (SA&A) process,
and has been updated in alignment with the development of the SIMON 2.0 system, its related data
stores, and associated applications.

his is the SECRET version, For details please contact the Manager, Access to Information and Privacy
Office, C5E.
EXECUTIVE SUMMARY

The Personnel and Physical Security programs within the Corporate Security Directorate {CSD) at CSE
provide assurance on the trustworthiness, reliability, suitability and loyalty of individuals who are
starting or continuing work at CSE through means of security screenings and associated activities.

The Security Information Managed Online System (SIMON 2.0} is CSE’s personnel security information
electronic database. The system serves a dual purpose:

e SIMON 2.0 functions as the main information management system that supports the CSD
program in conducting personnel security screening for Top Secret clearance and control of
SIGINT Access; and

e In its role as the National SIGINT authority for the Government of Canada, CSE uses SIMON 2.0
as the system of record to store the data for all indoctrinations pertaining to the National
SIGINT Registry. This enables CSE in its mandate to prevent unauthorized access to sensitive,
compartmented information, systems, or locations.

Legal and Policy Framework

The Library and Archives of Canadua Act governs the management of information within the
Government of Canada, including the management of personnel security screening information
contained in the SIMON 2.0 repository.

In accordance with Section 7.1 of the Financial Administration Act {(FAA) and the Policy on Government
Security {(PGS), CSE collects information for the purposes of personnel security screening under the
Personnel and Physical Security programs. The National Defence Act (NDA), Security of Information Act
(SOIA) and the (SS5-100: SIGINT Protection and Control policy authorize the collection of indoctrination
information for the purposes of managing the National SIGINT Registry.

SIMON 2.0 Personnel Security Screening Function:

CERRID #24887442 ii Version: 20
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SIMON 2.0 disseminates, retains, and disposes of personal information for the purposes of the
personnel security screening process in alignment with the TBS Policy on Government Security (PGS)
and the Standard on Security Screening. Additionally, some security screenings may contain a
polygraph assessment and a psychological assessment. The information is stored by the Physical and
Personnel Security programs in the Standard TBS Personal information Bank, PSU 917 (Personnel
Security Screening).

SIMON 2.0 National SIGINT Registry Function:

The system also disseminates, retains, and disposes personal data pertaining to CSE applicants,
contractors, employees, students, secondees, integrees and other Government of Canada {GoC)
employees and contractors who hold SIGINT indoctrination. Information stored includes indoctrination
eligibility, status, and de-indoctrination.

The PIA analyses third-party access to personal information stored in SIMON 2.0. The information
sharing with the

and other government departments is limited and
controlled. The information is basic, protected, and retained in the secure area using comprehensive
agreements for use and access.

Summary of Recommendations:

The privacy compliance analysis concludes that the level of privacy risk posed by the system is rated at
The risks are effectively mitigated using the security standards for

information repositories, which cover the physical, technical and administrative information processing

and handling measures.

The recommendations from the PIA are being addressed with the following administrative and
technical measures to safeguard the personal information in the system, including:
e Instructions and procedures governing the use of SIMON 2.0;
o Retention and disposition schedules for the personal information created, accessed, disclosed,
and stored in the system;
e Ongoing training for CSD employees on privacy and security;
¢ Implementation of the SIMON 2.0 User Access Terms and Conditions Agreement (which includes
a briefing on privacy obligations for users);
e and
e Control measures to limit access to the system based on job requirements and need-to-know.

Based on the results of the PIA, CSE demonstrates its commitment to ensuring strong privacy
protections are part of the design and implementation of the SIMON 2.0 system.

CERRID #24887442 iii Version: 20
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SECTION | — OVERVIEW AND PIA INITIATION

Government institution: Communications Security Establishment {CSE)

Program Authority Responsible for the Privacy Head of the government institution / Delegate for
impact Assessment section 10 of the Privacy Act

The Official accountable for the Personnel and The Delegated Authorities far the administration of the
Physical Security Programs and the SIMON 2.0 Privacy Act at CSE are the Director, Disclosure Policy and
System is the Director General, Corporate Services | Review {Dir, DPR) and Deputy Chief, Policy and
Operations {DGCS OPS). Communications (DCPC).

Name of Program or Activity of the Government Institution: Personnel and Physical Security
Description of System™:

The Security Information Managed Online System (SIMON 2.0) is the updated application built to
support the CSE Personnel and Physical Security Programs and the National SIGINT Registry.

SIMON 2.0 is CSE’s personnel security information electronic database and also serves as the National
SIGINT Registry. The system contains personal data pertaining to CSE applicants, contractors,
employees, students, secondees, integrees and other Government of Canada (GoC) employees and
contractors who may hold SIGINT indoctrination. This information held is used to facilitate the
screening, clearance processing and recording of clearance/indoctrinations/de-indoctrination status
and security violations pertaining to GoC personnel. Data within this system may be sourced from
and shared with other departments and organizations in compliance with authorized derivative use
purposes.

[ ] Proposal for a New Personal Information Bank

[ ] Proposal to modify an existing Personal information Bank - identify PIB registration number and current
description

Summary of the project / initiative / change

This PIA was motivated by the replacement of the legacy Security Information Management (SIMON)
system with the new SIMON 2.0 upgrade. The implementation of the upgrade to SIMON 2.0 has
improved the Personnel Security processes for screening and indoctrinations. It has resulted in
streamlining the process for capturing the data and improved data accuracy, while providing timely

“Where possible, all references to the "Program or Activity” have been replaced by “Systom™, as the scope of this PiA s
limited 1o assessing the managemaent of personal information in the SIMORN 2.0 spglication. The Forsonne! Seourity
Sereening program PIA will be o separate axercise, considering the anticipated changes resuliing from the uproming

i Znis/any,

CERRID #24887442 Page 10of 41 Version: 20

A-2018-00040--00006



s.15(1) - DEF

PIA Security Information Management and Access Control Systems SECRET

and reliable data for measuring performance. It possesses enhanced abilities to support management
decisions, improve accessibility to Official Records, and provides to internal and external
stakeholders in a secure, protected environment.

Note that the upgrade to SIMON 2.0 does not reflect an additional collection or a new use of personal
information contained in the system. it represents an improvement to information management,
allowing for automated digitization and retention and disposition of the information in the system.

The Security Information Managed Online System (SIMON 2.0} has:
e Improved the service level of efficiency by:
1) Providing workflow guidance and tracking;
2) Providing enhanced Auditing capability; and
3) Implementing an intuitive user GUl interface.
e Reduced the time and effort to respond to service requests for Security Clearance and
Indoctrinations by automating the business processes;
e Increased efficiency in managing and processing Corporate Security information by having a single
application to enter information;
e Maintained data integrity and accuracy of captured data by:
1) Structuring the data
2} Validating the data
e Provided reliable, timely and accurate information;
e Provided efficient access to information by having a centralized web application;
¢ Provided sustainability of the system by leveraging modern technology;
e Provided a modular system to meet organization growth, changing environment and evolution of
client services;
e Enhanced data confidentiality via role based security on user access privileges and provide
accountability and
e Standardized system interactions with formal agreements.

The system holds the Official Record of CSE Personnel Security files and National SIGINT Registry
information in electronic format, and fulfills the following functions:
s Authorizing special SIGINT compartment indoctrinations and maintaining a national inventory
for personnel cleared and indoctrinated to SIGINT as the National SIGINT Registry’;
e Designating “persons permanently bound to secrecy” >;
e Tracking and documenting the processing and results of security clearance screenings of CSE
personnel (e.g., employees, contractors, etc.) including storing personal history and incident /

investigation information;

2 policy on Government Security (PGS), Treasury Board of Canada Secretariat, 2009-07-01, Appendix B: Communications
Security Establishment.
* Security of Information Act (SOIA).

CERRID #24887442 Page 2 of 41 Version: 20
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e Tracking indoctrinations of CSE staff for accesses managed by other organizations, e.g.,

Department of National Defence (Talent Keyhole/TK), North Atlantic Treaty Organisation {NATO
Secret Clearance);

» Storing information to enable the administration of security safeguards of CSE,

e Being the source of record for indoctrination information including de-indoctrinations; and
s Disseminating indoctrination information including de-indoctrinations.

CERRID #24887442 Page 3 0f41 Version: 20
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SECTION li - Risk AREA IDENTIFICATION AND CATEGORIZATION

The Levels listed in the last column within each table are treated as INCREMENTAL and CUMULATIVE unless otherwise indicated.
- RISK ARES IDENTIFICATION AND CATEGORIZATION , 3

A: I&ﬁﬁm tevel of Risk

to Privacy
The information in the system does NOT involve a decision about an identifiable individual []1
The system supports the administration of Programs / Activity and Services D 2
Compliance / Regulatory investigations and enforcement 3
Parsonal information s used for purposes of detecting fraud or nvestigating possible abuses within programs where the corseguences are administrative

innature Le,

Criminal investigation and enforcement / National Security [ ]a

Details:

The system holds the Offichs! Record of CSE Personne! Security information in electronic Tormat, and fulfiils the following functions:
#  Agthorizing speciat SIGINT compartment indoctrinetions and malniaining & national inventory [Nationa! SIGINT Registry) Tor personne! cleared and
intoctrinated to SIGINT
s Austhorizing the operation of 17 systems and faciities handiing SIGINT
e Designating "persons permanently bound to secrecy™
e Tracking and documenting the processing and results of securlty dlearances of O8E staff (e, employess, contractors, et} including storing

= Tracking indoctrinations held by C5F ste¥ for aoresses managed by other orgenizations: Le. Department of National Defence {Talant Kevhole), North
Atlantic Treaty Organisation (NATO Seoret Clearance);

»  Administrating security safeguards of (88,
Functioning as the source of record for indoctrination information Induding de-indoctrinations: and
e Dissemingting indoctrination Information Including de-indoctringtions,

4

Where nossitis, all references 10 the "Program oy Mf:? viny” have been repl

ared by "System”, as the s wgsf\ of this PIA s mited 10 assessing the management

of personal for iy the SIMION 2.0 ap o The Personne Recurity Soreening program PlAy aseparate exercise, considering the anticipated
changes resulting from the upcoming nall f"‘é\w,
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B: Type of Personal information Involved and Context Level of risk to
privacy
Only personal information, with no contextual sensitivities, collected diractly from the individual or provided with the consent 1

of the individual for disclosure under an authorized program.

Personal information, with no contextual sensitivities after the time of collection, provided by the individual with consent to 2
also use personal information held by another source.

Social insurance Number, medical, financial or other sensitive personal information and/or the context surrounding the 3
personal information is sensitive. Personal information of minors or incompetent individuals or involving a representative
acting on behalf of the individual.

Sensitive personal information, including detailed profiles, aliegations or suspicions, bodily samples and/or the context 4
surrounding the personal information is particuiarly sensitive.

For gxarmpde: personal informetion thet revesls

Details:
iy fulfilling the Security Screening process, personal information that reveals detalls on financial situation, educational history, crimingt history,
C: Program or Activity Partners and Private Sector Access to the SIMON 2.0 System Level of risk to
privacy
Within the institution {(amongst one or more programs within the same institution) 1
With other federal institutions 2
With other or a combination of federal/ provincial and/or municipal government(s) 3
Private sector organizations or international organizations or foreign governments 4

Details:

1. LEE Personneh
B SIMON 2.0 s accessed by several groups of personnel, including MR, Finance, 1T, and Personnel and Physical Security users to track and manage
security screenings, physical security and 17T security events/infractions, and to access information required 1o

CERRID #248874432 Page 50f 41 Version: 20
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D: Duration of the SIMON 2.0 System Providing Services to the Physical and Personnel Security Program and the Level of risk to
National SIGINT Registry privacy
One time program or activity D 1
Short-term program 2
Long-term program 3

ting prograrm that has been modified or s established with no dear “sunset”.

Datails:

Personne! angd Physical Security and the National SGINT Registyy have been established a5 ongoing programs with no defined end date. USE owns and
manages the Registry, and thus is the suthoritative source for indoctrinations for the Governmaent of Cansds, ;ﬁmwﬁ ng @ service to those federad institutions
that own and manage compartmented informatio

The SIMON 2.0 systern Is i place 1o support the Parsonns! and Bhysical Seourtty and Nationa! BIGINT Registry ;}f{}gmm% for the foreseeable future, As with ol
technology, i s forecast to age out 8t some point when product support s no longer svallable; however, this Is further In the future than can be predicted at
this e, and thers no s no olear “sunset”,

CERRID #24887442 Page 6 of 41 Version: 20
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| |
E: Program Population Reflected within SIMON 2.0 Level of risk to
privacy
The program affects certain employees for internal administrative purposes. 1
The program affects all employees for internal’administrative purposes. 2
The program affects certain individuals for external administrative purposes. 3
The program affects all individuals for external administrative purposes. 4

Details;

The Physical and Personnel Security programs and the National SIGINT Registry affect all employees of CSE, as well as any individuals who apply to work or
provide consulling services to CSE, Further, i affects

,Data is retained for & vears if applicants are not subseguently hired/taken on contract, or for a longer period of
time {governed by official retention and disposition schedules for data for employees/contractors) if they are successful. Further, the programs affect all
government contractors and emplovees who are indoctrinated to SIGINT Information Access or SIGINT Facllity Access,

SIMON 2.0 stores data for all of the ndividuals affacied by the program; therefore, the level of risk has been selected actordingly.

F: Technology and Privacy

1. Does the new or modified program or activity involve the implementation of 3 new electronic systery, software or application program
including collaborative software {or groupware) that is implemented to support the program or activity in terms of the creation, YES

[

collection or handling of personal information?

X8

2. Does the new or modified program or activity require any modifications to [T legacy systems and / or services?

=<
m
w

Certain legacy systems were replaced (SIMON, L OLISS Import, and certain others wers not modified; however, the data being
supplied to them was drawn from the new SIMON 2.0 database

]

=
o

3. Does the new or modified program or activity involve the implementation of one or more of the following technologies:

3.1 Enhanced identification methods

sl

Please specify:
CERRID #24887442 Page 7 of 41 Version: 20
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3.2 Use of Surveillance:

Please specify:

|

| Surveillance technologies related to the SIMON 2.0 spplication are limited to audit ralls of all changes 1o SIMON 2.0 data. |

3.3 Use of automated personal information analysis, personal information matching and knowledge discovery techniques:

Please specify:

l The SIMON 2.9 system does not conduct automated personal information analysis or personal information matching, l

X 180 X3

A YES response to any of the above indicates the potential for privacy concerns and risks that will need to be considered and if necessary
mitigated.

] Details:

| The SIMON 2.0 application supports Corporate Security functions. This upgraded application will replace some legacy systerns and will supply ather legacy

systems with slightly modified data in the same format as they are accustomed to recelving it In order to maintain thelr functionality.
The system will support and enbance the personnel securily screening process

G: Personal Information Transmission Level of
risk to
privacy

The personal information is used within a closed system. 1

The personal information is used in system that has connections to at least one other system. 7

The personal information is transferred to a portable device or is printed. 3

USE key, diskeste, laptop computer, any transfer of the personal information to a different medium.

The personal information is transmitted using wireless technologies. 4

Details:

' The personal nformation storsd In SIMON 2.0 18

CERRID #24887442 Page 8 of 41 Version: 20
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Full detalis can be referenced below in Section IV of this PIA,
SIMON 2.0 does not transfer data to portable devices but personal information is printed when required. The application does not provide a specific printing
function; however, 83 it is @ web application, the user can use the Mozilla Firefox print feature 1o print screens. All screens have a dynamic classification up 1o

TS5 listed on them for inclusion in printed coples.

The specific risk and Impact iy this category 5 that

H: Potential risk that in the event of a privacy breach, there will be an impact on the individual or employee

Details;

# there were a breach of confidentiality andd privacy and the personal information stored in the svstem were 10 be improgerly accessed or disclosed to

unauthorized users, there would be 3 potential Impact in terms of The assessed level s
based on the potential Injury 1o Disclosure of
Threat rating s PROTECTED &,
CERRID #24887442 Page 9 of 41 Version: 20
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I: Potential risk that in the svent of 3 nrivacgy breach, there will be an Impact on the institution

Details:

Thare would be an impact on
Given that the Personnel and Physical Security program and the SIMON 2.0 spplication are the offichsl scurce of and
clearance angd indoctrination information relating to SIGNALS Intelligence SIGINT], there are g few potential scenarios to considen:

SECTION [l — ANALYSIS OF PERSONAL INFORMATION ELEMENTS

SECTION 1l - ANALYSIS OF PERSONAL INFORMATION ELEMENTS Stored in SIMON 2.0

Personal Information elements and sub-elements

All personal information clusters and slementy desoribed below are stored slectronically in the SIMON 2.0 databass. Physica! avidence
for thess date elements is stored in scanned PDE format in the angd
referenced within SIMON 2.0 by CERRID # i svailable.

Porsonal nformation Custer Description/Breakdown of Blements {optional)

CERRID #24887442 Page 10 of 41 Version: 20
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Policy Framework for the Data Elements Stored in SIMON 2.0

CSE follows the requirements described in Appendix B of the TBS Stondard on Security Screening (“Security Screening Model and
Criteria”} in its security screening and assessment processes. The following are specifically identified in the Standard:

- ldentity and background verification

- Educational and professional credential verification
- Personal and Professionatl reference checks

- law enforcement inquiry

- Financial inquiry

- (SIS security assessment

- Security guestionnaire

- Security interview

- Open Source inquiry

- Polygraph examination

The Standard for Security Screening goes on to state that decisions about an individual’s security status or clearance are based on
information gathered during the security screening process, that the information is analysed to ensure it is pertinent, authoritative
and attributable, and that the context of the position for which the individual is being screened will be taken into account. Negative
decisions may be rendered when information is uncovered that raises a reasonable doubt as to an individual’s reliability or loyalty to
Canada.

CERRID #24887442 Page 13 of 41 Version: 20
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SECTION IV - FLow OF PERSONAL INFORMATION

SECTION IV - FLOW OF PERSONAL INFORMATION

The following diagram and tables describe the entities involved in security information related tasks, and the information they
exchange currently in SIMON 2.0, SIMON 2.0 will not make significant changes to the basic data flows, but will improve the methods
of electronic transmission or remove them altogether as the legacy systems, once accepting transferred data, are integrated,

CERRID #24887442 Page 14 of 41 Version: 20
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Source of the personal information for the system
Note the original source of all information stored in the SIMON 2.0 system is covered by the Personnel
and Physical Securlty and Nationa! SIGINT Registry processes and documentation.

This section has been repurposed to describe how the information is entered into SIMON 2.0
Input Technigue/Source | Description

Car enter any and all personal information slements (desorib
HRAGHK 2.0 system.

This information can come from any

idual or reprosentative;

Personne w  afederal government institution;

Systern User

internal use and disclosure
Personal information stored within the Security Information Management and Access Control Systems is
circulated with the following systems.

Systemns Description
= infernaily, basic nams, identifying ativibutes, desrance and indoctrination
information sy edd 10 & variely of systems
that control acoess and authentication for the olass
network and the Canadian Top Sedret Network,

= i addition, the same information s passed from SIMO é;?&{é to the
The consumes data from SIMON 2.0 on 1o identity when
ceopie who hold SIGINT ndoctrinations
move o a new position, and inform by an automated emalll the Indoctrination
officer for that compartment in order that they mav evaluste whether the person
needs 1o maintain access to that e of Information

= internally the SIMION 2.0 system transmdls data 1o the . Basio nams ang

Personne and Physioal
Security Systems ident fvz;z 3

attribute | §?ﬁ§i"?3<§3l oY 1S amzw wi t% the 0 ?ai flate

= Additionally, an extremely mited amount of Information, ingludi ;z&, the name of the
tand i soreening request s sent Lo 6 {H?\’

stor, M Marpger and OP Regquesiorn, a
SIMION 2
s B m{é Managed :3.?‘;{;5 grotected arcordingly.

the outeg

#  The SIMON 2.0 system stores Hinks (o documenis containing information
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€r\&§zr’ﬂg ane

ot
databs

. ‘d@fz‘i iy

3

grovide ﬁ;myzmwf poristo HR a

retention period for this database s

periatning to the personne! security file for each indiv
empioy that ink 1o open the selected
retrieves data from slectronically In order to send Hies (o

s Fxtremely Umited identity information for sublects In SIMON 20 s &
transmitted 1o the sy&iwz, which attaches entity informationt

ootentisi seourily breaches found by the

s Finally, 3 copy of the SIMON 2.0 data ;}*Jzi«% nin

il ’mﬁiwizwi reporis, dentii

gutstanding work, azﬁa zs% %" cation of files with & 353{3%&%

W transmils the
on informati

processing of

idunl, Authorized users can
documents, In addition §

system |

s request processing, dearances,

g o the

e da

ALE

therefore, the

. basie ideniifyl
vj\?i m
ink

fectronioally
o instances of

tion of cases with
s data Tor dleanup, and o
ned Contranting & z{j Procurement 1o facilitate the

SIAON 2.0
cang Lo process

g atiributes

i order W
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Internal Transmission and Disclosure of Detailed Data Elements

This table describes the date elements which are electronically transmitted from the SIMON 2.0 system Lo

another system,

{>ata Grouping | Data Elements
¥
Name Y Y K ¥ ¥
Y ¥ Y Y Yy Y Y
v
¥ Y
¥ ¥
v
y
y
v
Y
v
Attributes ¥ ¥ ¥
Y Y H
Y Y Y Y Y
Y ¥ ¥ ¥
¥ ¥ ¥ Y ¥
Y Y ¥ Y Y v
Y Y Y
¥ v v
Y ¥ Y ¥
Y
Y ¥ Y Y
v
¥ ¥ ¥ ¥
¥ ¥ y
v
y
Y
H
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The Public Works and Governn
the Canadian Securily Inteilige Service {C88) have established the
personal information banks to account for information used inthe
%ﬁheif W i?%’é’%g“i;y%}i*‘ RUMP, Securily/ReHability Screening Records -

2sin §w§"€<‘§ m following
used in the securniy/reliability screening of ;ﬁzzww‘ 2007 InUustyy pey
Clesrance and Rellability - PWGESC PPU

The CSE Personnet Security Office maintains 2 &

st REGINT/TK/GAR
5 have up 1o the same level of indocin

tipes wentity, dearance

- Services Canada, Roval Canadian Mounted Police (ROMPY, and

sourityfretialil ;
ROMP PPRU {Em, 518, Spourity
G PPU 0%, Public Works and Government Services Canads (PWGST) has

g institutiorespeciiic personal information bank 1o account for information

st of all GC emplovess

access 1o special information (81 SIGINT and related within
SIMION 2.0, Aview of the reguired data {name, 3, citizenship, clearance, indocirination, s1alus)
for the TSN version is provided within the SB sﬁ( %\é 2.0 database. The view s used 1o upload

vhe date to the {TSH and 1t is made svailable onthe i“ R
‘ ARAA and who have acoess to CTSN can'd

Cindoctrination information W oaroy

folowing ins iiii%@i“zw&;i«“ﬁ%{?%‘fé{,

sonnel Industry Personned

who are indoctrinated for

ination

&

Non-federal institutions and private sector

Provincial Government /A
Municipal Governs N/A
Aboriging! Government/ Coundl N/A
international Organization
Privaie Sector

Losted in Canada and Canadian Qwned BiA
Located In Canada and Foreign Owned NS4
Located abroad ang Canadian Uwned NiA
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Retention / Storage

stored within the SIMON 2.0

A Federal Government Institution

A Federal Records Center

wi Archives

Non-federal institutions and private sector

Provincial Government N/A
RMurnicipal Government N/A
Aboriginal Government/ Coundd N/A
Orpanization of a Forelgn State MIA

international Organization A

Private Sector

Lovated in Canada and Canadian Owned BIA
Locatad in Canada and Forelgn Owned MNAA
s abroad and Canadian Owned A
o abroad and N/A

OTHER POSSIBLE CONSIDERATIONS

The following table identifies the areas / groups / divisions who are allowed to access and handle the
personal information stored within the SIMON 2.0 system (or as a direct result of receiving information
from the SIMON 2.0 system).

tdentify Groups or Areas / or Divisions Where appropruate pos;trons who have Geographical Location
access or use the personal information
. . | Mattofapprox, individusis - Security
urity ~ Personnel and | fotappre e ecunty
Oificers and related perspnnel

Physicgl
Physice Mational Capital Regio

{&mﬂ:f;g Services have aooess (o nams,
& 3§ birth, clearance and

g g s s ) Natona Copital Region
OSE Desktop Services {CH) ingdoetnd ;zza‘z: ion Information o facilitate ¢ " RO
providing hardware and software serviges
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to authorized individuals,

To reguest an update 1o thelr own personal
information only and to confirm
idoctrination levels of others to thelr own

CSF staff and contractors Mational Capital Region

fevel,

from the system:

National Capital Reglon

Hational Capital Region

SECTION V — Privacy COMPLIANCE ANALYSIS

SECTION V - PRIVACY COMPUANCE ANALYSIS

LEGAL AUTHORITY FOR THE STORAGE’ OF PERSONAL INFORMATION

1. Has a legal authority been identified for the storage of personal information in the SIMON 2.0 System?

“where possible, sl references to “collection” in Section V¥ have been replaced by “storage”, o8 we are assessing SIMON
fated personal informetion {which is actusily colleciad

Frest,

.00 He role ay the officied USE repository of porstrmel security
"

thg Porsony

nal SIGINT Re

FRilitialy o

ity B E MYy
ERTEY TORET
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1> Please specify the legal authority and briefly explain how it permits the storage of the personal
information in the SIMON 2.0 system:

The Librory and Archives of Conado Act governs the management of Information within the Government of
Canada, including the management of personnel sequrity screening information contained In the SIMON
2.0 repository,

Section 7.1 of the Finondel Administration Act {FAA) provides CSE the overall legal authority to collect
information for the purposes of personnel security screening under the Personnel and Physical Security
programs. The Nationol Defence Act [NDA], Security of Information Act [S014) and the C855-100: SIGINT
Protection and Coptrol policy suthorize the collection of indocirination information for the purposes of
managing the Nalional SIGINT Hegistry,

. AND, ensure that the legal authority to store the personal information is cited in the relevant PIB (See the
Executive Summary)

Continue to Question 2

NO

[ if there is no legal authority for the collection of personal information, it cannot be collected. Please
consult your institution’s legal advisors to determine if there is authority to proceed with the program or
activity,

MNECESSITY TQ COLLECT PERSONAL INFORMATION

Please note that this section 5 nol relovant (o the PIA from & sysiems perspective, as the SIMON 2.0 does not collent

the parsons! Information. The system by shimply 3 repository for the personal information buhich Is sctually collocted

by the programsh

2. Is each element and sub-element of personal information collected or to be collected necessary to
administer the program or activity?

AUTHORITY FOR THE COLLECTION, USE OR DISCLOSURE OF THE SOCIAL INSURANCE NUMBER

Flease note that this section & not relevant w the PIA from 8 systems perspective, as SIAON 2.0 s simply o repository

the program, nor 15 it stored In the system,

3. Is the collection of the Social Insurance Number (SIN) necessary to administer the program or activity?
NO

The SIN is not necessary and it will not be collected, used or disclosed to administer the program or
activity.
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DIRECT COLLECTION ~ NOTIFICATION AND CONSENT, AS APPROPRIATE

Ploase note that this section is not relevant to the PIA from 2 systoms perspective, as SIMON 2.0 §s simply a repository
for the information. The collection of the sersonal informstion is performed by the Personnel and Physicsd Securlty
DroRrams,

4. is personal information collected directly from the individual to whom it relates?

#  Noetification and informed consent are provided 1o the individuat as part of the adminlstration of the
programs {Le., individuals are required 1o complets the Personnel Screening , Consent and Authorization
Form THS-330-2% and Secerity Dleoronce Form TES 330-80 at the point of collection, both of which contain
appropriste privacy notice statements.! The SIGINT Indocirination, De-dndoctrination, and Exit Interview
forms also contal appropriate privacy notice statements, The PNSs on these Torms meat all of the
reguirements In listed in section 4, below,

The progransleve] PIA will provide the complete privacy analysis.

INDIRECT COLLECTION - CONSENT OR AUTHORITY PURSUANT TO SECTION 10 OF PRIVACY REGULATIONS

Please note that this section Is not relevant to the PIA from o systems perspective, as the system i simply o repository
foor the information fwhich & actually collecied by the grogramb

5. Is personal information collected indirectly from another source with the informed consent of the
individual to whom it relates, or from a person authorized to act on behalf of the individual pursuant to
section 10 of the Privacy Regulations?

NO

]

NOTE: From a program perspective, the information collecied for the securlly soreening process is
completely driven by the Personnel Screening, Consent and Authorization form {TBS-330-23), which is very
inclusive, i additional information sutside of its stated purpose is needed, Personne! Security Officars list
the consistent uses under "OTHER” and get a signature from the subject for permission,

INDIRECT COLLECTION - WITHOUT NOTIFICATION AND CONSENT

Please note that this section s not relevant 1o the PIA from 2 systems perspective, as the system i simply 2 repository
foor the informetion lwhich s actuslly collecied by the programl

6. s personal information collected from another source without notice to or consent from the individual to
whom the information relates?

NO

All personal information is collected directly from the individual to whom it relates, or from another
source with notice to, or consent from, the individual or a person authorized to act on behalf of the individual
{see Questions 4 and 5 above).

RELEVANT PRIVACY NOTI(ES

As this PIA relates to the implementation of the SIMON 2.0 system, which is a repository for dats collected
by the Personnel and Physical Security Program and the National SIGINT Registry Program, currently, there
s nio Privecy Notice Statemaent,
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We have chosen to include the SIMION 2.0 Notice on the login soreen 1o demonstrate thet SIMON 2.0 users
are alerted every thme they access the system as to the importance of handling the data In an approvpriate
manner and the conseguences of unauthorized use and disclosure,

SIMON 2.0 Notice on Login Screen

All users logging on to the SIMON 2.0 application are presented with the message below,

SIMON 2.0 (Security Information Managed Online)

The Security Information Managed Online system "SIMON 2.0" is CSE"s personnel security
information electronic database and also serves as the National SIGINT Regisiry. SIMON 2.0 contains
personal data pertaining to (SE applicants, contractors, employees, students, secondees, integrees
and other Government of Canada {GoC) emplovees and contractors who may hold SIGINT
indoctrination. This information held is used to facilitate the screening, clearance processing and
recording of clearance/indoctrinations/de-indoctrination status and security violations pertaining to
GoC personnel, Data within this system may be sourced from and shared with other departments
and organizations in compliance with authorized derivative use purposes. Unauthorized access to
this system is strictly prohibited.

The SIMON 2.0 system is 1o be accessed in the conduct of the employee’s duties and only in the
manner authorized by CSE's policies. All activities on the system are subject to be monitored and
audited by CSE Monitoring of (SE systems is performed by authorized personnel and reported to
CSE management. The use of the SIMON 2.0 computer system, authorized or unauthorized,
constitutes consent to monitoring on this system.

Non-compliance with CSE's policies including unauthorized disclosure of information to third parties
may result in disciplinary actions.

By logg

sing in, you acknowledge that vou have read and understood the terms and conditions of
using this

s application.
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Retention and Disposal of Personal information

RETENTION AND DISPOSAL OF PERSONAL INFORMATION i SIMON 2.0

Please note that this section Is not structured in 3 relevant manner for the PI& from 2 systernss perspective, as the

system is sinody @ repository Tor the Information {which & actually coliected by the programs)

Mowever, it should be noted that Library and Avchives Canada has authorized retention schedules for porsenad
information collected by the programs:

s The RDA for Corporate Security Activities §s 877008, Emploves and Contractor and Student Security files are
retained for DoB +80 yrs, or 15 venrs after the last administrative action, whichever s later;

s Applicant Security Files are retained for 5 vears from the screening completion date, or 2 years after the last
administrative action, whichever is later,

e Polygraph flles are retalned Tor 5§ years from the last polygraph date. Peychological Assessment Flles are
ratained for 5 vears after the last psychological assessment date.

The SIMON 2.0 system addresses the requirement for appropriate retention and disposal of personal information by
having @ reporting functionality to identily records due for disposal, and an electronic disposition function which
deletes dats that are bevond thelr retention date once 8l policies and procedures have been applsd.

7. Has Library and Archives Canada approved a records retention and disposal schedule that applies to the
personal information?
YES

X

ACCURACY OF PERSONAL INFORMATION RETAINED IN SIMON 4.0

Faase note thet this section hos been answersd from the perspective of the system. The specHfic actions that program
otficials use to ersure accuracy o the personal information In SIMON 2.0 are cutlined in section &, below,

8. Wwill all reasonable measures be adopted to ensure that personal information {stored in SIMON 2.0} used
by the institution for an administrative purpose is as accurate, up-to-date and complete as possible?

YES

Please check any of the following measures that will be adopted to ensure accuracy of the personal

information and provide details as requested:

[] personal information will be collected directly from the individual to whom it relates or it will be validated

with the individual or a person authorized to act on behalf of the individual.

Although the sublect individua! does not enter the dats Into the SIMON 2.0 system, wherever

nossible, s collected from them directly, either by paper {Le, through the TES Personnel

Security Screening forms, or electronically through another system) The program officlals ensure

that individusls are given the opporiunity (o validate their data at the original point of collection

ard during the security clearance update period,

<] In cases where direct collection or consent is not feasible, the institution will obtain information from
trusted sources {(public or private) and verify accuracy against existing personal information before use. Please
identify the sources and procedures to be used to check the accuracy of the information:

Bearing In mind thet the SIMON 2.0 application does not collect information divectly from the
individual; nonetheless, when data is gathered and s entered Info the SIMON 2.0 spplication, In
cortpin ciroumstances, it will have been obtained from trusted sources instead of the ingividusl
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and the accuracy will be verified prior to nput,
For example:

s (SE obtains information divectly related to the standard screening process from trusied

FOVETRIMIENT SOUTCEs (8.8,

& {redi Cheok information is obtained from angd is verd

xif by the medividual through
provided by the individual and reviewed at the Subject Interview,

% coasionally employment and characier refe

a3 part of the soreening process.

rences supplied by the sublect will be contatied
The information acouired, a5 well a3 58 date on the Securlty Cleerance Form is
Hkewdse reviewed with the iIndividual during the Subject interview process and
subsequent follow-up Intarviews and phone calls,

USE OF PERSONAL INFORMATION

Mease note ot ihis section s not structured In & relevant manner for the SIMON 2.0 PIacfrom o systems perspective,
as the systen s simply @ repository for the information (which s actusily collected and used by the programl. The
analysis of . 812} uses will be outlined In the program-lovel PIA

9. Wwill the personal information coilected for the program or activity be used solely for the original purpose
for which it was obtained or compiled, a use consistent with that purpose, or a purpose for which the
information was disclosed to the institution pursuant to subsection 8(2) of the Privacy Act?

Statutory reference; Sections 5 and 7 to 11 of Privacy Act

Policy reference: Sections 6.1.1, 6.1.9, 6.2.9 t0 6.2.13 and 6.2.17 of Directive on Privacy Practices, section
6.2.15 of

Policy on Privacy Protection and Section IV of Appendix C of Directive on Privacy Impact Assessment

Note that the personal information is not accessed, shared, ov distlosed for non-administrative purposes,

DISCLOSURES DIRECTLY RELATED TO THE ADMINISTRATION OF THE PROGRAM OR ACTIVITY ViA SIMON 2.0

Note that these guestions are bedng snswered o the pevspective of the SIMON 2.0 system, not the program. The
responses identify what data stored in the system s shared via user access to the system or electronic transmission 1o
other systems, regardiess of whether it s divectly or Indirectly related 1o the program,

10. Wil personal information be disclosed for purposes directly related to the administration of the program
or activity?

YES

D Pplease check all applicable boxes below and, for each disclosure, identify the name of the organization or
third party to which personal information will be disclosed. If it is disclosed within the institution or with
other federai government institutions, please identify the branch and the program or activity.

Within the institution for another program or activity — specify

Sereening ievel, Clearance Level, and Indoctrination status is shared slong with neme to the
Clearance and Indogirination Level i shared with SIMON

2.0 users who have eguibvalent indoctrinations,
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@ With programs or activities of other federal government institutions — specify
The following are the scenurios in which other federal government Instliutions or systems
recaive iformation from SIMON 2.0

[ ] Provincial, territorial or municipal governments institutions — specify

Foreign government institutions and entities thereof — specify

Authorized employees/contraciors of

to e o Hst of other users with equivalent

irdoctrinations.

[ ] international organizations — specify

The private sector {e.g., contractor or other external service provider) — specify

[ ] other - specify

AND, ensure that:

a) any such disclosure is made in compliance with the program or activity enabling legislation or section
8 of the Privacy Act, which allows disclosures of personal information with consent of the individual to whom
the information relates {subsection 8{1)} or without consent in certain and limited circumstances pursuant to
subsection 8{2} of the Act;

b) only personal information elements that are necessary for the intended purpose are disclosed;
c) the organization or third party receiving the personal information is authorized to do so;
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d) administrative, physical and technical safeguards appropriate to the sensitivity of the information will
be applied to protect the information during and after its transmission {see Question 15);

e) the organization or third party to which the personal information will be disclosed for the
administration of the program or activity are identified in the “Consistent Use” section in the relevant PIB in
Info Source, including the specific purpose of the disclosure;

f) the “Privacy Notice” or “Consent Statement” describes any disciosures of information; and,
g the “Data Flow Diagram” or “Data Flow Tables” completed in “Section IV — Flow of Personal
information” of the core PIA include details on the disclosed personal information: (See Section IV of Appendix “C”

of Directive on Privacy Impact Assessment for @ list of elements that must be inciuded in the data flow diagrom or data flow tabies.}

DXl AND, any disclosure of personal information to another federal institution or outside the Government of
Canada is governed by a formal agreement or arrangement:

See SECTION Vi — Supplementary Documents List for a complete list of relevant contracts, MOUs and
Agreements.

ACCOUNTING FOR NEW USES OR DISCLOSURES NOT REPORTED IN INFO SOURCE

Megse note that this section s not structured In & relavant manner for the PIA from 2 systems perspective, as the
system s shoply o reposiiory for the Information {which is aotually collected by the programsl, 7
by the grograrm-lovel PIA,

Hie will be assessed

11. Wili controls and procedures be impiemented to account for any new use or disciosure of the personal
information that is not included in the relevant PIB published in Info Source? Statutory reference; Sections 7
to 11 of Privacy Act and section 4 of Privacy Requlations

Policy reference: Sections 6.1.9 and 6.2.2 of Directive an Privacy Practices

SAFEGUARDS - STATEMENT OF SENSITIVITY

Hlease note that we are answering this section from the perspective of the systern, not the program, however we
confirm thet o Satement of Sensitivity has been completed,

12. Has a Statement of Sensitivity {SoS) or similar analysis heen completed to assess the degree of sensitivity
of the personal information to be collected and retained for the program or activity?

level of risks to privacy in "Section Il - Risk Areo Identification and Categorization” of the core PIA:

w  SIMON 2.0 Statement of Sensitivity {CERRID # 11115448)
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SAFEGUARDS — THREAT AND RISK ASSESSMENT

Please note that we sre snswering this section from the perspective of the system, not the program.

13. Has a Threat and Risk Assessment (TRA) or a similar security assessment been completed for the program
or activity?

NO
| If a TRA or similar security assessment is underway, simply reference that fact in the space below and
indicate when it is likely to be completed. If there is no intent to complete one, please explain why not.

10 has determined that a formal TRA is not required for SIMON 2.0; however, a thorough
assessment of the risks, security controls and procedures has been completed as part of the
Security Accreditation and Assurance process implemented by CSE to ensure all systems
implernented at C5F are secured [CERRID Folder # 8870327). The body of evidence created by
CI0 as part of this process ingludes a Statement of Sensitivity, CORNOP,

SAFEGUARDS ~ ADMINISTRATIVE, PHYSICAL AND TECHNICAL

UE . A T WO P % g e g g [
Plosse note that we are answering this section from the per ol O

sl popnd Fheay e g e

14. Please identify below any administrative, physical and technical safeguards in place, or to be
implemented, for this program or activity to ensure the confidentiality, availability and integrity of the
personal information.

Administrative safeguards

Internal security and privacy policies and procedures

Staff training on privacy and the protection of personal information

<] Screening and security checks of employees

< Appropriate security levels for employees who will have access to personal information

X} Contingency plans and documented procedures in place to identify and respond to security and privacy
breaches

7l Regular monitoring of users’ security practices

| Methods to ensure that only authorized personnel who need to know have access to personal
information

Other — please describe

& and wudit logs
shereot,

s Contingency plans and procedures are in place to identily and respond 1o security breaches.

s Speciiic privacy obligations for the use of the SIMON 2.0 system are outlined in the SIMON 2.0
User Access Agreement - Terms and Conditions [Cerrid 827178835

& Policies {ORG.6.1) and procedures for responding to privegy breaches are In place at the

W
institutionsl lsvel,

Physical safeguards
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Technical safeguards

TECHNOLOGY AND PRIVACY - TRACKING TECHNOLOGIES USED BY SIMON 2.0

Please note that we are answering this section from the perspective of the syster, not the program.

15. Will the information system{s) used to deliver the program or activity employ coockies or other
tracking technologies to collect personal information about users and their transactions?
YES
The specific tracking technologies to be used are described under Part F: Technology and Privacy of
“Section Il — Risk Area Identification and Categorization” of the core PIA
AND, the collection of any personal information using such technologies is reflected in the relevant PIB
and in “Section Ill — Analysis of Personal Iinformation Elements” of the core PIA;
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AND, the use of such technologies to collect information about users and their transactions is adequately

reflected in the "Privacy Notice™:

e Users of the system receive an on-screen maessage agreeing to the terms of use for the Secured Network
Usape ~ Network Usage Policy, they recelve orlentation tralning materials, and core users of the SIMON
2.0 system sign a SIMON 2.0 User Access Agreement Terms ond Conditions of Use when they receive g
Privacy Briefing.

AND, those responsible for implementing and using tracking technologies to collect personal information
or who may have access to personal information collected through these methods are made aware of privacy
and security policy regquirements;

AND, where personal information collected through such tracking technologies is used to make a decision
that directly affects the individual 1o whom the information relates, it will be retained for a minimum of two
years after the last administrative action as required under the Privacy Regulations.

TECHNOLOGY AND PRIVACY - SURVEILLANCE OR MONITORING

Plagse note that we are answering this section from the perspective of the system, not the program,

16. Will the new or modified program or activity result in new or increased surveillance or monitoring of a
targeted population?

NO
The upgraded system will not result in new or increased surveillance or monitoring. The system supports
an existing program/activity.

PRIVACY CONSIDERATIONS RELATED TO COMPLIANCE / REGULATORY INVESTIGATION AND ENFORCEMENT

HNedther the program nor the syslam conduots any sotivities relavant 1o this section
i7. Does the program or activity involve compliance/regulatory investigation or law enforcement,
surveillance or intelligence gathering that targets specific individuals against whom penalties, criminal charges

or sanctions may be applicable?

NO
The program or activity does not involve the conduct of regulatory or criminal enforcement, surveillance
or intelligence gathering.
Note that while in Section 2 we have selected risk level  regarding Compliance/ Regulatory investigation and
Frforcement, this is limited 1o and therefore
does not appear 1o be covered under this Privagy Compliance Section. The Personne!l and Physival Security

- Feait i

e H e

A E e Tor ot e Tl o TR
F % REWA R

B ooy v o g b v g moen e sd g el ool peeienond Fa gl o e B v g N
PTGETAITS GO NOL CONTUDT CHVENG INVESUIERUONE O ey

SECTION VI - SUMMARY OF ANALYSIS AND RECOMMENDATIONS

SECTION VI - Summary of Analysis and Recommendations {as applicable) Document the conclusion
drawn or recommendations resulting from the risk identification and categorization in a manner that
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E is commensurate with the risk identified.

Overview of the Analysis and Recommendations:

The SIMON 2.0 system contains personal information in accordance with s. 3 of the Privacy Act. The information
stored in the system is used by the Personne! and Physical Security programs to conduct personnel security
screening. As such, the uses are described and governed within the standard TBS PIB, PSU 917 (Personnel
Security Screening). Information stored within SIMON 2.0 accessed and disclosed in accordance with uses and
disclosures listed within the Personnel Security Screening PSU 917.

internai Transmission/Disclosure:

Personal Information is shared with systems within the CSE Classified network for the purpose of
controlling access to physical, information, and technical resources

It is also shared with systems
inside the CSE Classified network for the purpose of maintaining information relevant to the subject’s persennel
security file, including managing access to scanned personnel security file documents in CERRID {(CSE’s corporate
records management system), reviewing and for the conduct and
tracking of related to the subject.

External Transmission/Receipt/Disclosure

Persconal information related to security screening is securely received from the OLISS application maintained by
PSPC {previously PWGSC) and imported into the SIMON 2.0 system. Information related to TK indoctrinations is
securely received from DND and imported into the SIMON 2.0 system.

information is securely and directly fransmitted to the network for the purpose of controlling access to
information and technical resources. In addition, information is securely and directly transmitted to systems
to facilitate the security screening process.

Access and use of the personal infoermation contained in SIMON 2.0 by

is limited and controtled. For details on how SIMON 2.0 data
is transmitted to others systems, see the Dato Flow Diagram at the beginning of sectien IV.

Staff who are onsite may also directly access information from the SIMON 2.0
system related to confirming that other individuals hold the same level of indoctrinations as themselves,

All of these uses for the personal information stored within SIMON 2.0 are consistent with the stated purpose of
the PIB and represent an acceptable risk level provided that the informaticn is adequately managed and
protected.

Finally, in support of the National SIGINT Registry program, information related to indoctrination levels held by
CSE employees, GoC employees who have access to SIGINT is recorded,
accessed, used, updated, maintained, transmitted, and disposed of by SIMON 2.0.

In general the risk leve! of the SIMON 2.0 system is rated A summary of the assessed
risk level for each category is listed below:
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Risk Category Descriptive Risk Level Assessed Risk Level
Type of System Compliance / Regulatory
investigations and enforcement B

Type of Personal Information
Involved and Context

Program or Activity Partners and
Private Sector Involvement

Duration of the Program or Long-term program
Activity
Program Population

Technotogy and Privacy Implementation of a new electronic
system requires modifications to IT
legacy systems and / or services.

Impiementation involves:

N b) Use of Surveillance {audit logs}
Personal information The personal infarmation is
Transmission '

Potential risk that in the event of a privacy breach, there will be an
impact on the individua! or employee

Potential risk that in the event of a privacy breach, there will be an
impact on the institution

In general, the system contains data which is designated Protected B and the risk to individuals in the event of a
compromise is commensurate with that; however, the risk to CSE in the event of a compromise could be

The system has been classified to reflect the fact
that were a user to the risk would be rated at
CERRID #24887442 Page 35 of 41 Version: 20
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Recommendations:

Given the nature of the personal information collected, the risk represented by
the following recommendations are being made to ensure that
the personal information in the SIMON 2.0 system is adequately protected:

¢ Ensure adequate technical safeguards are in place to safely protect information stored within the

system; for example,

s  Ensure that the data in the SIMON 2.0 system is protected by

¢ Ensure that

that

intended purpose;
¢ Ensure that

into audit analysis software;

in order to access SIMON 2.0 data and
for the

restricting those users who can access
the data provided by SIMON 2.0 to those who are authorized and have an identified business purpose
consistent with the PIB under which the data was collected;
o Ensure that edits, updates, and deletes of data from the SIMON 2.0 system are audited and integrated

e Ensure that personne! who have access to the SIMON 2.0 system are adequately trained with regards to
Privacy principles and obligations, and that the training is refreshed on a periodic basis;

¢ Ensure that the PIAs for downstream systems controlled by CSE

CERRID) are complete; and

e Ensure that an adequate assessment of the security threats and risks to the system is completed and
that its recommendations are implemented to ensure the security of data.

Mitigation:

Recommendation

Mitigation

1. Ensure adequate technical safeguards are in
place to safely protect information stored
within the system.

»  For example, ensure that the system

CIO ensures any system that

has been properly vetted. Each layer of the

has been accredited

by ClO’s SA&A process which include:

2, Ensure that the data in the SIMON 2.0 system
is protected by

3. Ensure that
in order to access SIMON 2.0
data, and that

SIMON 2.0's security model restricts and controls access

based on

. The security model

extends beyond SIMON 2.0 the application and also

includes CSE’s
which
including SIMON 2.0.

Access to SIMON 2.0 is based on what information each

CERRID #24887442 Page 36 of 41
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for the intended purpose.

system requires, and
insure data integrity.

are put in place to

SIMON 2.0 audit keeps a
record of which individuals, and which system access
SIMON 2.0 data.

4, Ensure that
restricting those users
who can access the data provided by SIMON
2.0 to ONLY those who are authorized and
have an identified business purpose
consistent with the PIB under which the data
was collected.

The information is restricted based on pre-approved access
by are put in place to ensure only approved data
is shared with And access to the

is further restricted by

Regular audits of existing and new users are completed to
ensure that only individuals with a legitimate business need
to access SIMON 2.0 may do so. Once an individual moves
to a role which no longer requires access to the system, the
individual’s account and access privileges are deleted.

5. Ensure that edits, updates, and deletes of
data from the SIMON 2.0 system are audited
and integrated into audit analysis software.

SIMON 2.0 keeps detailed audit Jogs that capture edits,
updates, and deletes of information. The SIMON 2.0 audit
logs are also provided to IT security for further analysis and
monitoring. CSE Corporate Security Directorate is in the
process of establishing a to monitor the
use of the system, including abuse of access privilege.

6. Ensure that Privacy impact Assessments for
downstream systems controlled by CSE {e.g.,
CERRID) are complieted; and

CIO has been working diligently to ensure steps are taken to
have all systems that are PlA candidates to undergo a
privacy impact assessment review.

7. Ensure that an adequate assessment of the
security threats and risks to the system is
compieted and that its recommendations are
implemented to ensure the security of data.

ClIO  isresponsible for assessing the SIMON 2.0
application and hardware. Accordingly, the Security
Assessment and Accreditation process {CERRID Folder
#8870327) has provided SIMON 2.0 with Autharity to
Operate based on the technical assessment and the
acceptance of residual risk.

Ali new threats/risks identified by Ci0  wiii be addressed
to the satisfaction of the assessor, and approved by both
CIO and the application owner, Corporate and Physical
Security.

8. Ensure administrative safeguards are in place
to safeguard the privacy and confidentiality of
the information in the system.

Ensure that personnel who have access to the
SIMON 2.0 system are adequately trained
with regards to Privacy principles and
obligations, and that the training is refreshed
on a periodic base.

All CSP employees receive ongoing training on privacy and
security.

have
implemented a new SIMON 2.0 User Access Terms and
Conditions Agreement (CERRID #27178935).  provides a
mandatory briefing to inform new and existing users of
their privacy obligations prior to assigning {or renewing)
user access to the system.

Retention and disposition schedules are implemented to
manage Pl that has met its iife-cycle. Routine purges of
information in SIMON 2.0 are performed by , in
collaboration with C10  ({responsible for managing and
disposing the hard-copy records).

CERRID #24887442
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SECTION VIl — SUPPLEMENTARY DOCUMENTS LIST

Project and Product Scope Reference Documents and Policies

e SIMON 2.0 Project Charter CSE CERRID # 14758250

o SIMON CONCPS CSE CERRID # 10588508

® Functional Requirements Matrix CERRID #270292

e Functional Requirement Definition Report CERRID #270289

e SIMON Business Architecture Components for Clearance, Indoctrination and Comp Management (Titled
SIMS — brusiness architecture deliverables— CERRID #824565

e SIMON Program overview CERRID #212549

Business Requirements Reference Documents and Policies

¢ SIMON Business Architecture CSE CERRID #853161

e  SIMON — Screening Module Functionai Design Section 1 — Initial Processing #18169286
o SIMON — Screening Module Functional Design Secticn 2 — Subject Interview #21256615
s SIMON ~ Screening Module Functional Design Section 3 —End Process #22716486

s SIMON — Subject Management Module Functional Design #22123160

Risk Assessments and Risk Management

e SIMON Security Accreditation and Assurance (SA&A} Process folder CERRID # 8870327
e SIMON Statement of Sensitivity Profile CSE CERRID #11115448

s SIMON —System Architecture Document CERRID # 18824250

s SIMON - Role Based Security Screen and Function Level CERRID-#500341

SIMON Training, Quick Reference Guides and User Manual
s SIMON 2.0 Training Folder CERRID #8850964
+ SIMON Guides Folder CERRID #8986609

Contracts / Memoranda of Understanding / Agreements
o SIMON 2.0 User Access Agreement Terms and Conditions CERRID #27178935
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SECTION Vil — APPROVAL

SECTION Vil A ~ Program-Level Approval

| have reviewed, and recommend the approval of this Core PIA, and commit to comply with sections 4 to 8 of
the Privacy Act and the related privacy policy requirements as they relate to the administration of SIMON 2.0.

Director, Corporate Security Directorate

[

Signature / Date

SECTION Vil B — LEGISLATIVE APPROVAL UNDER THE PRIVACY ACT

The Official who has immediate jurisdiction over
the SIVION 2.0 Program and System is: the
Director General, Corporate Services Operations

i approve of this Core PIA and commit to comply

related privacy policy requirements as they relate
to the administration of SIMON 2.0.

Director General, Corporate Sevvices Operations
Departmental Security Oflcer

«««««

'ﬂ»;«"“‘k e o Mf"ﬁj‘ J———
Signature /Date 7 jg ?gf&f 23 @;ﬁ -

CERRID #24887442 Page 39 of 41

The Delegated Heads of the C5E ATIP Program,
responsible for administering section 10 of the
Privacy Act are the Director, Disclosure Policy and
Review, and Deputy Chief, Policy and
Communications CSk:

| approve this Core PIA and am satisfied that it
complies with sections 4 to 8 of the Privacy Act and
the related privacy policy requirements as they relate
to the administration of the SIMON 2.0 system,

Director, Disclosure Poliny and Review

Nabih Eidebs
’ % a K‘s P L
VO LA it AL TV
Signature / Date

Deputy Chief, Policy and Communications,
Chief Privacy Oflicer

Dominic Rochon

w L ;fé}:’ 5 e j;ﬂ’g
Signature / Date
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SECTION IX — APPENDICES

APPENDIX A - GLOSSARY OF TERMS AND ACRONYMS
information Context

Information Description

SIMON 2.0 Security Information Managed Online Version 2.0

National SIGINT

) National Registry of Personnel cleared and indoctrinated in SIGINT
Registry

Record of decisions, events and other comprise the official record of the CSE

Official record . .
Personnel Security function

SIGINT Signals Intelligence
- SIGINT
Acronyms
Acronvm Description
Cio Chief Information Office
COMSEC Communications Security {name of a program which assists in the protection of
classified information and data)
CSA Construction Site Access
CSE Communications Security Establishment
CSis Canadian Security Intelligence Service
C80PS Corporate Services Operations
CTSN Canadian Top Secret Network (formerly known as Mandrake; a GC Top Secret
level network for the sharing of intelligence information)
DND Department of National Defense
CERRID #24887442 Page 40 of 41 - Version: 20
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Mandrake - now CTSN — former name of the GC Top Secret Intelligence

MANDRAKE
Network

MOU Memorandum of Understanding

OLisS On-Line Industrial Security Services

PHF Personal History Form {now called Security Clearance Form}

PM Project Manager

PSC Project Steering Committee

PWGSC / PSPC Public Works and Government Services Canada (now Public Services and
Procurement Canada)

RCMP Royal Canadian Mountain Police

SCF Security Clearance Form (previously known as Personal History Form)

SFA SIGINT Facility access (formerly known as SIGINT Site Access)

SIGINT Signals Intelligence

SIA SIGINT Information Access

SIMON Security Information Managed Online application

SLA Service Level Agreement

SOIA Security of Information Act

SSA SIGINT site access (now known as SIGINT Facility Access)

WBS Work Breakdown Structure

CERRID #24887442
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Change Control Table
Version Date Change Made By | Change Requested By |- Change
1.0 Oct 6, 2014 CIo New document
2.0 Jan 16, 2015 Cio Update data descriptions.
Updates incorporating
3.0 Jan 27, 2015 Cio fesdback from
Add "Description of Program
or Activity” and “Legal
4.0 Jan 29, 2015 cio Authority for Program/Activity”
content.
Table of Contents
SECTION [ - RISK. AREA IDENTIFICATION AND CATEGORIZATION. .................. 3
SECTION II - ANALYSIS OF PERSONAL INFORMATION ELEMENTS ... 9
SECTION III - FL.OW OF PERSONAL INFORMATION ....ccoee e e 11
SECTION IV - PRIVACY COMPLIANCE ANALYSIS ... 12
SECTION V - SUMMARY OF ANALYSIS AND RECOMMENDATIONS (AS
APPLICABLE) oottt sttt e s et s e ra e et ae st s s raaesnbae s rnsensnns 29
SECTION VI - SUPPLEMENTARY DOCUMENTS LIST ..o ccrecieene 31
SECTION VIII —~ FORMAL APPROVAL ..oiiiiiieitietiieiecin it 32
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AlypeofProgramor aetiviy, o0 0 0 Riskto

Privacy

. Program or activity that does NOT involve a dec1s;0n about an 1de11t1ﬁable mdlwduai C11
' Administration of Programs /Actmty and Services X2

Comphance / Regulatory investigations and enforcement 3
- Criminal investigation and enforcement / National Security [ 14

_This initiative is an IM/IT :, prmr-iﬁ? as itjxi'éli's:appmveﬁt by the : IM/IT étee;‘lm g commitiee for this fiscal

Privacy Impact Assessment 3 10/15/2015
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The new system will allow. CSE to have qu control over collected data 1mpr0v1ng the p1 1vacy and
: PI'OTeCﬂOﬂ of ‘Lhe apphcant s 111format10n - . -

?7:‘Why is there a need and who approved the need"k . . -
‘Due to a nature of our organisation the new system is reqmred to offer full conh ol over data of people
;applymg for posmons at CSE to protect the1r 1dennty :

Level of
B: Type of Personal Information Involved and Context risk to
_ , , _ privacy
Only personal information, with no contextual sensitivities, collected directly from the individual or 1
provided with the consent of the individual for disclosure under an authorized program. =
Personal information, with no contextual sensitivities after the time of collection, provided by the 12

individual with consent to also use personal information held by another source.

Social Insurance Number, medical, financial or other sensitive personal information and/or the
context surrounding the personal information is sensitive. Personal information of minors or 3
incompetent individuals or involving a representative acting on behalf of the individual.

Sensitive personal information, including detailed profiles, allegations or suspicions, bodily samples (14
and/or the context surrounding the personal information is particularly sensitive.

Detalls

ATS collects Appiﬁca’uon for Employment (PEB Bank No 'PSU- 911) and contact mformation dzrectiy from
Internet based end-users as potentuai candidates for mterna[ posntions : :

Application for Employment

Description: This bank describes personal information related to individuals who have submitted
applications for employment or provided curricula vitae (solicited or unsolicited) and refated correspondence.
The personal information provided by individuals on application forms, curricula vitae, and correspondence
may include:; name, contact information, employment status and history, educational background, marital
status, date of birth, gender, official language proficiency, employment equity, physical disability
considerations, citizenship, Personal Record identifier, Client Server Number, transctipts, letters of
recommendation, and other personal information.

Privacy Impact Assessment 4 10/15/2015
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Class of Individuals: Public service employees and non-public service employees seeking employment with
the institution; individuals whose names have been provided as employment references, personal
references, or both; and individuals referring another individual for a position.

Purpose: To maintain an inventory of potential candidates that may be used for consideration in a staffing
process when vacancies arise within the institution.

Consistent Uses: Relevant information would be fransferred to an employee personnel record (refer to
Standard Perscnal Information Bank Employee Personnel Record — PSE 901) if the individual accepts an
offer of employment. This information may also be used for planning and evaluation purposes. The
information may also be transferred to another institution, if the other institution is deemed to be more
appropriate for potential employment opportunities for the individual. The data collected and maintained may
be used for statistical purposes, training regquirements, and other development opportunities. The personal
information about individuals self-identified in employment eqguity groups may be used for statistical purposes
by the institution and may be shared with the Public Service Commission of Canada, Treasury Board of
Canada Secretariat, and Canada Public Service Agency for the same purpose.

Retention and Disposal Standards: For information about the length of time that specific types of common
administrative records are maintained by a government institution, including the final disposition of those
records, please contact the institution’s Access to Information and Privacy Coordinator.

RDA Number: 98/005
Related Record Number: PRN 920
Bank Number: PSU 911

C: Program or Activity Partners and Private Sector Involvement o . I;G:;’lsltgf
w privacy
Within the institution (amongst one or more programs within the same institution) []1
With other federal institutions 2
With other or a combination of federal/ provincial and/or municipal government(s) (13
Prlvate sector orgamzatlons or 1ntemat10na1 orgamzatlons or forelgn governments (14

Detaﬁs. .

ATS coliects Apphcation for Employment (PIB Bank No PSU-Q:? 1) and contact lnformatlon d ectiy
int ed end-users for the pUrpos: "pdtentla [ candidates for mternal CSE positio
som cases the'appllcant information may be shared with other federat tnstitutlons as potenﬁa? candid
for posmons WIthm that lnStltquOI‘l subject to appllca ! s:consent :

: The diselosnre process i3 cutside the scope of the ATS project and is nol covered by the ATS P1A.

Privacy Impact Assessment 5 10/15/2015
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- One time program or act1v1tvy' [11
~ Short-term program 2
" Long-term program - X3

The program affects certain employees for internal administrative purposes.

~ The program affects all employees for internal administrative purposes. -
* The program affects certain individuals for external administrative purposes. » 3

- The program affects all individuals for external administrative purposes.

" 1. Does the new or modified program or activity involve the implementation of a new electronic

~ system, software or application program including collaborative software (or groupware) that is YES
* implemented to support the program or activity in terms of the creation, collection or handling of LINo

- personal information? » o » ‘
- 2. Does the new or modified program or activity require any modifications to IT legacy systems and / [JYES
Corservices? - j NO
* 3. Does the new or modified program or activity involve the implementation of one or more of the
~ following technologies: o
3.1 Enhanced identification methods

Please specify: LIYES
KINO
Privacy Impact Assessment 6 ' 10/15/2015
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3.2 Use of Surveillance: _

Please specify: LIVES
NO
3.3 Use of automated personal information analysis, persenal information matching and
knowledge discovery techniques:
Please specify: 7 LIvEs
It should be noted that the personal information collected may be used for NO

statistics and trend analysis; however, as the information is stored and analysed
within the PeopleSoft program, it is outside the scope of the ATS PIA.

A YES response to any of the above indicates the potential for privacy concerns and risks that will
need to be considered and if necessary mitigated.

rls to

_G: Personal Information Transmission -

The personal information is used within a closed system.

The personal information is used in system that has connections to at least one other system.

The personal information is transferred to a portable device or is printed. 3
The personai information is transmitted using wireless technologies. [14

':Detaﬂs .

~Personal mformation is col e,,te‘ on' an external web server via the ATS system On a dar ] ‘srs (busrness da :
on[y) the information is exported n XML format to-be transferred onto a second server in a seclure
network envrronment The XML file: WIII be downloaded fo the secure server for: automat{c upEead to Peopi “So L
The access to thrs Iocatroniserver is Irmlted onEy to the administrators of the ‘application. The ;M&L rlie will. be
ediately ‘howevera backupwrl{, e stored
rmanently deieted from the server PeopleSoft wrll be the‘ flnal syste

frecord:s,,fgr ail,apphsa__nt,da,t:a, .

H Potentral l‘lSk that in
_- 'mdlvuiual o :emplove

thecvent of  privacy breach, there will b an fmpacton the

, Ilects Appircatro / 5 1
;end -users as potential candidates for rntema ‘posrtrons in a worst case_”cenarro

Privacy Impact Assessment 7 10/15/2015
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Personal Information Bank -

ategories of Personal
Information " |

Application for
Employment

Bank No. PSU-911

Name

First name*
Middle name
Last Name*

Contact information

E-mail Address*

Address (Street Number and Street
Name)*

City*

Postal Code*

Province*

Country®

Phone Numbers*

Citizenship status

Canadian Citizenship Status*

Other Citizenship(s)*
Curriculum vitae*
Biographical Education™
information Professional Certifications
Designations

Employee personnel

Level of security clearance®

information
First Official Language
Language Language of correspondence
Language Proficiency
Visible Minority
Employment Equity Information about aboriginal people
information Persons with disability

Gender

Electronic

To maintain an inventory of
potential candidates that may be
used for consideration in a staffing
process when vacancies arise
within the institution.

Privacy Impact Assessment

10/15/2015
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Educational Area of study(s)
information Study Awards (e.g. degree)

*Denotes mandatory information

Personal Information elements and sub-elements
Note: Identification of sub-elements is necessary where sensitive personal information is being collected or where the type of program or activity presents a potential privacy

risk at level 2-3~4 in “Section If - Risk Identification and Categorization™ of the core PIA.

Note: Category of personal information: This column is optional, it has been added to identify the category of personal information that will include the elements
and sub-elements collected. TBS has developed a list of categories of personal information to simplify the process of describing personal information in Personal
Information Banks (PIBs). It provides examples of categories and elements that can be used to summarize the personal information collected by most federal
institutions. The list can be found at http://www.infosource.ge.ca/emp/emp03.eng.asp#indexPIB. The categories are also listed in TBS’s PIB Checklist Tool.
Identifying the categories of personal infermation in the core PIA will make it easier to create or revise the PIB.

Personal information element: Identify each element of personal information collected (for example: 1} name, 2) home address).

Personal information sub-element: Identify sub-elements associated with each element of personal information collected (for examptle: 1) first name / middle
initial / last name, 2) street name / sireet number / ¢ity / province /postal code).

Type of fermat: identify how the personal information will be recorded: on paper, electronically, audio recordings, visual image recordings, human biological
samples or other (specify).

Purpose / necessity of the personal information: This column is optional. Indicate the intended purpose of collecting these elements or sub-elements of
personal information and how these are demonstrably necessary for the program or activity. ("Necessary” is a higher standard than merely being useful.)

Privacy Impact Assessment 10 10/15/2015
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Personal information is submitted into an ATS form by the applicant.

When the applicant ‘submits’ their application, their personal information gets stored in

CONFIDENTIAL

on a DMZ Server.

The personal information (an exported XML file generated from tiﬁe database) is
downloaded from the DMZ server
network, the personal information is deleted (purged) from the DMZ Server

After successful transfer to

The personal information is transferred to an HRCS Point of Contact via

XML files containing personal data are used for daily uploading to PeopieSoft.
files are stored on secure server location with restricted access for 3 months. After 3
months the files are permanently deleted from the network server.

L T
i

The personal information is uploaded from the
Application Server. (Out of scope for ATS)

ssponsible for program or act

Server into the PeopleSoft

"CSE/HRCS

HRCS Point of Contact for ATS

Ottawa — Ogilvie Road

CSE/CIO

Web Team personnel

- Other federal government Institution responsible for program or activity:

Ottawa — Ogilvie Road

n Feder

lery

pstitution or Pr

1!-8 Sectm:name’ R . S ...
Ottawa — Ogilvie Road

Privacy Impact Assessment
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LEGAL AUTHORITY FOR COLLECTION OF PERSONAL INF ORMATION

1. Has a Iegai authonty been 1dent1ﬁed for the collec‘uon of personal mformatlon for thls program or actwnty‘?

Statutory reference: Section 4 of Privacy Act (Section 4 has been interpreted to mean that a legal authority
must be established for a collection of personal information, but section 4 does not provide legal authority for
such a collection).

Policy reference: Section 6.2.6 of Directive on Privacy Practices

[Additional refrence here... FAA?]
YES
Please specify the legal authority and briefly explain its connection to the program or activity or how
it permits the collection of the personal information:
Personal information i in support of the orgamzatlon s recruitment efforts is collected in
accordance with the Privacy Act under the authonty of the Fmancral Authonty Act Section 1 1.2-
Administration of HR Related Duties®.

At CSE, the DGHR has been delegated the respon3|btllty for hmng at CSE and as stuch, holds
the authority to collect this personal information.

[ 1 AND, ensure that the legal authority to collect the personal information is cited in the relevant PIB and
in “Section I — Overview and P14 Initiation” of the core PIA.

Continue to Question 2

NO
[] Ifthere is no legal authority for the collection of personal information, it cannot be collected. Please
consult your institution’s legal advisors to determine if there is authonty to proceed with the program

or activity.

l |

NECESSITY TO COLLECT PERSO ‘ L INFORMATION

2. Is each element and sub- eiement of personal mfm mation collected or to be collected necessary to
administer the program or activity?

Statutory reference: Section 4 of Privacy Act
Policy reference: Sections 6.1.1, 6.1.3, 6.1.4, 6.2.7 and 6.2.8 of Directive on Privacy Practices

2 On the recommendation of the PSC, the Governor-in-Council approved an Exclusion of all positions and employees of the CSE (Exclusion Approval
Order or EAQ) from the PSEA. Essentially, the EAO removed CSE from the application of the PSEA, requiring CSE to cstablish its own staffing and
recruitment regime. This enabled CSE to balance its sensifive security requirements, while at the same time, uphold key values of the PSEA such as merit
and fairness. This EAQ remains in effect today.

Privacy Impact Assessment 12 10/15/2015
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YES

Ensure that all personal information necessary to administer the program or activity is listed in the
relevant PIB.

AND, implement controls and procedures to ensure the institution does not collect more personal
information than is necessary for the identified program or activity and that a continuing need exists
for that information or its collection.

Continue to Question 3
NO

[ 1 Review the proposed elements and sub-elements of personal information outlined in “Section III -
Analysis of Personal Information Elements™ to identify those that are “necessary” and not merely

'NUMBER

useful. Document any changes.

3. Is the collection of the Social Insurance Number (SIN) necessary to administer the program or activity?
Statutory reference: Section 4 of Privacy Act
Policy reference: Section 6.2.13 of Policy on Privacy Protection and sections 6.1.1 and 6.2 to 6.4 of Directive
on Socigl Insurance Number
Also see "Guidance for Preparing Information-Sharing agreements Involving Personal Information™ and “Taking
Privacy into Account Before making Contracting Decisions

YES

[] Collection of the SIN must be in compliance with the Directive on Social Insurance Number (please

check all appropriate boxes below):

] State legal authority for collecting the SIN:

OR, in the absence of a legal authority to collect the SIN:
[1 Establish explicit authority through legislative amendment(s).
[] Establish legal authority as outlined in the Directive on Social Insurance Number.

AND, if disclosure of the SIN by the institution is to occur on a routine or systematic basis
[} to another federal institution that is authorized to collect it, or to another level of government,
establish an agreement or arrangement that includes specific provisions to limit the use of the SIN.
[] to a contractor or other external service provider, establish a contract that includes specific
provisions to limit the use of the SIN.

[[] AND, ensure that the relevant PIB for the program or activity states the authority under which
the SIN is collected and the purpose for which it is used.

Continue to Question 4

Privacy Impact Assessment 13 10/15/2015
A-2018-00040--00059




Core Privacy Impact Assessment CONFIDENTTAL

NO

The SIN is not necessary and it will not be collected, used or disclosed to administer the program
or activity,

Continue to Question 4.

DIRECT COLLECTION - NOTIFICATION AND CONSENT, AS APPROPRIATE

4.1s personal information cellected directly from the individual to whom it relates?
Statutory reference: Sections 4 and 5 of Privacy Act

Policy reference: Sections 6.1.1, 6.2.6 and 6..2.9 ta 6.2.13 of Directive on Privacy Practices and sections 6.1.2
and 6.4.1 of Directive on Social Insurance Number

YES

A “Privacy Notice” (adapted for either verbal or written communications) must be provided to the

individual at the time of collection and it must notify the individual of any of the following elements
that apply (please check all appropriate boxes):

a) The purpose and authority for the collection

b) Any uses or disclosures that are consistent with the original purpose.

[1 ¢) Any uses or disclosures that are not related to the original purpose

d) Any legal or administrative consequences for refusing to provide the personal information

[X] ¢) That the "individual to whom the information relates" has rights of access to, correction of and
protection of personal information under the Privacy Act.

f) A reference to the P1B for the program or activity

[1 g) Why the SIN is collected, how it will be used and the consequence of not providing it.

AND, add a “Consent Statement™ to the “Privacy Notice” as appropriate, if the personal information is

to be used or disclesed for a purpose other than the original purpose that is not listed under section 8(2) of
the Privacy Act or a consistent use, or, to authorize indirect collection of personal information.

The “Consent Statement” must include, as applicable, the following elements (please check all
appropriate boxes):
a) The purpose of the consent and the specific personal information involved.
[ 1 b) Inthe case of indirect collections, the sources that will be asked to provide the information.

c) Uses and disclosures that are not consistent with the original purpose of the collection and for
which consent is being sought.

[1 d) Any consequences that may result from withholding consent.
[[] €) Any alternatives to providing consent

AND, implement controls and procedures to ensure that the institution keeps a record documenting

whether or not an individual provided consent when it was sought, including a record documenting
any withdrawal of consent when applicable.

Continue to Question 5

NO

[_] The personal information necessary for the program or activity is not collected directly from the
individual. It is collected indirectly, for example, from another program within the institution, or from
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another institution, government or third party.

Continue to Question 5

5. Is personal information collected indirectly from another source with the informed consent of the
individual to whom it relates, or from a person authorized to act on behalf of the individual pursuant to
section 10 of the Privacy Regulations?

Statutory reference: Sections 4 and 5 of Privacy Act and section 10 of Privacy Regulations
Policy reference: Sections 6.1.1, 6.2.6 and 6.2.9 to 6.2.13 of Directive on Privacy Practices and sections 6.1.2
and 6.4.1 of the Directive on Social Insurance Number

YES

[] The notice and consent requirements stated at Question 4 apply. Please review the required elements
listed under "YES" at Question 4 and check the corresponding boxes below to indicate the elements
that need to be included in the "Privacy Notice" or the "Consent Statement” (check all that apply):

PRIVACY NOTICE

o0 »O o0 0O o0 50 o1
o

[1 AND, implement controls and procedures to ensure the institution keeps a record documenting
whether or not an individual provided consent when it was sought, including a record documenting
any withdrawal of consent when applicable.

[ ] AND, if information is being collected from persons authorized to act on behalf of minors,
incompetents or individuals who have been deceased for less than 20 years, implement appropriate
mechanisms to ensure that such persons are authorized to act on behalf of individuals who do not have
the capacity to provide consent.

Continue to Question 6

NO
Continue to Question 6

6. Is personal information collected from another source without notice to or consent from the individual to
whom the information relates?
Statutory reference: Sections 4, 5, 7 and 8 of Privacy Act and section 10 of Privacy Regulations
Policy reference; Sections 6.2.6 and 6.2.9 to 6.2.13 of Directive on Privacy Practices, section 6.2.15 of the
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Policy on Privacy Protection and sections 6.3.2 and 6.3.3 of Directive on Privacy Impact Assessment
YES
[ 1 Where information is collected indirectly under any of the following circumstances without notice to,
or consent from, the individual to whom it relates, please check the applicable boxes and explain as
requested:
[ ] a) The collection is a result of a disclosure to the institution under subsection 8(2) of the Privacy
Act. State the applicable paragraph(s) of subsection 8(2) and provide a brief explanation for
each:

[ ] b) Direct notification of the individua! might result in the collection of inaccurate information, or
might defeat the purpose or prejudice the use for which the information is collected. Briefly
explain why notice is not provided:

[]c) The information involved in the program or activity is to be used solely for a non-
administrative purpose in which no decisions are made about the individuals to whom the
information relates.

[_] AND, if any of the circumstances in a) b) or ¢) is applicable, ensure that it is reflected in the relevant
PIB,

[] AND, if the information is to be used solely for a non-administrative purpose (box ¢ above has been
checked), ensure that the requirements under sections 6.3.2 and 6.3.3 of the Directive on Privacy
Impact Assessment have been met, and that the decision of the official responsible for section 10 of the
Privacy Act to proceed with a core PIA for the program or activity has been adequately documented in
the description of the program or activity in "Section I - Overview and PI4 Initiation” of the core PIA.

[_] OR, if none of the circumstances in a) b) or c) is applicable, then the personal information must be
collected directly from the individual, or indirectly with the consent of the individual. Please review
the responses to Questions 4 and 5 and ensure that the "Privacy Notice" or the "Consent Statement”
includes all of the required elements listed under "YES" at Question 4.

Continue 10 Question 7

NO

All personal information is collected directly from the individual to whom it relates, or from another
source with notice to, or consent from, the individual or a person authorized to act on behalf of the
individual (see Questions 4 and 5 above).

All information is collected directly from the individual to whom it relates.

Continue to Question 7
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7. Has Library and Archives Canada approved a records retention and disposal schedule that applies to the
personal information?
Statutory reference: Section 12 of Library and Archives Canada Act, sections 6, 10 and 11 of Privacy Act and
section 4 of Privacy Regulations
Policy reference: Sections 6.1.3, 6.2.11 to 6.2.13 and 6.2.23 of Directive on Privacy Practices
Please identify the Record Disposition Authority (RDA) and describe the retention and disposal
schedule:
ATS Galle

[] AND, implement controls and procedures to ensure that personal information used to make a decision
that directly affects an individual will be retained for a minimum of two years after the last
administrative action or, where a request for access to the information has been received, until such

[] AND, if the institution intends to dispose of personal information that has been used for an
administrative purpose prior to the expiration of the two-year minimum retention standard established
by the Privacy Regulations, it must obtain the consent of the individual to whom the information

relates before doing so

IX] AND, the institution must cite the RDA number, the retention period and the disposition standards for
the personal information in the relevant PIB.
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Continue to Question 8

NO

[ ] Provide a Records Disposition Submission to Library and Archives Canada describing the records
containing the personal information for which the institution requires a RDA.

] AND, obtain a RDA from Library and Archives Canada to allow the institution, under certain
conditions, to dispose of records that no longer have operational utility for the program or activity.

[] AND, ensure that all the other applicable requirements listed under "YES" at Question 7 are met.

NOT APPLICABLE: ATS personal information does not have a requirement to be archived at
LAC.

Continue to Question 8

ACCURACY OF PERSONAL INFORMATION

8. Will all reasonable measures be adopted to ensure that personal information used by the institution for an
administrative purpose is as accurate, up-to-date and complete as possible?

Statutory reference: Sections 6, 10 and 11 of Privacy Act and sections 10 and 11 of Privacy Regulations

Policy reference: Sections 6.1.1 and 6.2.9 t0 6.2.16 of Directive on Privacy Practices

YES
[X] Please check any of the following measures that will be adopted to ensure accuracy of the personal
information and provide details as requested:

DX Personal information will be collected directly from the individual to whom it relates or it will be
validated with the individual or a person authorized to act on behalf of the individual.

[] A data-matching process will be used to verify the accuracy of personal information against a
“reliable source™ (within or outside the institution) where this is authorized, or where consent was
obtained. Please briefly describe the data-matching process and the source(s) that will be used to
ensure accuracy of the information:

[] In cases where direct collection or consent is not feasible, the institution will obtain information
from trusted sources (public or private) and verify accuracy against existing personal information
before use. Please identify the sources and procedures to be used to check the accuracy of the
information:

[] Tecllnoiogical methods will be used to identify errors and discrepancies. Please briefly describe
these technological methods:

<] Other — please specify:
Applicant will have an option to contact CSE Human Resources by email with tequests to

update or correct their personal information. Upon receipt of a request, CSE Human
Resources will ask the follow questions to validate:
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[_] AND, if measures are adopted other than "direct collection or validation with the individual or with a
person authorized to act on behalf of the individual", the institution must implement appropriate
controls and procedures to ensure that:

a) the technique(s) and the specific source(s) used to validate or update the personal information are
documented;

b) individuals are given the opportunity, whenever possible, to request correction of any inaccurate
personal information before the information is used in a decision-making process that aftects
them;

¢) personal information can only be modified or corrected by those within the institution who have
the authority to do so; and

d) when personal information is corrected or annotated, other authorized holders of the information
are notified about the correction or annotation and that all copies of the information in the
possession of the institution are corrected / annotated.

[] AND, if appropriate, ensure that the “Privacy Notice” or “Consent Statement™ and the relevant PIB
are amended to identify the data-matching activity including the source(s).

Continue to Question 9
NO
[] Please explain why such measures will not be adopted:

l?'

Continue to next Question 9

Will the personal information collected for the program or activity be used solely for the original purpose
for which it was obtained or compiled, a use consistent with that purpose, or a purpose for which the
information was disclosed to the institution pursuant to subsection 8(2) of the Privacy Act?

Statutory reference: Sections 5 and 7 to 11 of Privacy Act
Policy reference: Sections 6.1.1, 6.1.9, 6.2.9 10 6.2.13 and 6.2.17 of Directive on Privacy Practices, section
6.2.15 of

Policy on Privacy Protection and Section TV of Appendix C of Directive on Privacy Impact Assessment
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YES

Implement controls and procedures to ensure that access to the personal information for such purposes
will be limited to authorized individuals who need to know the information to perform their official
duties.

X] AND, ensure that the “Data Flow Diagram” completed for “Section Il — Flow of Personal
Information™ of the core P1A identify the areas, groups and individuals (e.g., the positions) within the
institution who have a need-to-know to access to or handle the personal information, including their
geographical location and where the personal information will be stored or retained.

[C1 AND, if the purposes for which the personal information is used includes any vse(s) of the information
for a non-administrative purpose, (such as research, statistical, audit and evaluation purposes) the
institution will adhere to the requirements and principles in its "Privacy Protocol For Non-
Administrative Purposes", in accordance with section 6.2.15 of the Poficy on Privacy Profection, to
address any impact that such non-administrative uses may have on privacy.

The non-administrative uses of the applicant information are within thé PeopleSoft program and
are outside the scopé of the ATS PIA.

Continue to Question 10

NO

7] Identify below any other uses of the personal information, in other words, any routine uses that are not
directly related to the purpose of the collection, or, which are not consistent with that purpose or for
which the information was disclosed to the institution pursuant to subsection 8(2) of the Privacy Act:

[] AND, ensure that these other uses are reflected in the relevant PIB.

[ ] And, include a description of these other uses in the “Privacy Notice” or “Consent Statement”, as
appropriate,

[[] AND, ensure the all the other applicable requirements listed under “YES” at Question 9 are met.

Continue to Question 10

DISCLOSURES DIRECTLY RELATED TO THE ADMINISTRATION OF THE PROGRAM OR
ACTIVITY

10. Will personal information be disclosed for purposes directly related to the administration of the program
or activity?

Statutory reference: Sections 5 and 8 to 11 of Privacy Act.
Policy reference: Sections 6.2.10, 6.2.11 and 6.2.13 of Policy on Privacy Protection, sections 6.2.1 t0 6.2.3 of
Directive on Social insurance Nupiber, sections 6,1.9, 6.2.9t0 6.2.13 and 6.2.15 to 6.2.20 of Directive on
Privacy Practices and section IV of Appendix “C” of Directive on Privacy Impact Assessment )
Also see "Guidance for Preparing Information-Sharing agreements Involving Personal Information” and “Talking
Privacy into Account Before making Contracting Decisions

YES
Please check all applicable boxes below and, for each disclosure, identify the name of the organization
or third party to which personal information will be disclosed. If it is disclosed within the institution

Privacy Impact Assessment 20 10/15/2015
A-2018-00040--00066



Core Privacy Impact Assessment CONFIDENTIAL

or with other federal government institutions, please identify the branch and the program or activity.
[X Within the institution for another program or activity — specify '

<] With programs or activities of other federal government institutions — specify

[] Provincial, territorial or municipal governments institutions — specify

[ ] Foreign government institutions and entities thereof — specify

[] International organizations — specify

[1 The private sector (e.g., contractor or other external service provider) — specify

[1 Other - specify

[] AND, ensure that:

a) any such disclosure is made in compliance with the program or activity enabling legislation or
section 8 of the Privacy Act, which allows disclosures of personal information with consent of the
individual to whom the information relates (subsection 8(1)) or without consent in certain and
limited circumstances pursuant to subsection 8(2) of the Act;

b) only personal information elements that are necessary for the intended purpose are disclosed;

? This process is outside the scope of the ATS project and is not covered by the ATS PIA.
i This process is outside the scope of the ATS project and is not covered by the ATS PIA.
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¢) the organization or third party receiving the personal information is authorized to do so;

d) administrative, physical and technical safeguards appropriate to the sensitivity of the information
will be applied to protect the information during and after its transmission (see Question 15);

€) the organization or third party to which the personal information will be disclosed for the
administration of the program or activity are identified in the “Consistent Use” section in the
relevant PIB in Info Source, including the specific purpose of the disclosure;

f) the “Privacy Notice” or “Consent Statement” describes any disclosures of information; and,

g) the “Data Flow Diagram” or “Data Flow Tables” completed in “Section IV — Flow of Personal
Information” of the core PIA include details on the disclosed personal information:

The process of disclosing applicant data to other Govemment department is established within
the PeopleSoft program and is outside the scope of the ATS PIA.

[ ] AND, any disclosure of personal information to another federal institution or outside the Government
of Canada is governed by a formal agreement or arrangement (e.g., a Memorandum of Understanding,
an accord, a contractual arrangement, etc.) to ensure that appropriate privacy protection clauses are
included, and, where applicable, include provisions for inter-jurisdictional or transborder flows of
personal information. Such clauses must cover the following topics:

o Control over personal information, where appropriate.

o Limitations on the collection, retention, use and disclosure of personal information.

o Measures (administrative, technical and physical) to protect the integrity and confidentiality of
personal information.

o Measures governing the disposition of the personal information, where relevant

o Measures to ensure or verify that the personal information is only used for the purposes related
to the agreement, arrangement or contract,

o Obligations are to be extended to other parties such as subcontractors.

The process of disclosing applicant data to other Government department is established within
the PeopleSoft program and is oitside the scope of the ATS PIA.

Continue to Question 11
NO

[[] There is no disclosure of personal information within or outside the institution for purposes that are
directly related to the administration of the program or activity.

Continue to Question 11

ACCOUNT ING FOR NEW USES OR DISCLOSURES NOT REPORTED IN INFO SOURCE

11. Will controls and procedures be implemented to account for any new use or disclosure of the personal
information that is not included in the relevant PIB published in Info Source?
Statutory reference: Sections 7 to [1 of Privacy Aet and section 4 of Privacy Regulations
Policy reference: Sections 6.1.9 and 6.2.2 of Directive on Privacy Practices
YES
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Appropriate controls and procedures have been or will be implemented to ensure that:

a) the head of the institution or the appropriate delegate is notified about any new use or disciosure of
personal information that is not reflected in the PIB description published in fnfo Source;

b) the consent of the individual to whom the information relates is obtained in writing, as
appropriate, prior to any new use of the information for an administrative purpose that is not
reflected in the relevant PIB published in Info Source, unless the new use is considered to be
consistent with the purpose for which the personal information was obtained or compiled and the
Privacy Commissioner is notified forthwith regarding the new consistent use;

¢) except as permitted under subsection 8(2) of the Privacy Act, any disclosure of personal
information for a purpose that is not reflected in the relevant PIB published in Info Source will
only be made with the consent of the individual to whom the information relates;

d) arecord is kept for any new use or disclosure of personal information not described in the relevant
PIB published in Jufo Source, and that this record is stored with the personal information to which
it relates and retained for a minimum period of two years following such a use or disclosure;

e) ifthe information is disclosed to a federal investigative body under paragraph 8(2)(e) of the
Privacy Act, the record of disclosure will be kept in a separate registered PIB for a period of two
years where it will be available to the Privacy Commissioner for review upon request;

f) the Privacy Commissioner is notified forthwith, as required under subsection 9(4) of the Act, of
any new use or disclosure that is consistent with the purpose for which the information was
obtained or complied, but which is not reflected in the relevant PIB published in Info Source;

g) the relevant PIB is amended in time for the next edition of Info Source to include any new use(s)
or disclosure(s) that are consistent with the purpose for which the information was obtained or
compiled, as well as any routine use(s) or disclosure(s) that do not fall within the categories of
purpose of collection or consistent use; and

h) the Privacy Commissioner is notified prior to or forthwith, as required under subsection 8(5) of the
Act, about any disclosures made or to be made in the public interest or in the interest of the
individuzal to whom the information relates.

i) Other, specify

Continue to Question 12

NO
[] Please explain why such controls and procedures will not be implemented (provide adequate
justification):

Continue to Question 12

SAFEGUARDS - STATEMENT OF SENSITIVITY

12. Has a Statement of Sensitivity (SoS) or similar analysis been completed to assess the degree of sensitivity
of the personal information to be collected and retained for the program or activity?
Statutory reference: Sections 7 and 8 of Privacy Act.
Policy reference: Appendix C of Directive on Privacy Impact Assessment, sections 6.2.17 to 6.2.21 of Directive
on Privacy Practices, Policy on Government Security Operational Security Standard: Management of
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Information Technology Security (MITS) and Operational Security Standard on Physical Security

YES

The information contained in the SoS or similar analysis has been taken into account when assessing

the level of risks to privacy in "Section Il - Risk Area Identification and Categorization” of the core
PIA.

Continue to Question 13
NO

[] Please explain why a SoS or similar analysis was not considered necessary to assess the sensitivity of
the information.

Continue to Question 13

' SAFEGUARDS — THREAT AND RISK ASSESSMENT

13. Has a Threat and Risk Assessment (TRA) or a similar security assessment been completed for the program
or activity?

Statutory reference: Sections 7 and 8 of Privacy dct.

Policy reference: Appendix C of Directive on Privacy Impact Assessment, sections 6.2.17 to 6.2.21 of Directive
on Privacy Practices, Policy on Govermment Security, Operational Security Standard: Management of
Information Technology Security (MITS) and Operational Security Standard on Physical Security

YES

Reference the title of the TRA or other security assessment in “Section VII - Supplementary
Documents List.

ATS Threat and Risk Assessment 2015.doc

17489533
AND, obtain assurances from the officials responsible for the program or activity that the measures
recommended in the assessment have been implemented to ensure the confidentiality, availability and
integrity of the personal information.
AND, ensure that any residual risks to personal information are known and accepted by the executive

or senior official responsible for the program or activity and the Head or delegated authority for the
Privacy Act.

Continue to Question 14

NO
L

Continue to Question 14
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14. Please 1dent1fy below 3 any admlmstratxve physwa] and technical safeguards in place, or to be implemented,
for this program or activity to ensure the confidentiality, availability and integrity of the personal
information.

Statutory reference: Sections 7 and 8 of Privacy Act
Policy reference: Appendix C of Directive on Privacy Impact Assessment, sections 6.2.17 to 6.2.21 of Directive

on Privacy Practices, Policy on Government Security, Operational Security Standard. Management of
Information Technology Security (MITS) and Operational Security Standard on Physical Security

Please check all that apply, including safeguards identified by the TRA or similar security assessment.

Administrative safegunards

Internal security and privacy policies and procedures

BJ Staft training on privacy and the protection of personal information

Screening and security checks of employees

Appropriate security levels for employees who will have access to personal information

Contingency plans and documented procedures in place to identify and respond to security and
privacy breaches

Regular monitoring of users” security practices

Methods to ensure that only authorized personnel who need to know have access to personal
information

Other — please describe

55 1o PeopleSoft is

Physical safeguards

Technical safeguards
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‘ Cutrentiy the files are transferred " There are strict security
procedures

» cannot be removed from CSE premises and/or used
on non-CSE systems, unless authorization is granted by the ISSO. .

In addition logs are generated to view user’s access to external website.

Continue to Question 15

15. Will the information system(s) used to deliver the program or activity employ cookies or other tracking

technologies to collect personal information about users and their transactions?

Statutory reference: Sections 4 to 10 of the Privacy Act and section 4 of Privacy Regulations

Policy reference: Subsections 6.1.1, 6.1.3,6.1.9, 6.2.9t0 6.2.13, 6.2.17 and 6.2.23 of Directive on Privacy
Practices

YES

[] The specific tracking technologies to be used is adequately described under Part F: Technology and
Privacy of “Section II - Risk Area Identification and Categorization” of the core PIA;

[ ] AND, the collection of any personal information using such technologies is reflected in the relevant
PIB and in “Section Il - Analysis of Personal Information Elements™ of the core PIA;

[] AND, the use of such technologies to collect information about users and their transactions is
adequately reflected in the "Privacy Notice";

[ ] AND, those responsible for implementing and using tracking technologies to collect personal
information or who may have access to personal information collected through these methods are
made aware of privacy and security policy requirements;

[ ] AND, where personal information collected through such tracking technologies is used to make a

Privacy Impact Assessment 26 10/15/2015

A-2018-00040--00072



Core Privacy Impact Assessment CONFIDENTIAL

decision that directly affects the individual to whom the information relates, it will be retained for a
minimum of two years after the last administrative action as required under the Privacy Regulations.

Continue to Question 16

NO
Tracking technologies are not used to collect personal information about users.

Continue to Question 16

16. Will the new or modified program or activity result in new or increased surveillance or monitoring of a
targeted population?

Statutory reference: Sections 4 to 10 of Privacy dct, section 4 of Privacy Regulations and section 8 of the
Charter of Rights and Freedoms

Policy reference: Sections 6.1.1, 6.1.9, 6.2.9 t0 6.2.13 and 6.2.17 of Directive on Privacy Practices

YES

[C] Consult with your legal advisors to determine whether or not such surveillance or monitoring
activities raise any issues relating to the Charter of Rights and Freedoms, the Privacy Act or other
applicable acts.

[ 1 And, ensure the surveillance or monitoring method(s) to be used, the characteristic(s) of the targeted
population and the scope of the surveillance or monitoring are adequately described under Part F:
Technology and Privacy of “Section II — Risk Area Ildentification and Categorization” of the core PIA,

1 AND, any personal information collected or created as a result of such surveillance or monitoring is
described in the relevant PIB and in Section III - Analysis of Personal Information Elements” of the
core PIA.

[L] AND, the collection or use of personal information through surveillance or monitoring is adequately
reflected in the "Privacy Notice", unless such notification might result in the collection of inaccurate
information or defeat the purpose or prejudice the use for which the personal information is collected.

[} If notice about surveillance or monitoring will not be provided, please explain why:

L] AND, those responsible for implementing and using such surveillance or monitoring method(s) or
who may have access to personal information collected or created through these methods are made
aware of privacy and security policy requirements.

Continue to Question 17
NO

The new or modified program or activity will not result in surveillance or monitoring.

Continue to Question 17
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PRIVACY CONSIDERATIONS RELATED TO COMPLIANCE / REGULATORY INVESTIGATION
AND ENFORCEMENT

17. Does the program or activity involve compliance/regulatory investigation or law enforcement, surveillance
or intelligence gathering that targets specific individuals against whom penalties, criminal charges or
sanctions may be applicable?

Statutory reference: Sections 4 to 10 of Privacy Act, section 4 of Privacy Regulations and section 8 of the
Charter of Rights and Freedoms
Policy reference: Subsections 6.1.1, 6.1.9,6.2.9 t0 6.2.13 and 6.2.17 of Directive on Privacy Practices

YES

[] Consult with your legal advisors to determine whether or not the compliance/regulatory investigation
or law enforcement activities raise any issues relating to the Charter of Rights and Freedoms, the
Privacy Act or other applicable acts.

[ AND, identify the legislative authority and the specific regulatory or law enforcement purpose
involved:

[ AND, if the legislative authority differs from the legal authority for the program or activity, ensure it
is adequately reflected in the response to Question 1 of “Section ¥V~ Privacy Compliance Analvsis”
and in “Section I - Overview and PIA Initiation “of the core PIA,

[] AND, any personal information collected or created as a result of such regulatory or criminal
enforcement, surveillance or inteltigence gathering program or activity is described in the relevant PIB
and in “Section Il - Analysis of Personal Information Elements” of the core PIA.

[ ] AND, the collection ot use of personal information through these compliance / regnlatory
investigation or enforcement activities is adequately reflected in the "Privacy Notice”, unless such
notification might result in the collection of inaccurate information or defeat the purpose, or prejudice
the use, for which the personal information is collected.

I:I If notice about the compliance/regulatox Y investigation or law enforcement activities will not be
5
provided, please explain Why:

NO
The program or activity does not involve the conduct of regulatory or criminal enforcement,
surveillance or intelligence gathering,.
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This document is a Core Privacy Impact Assessment (PIA} report for the Applicant Tracking
System (ATS).and is undertaken to verify that privacy is considered with the deployment of the
system. Systems that collect, process, and store information that is ‘personal’ in nature incur
‘privacy risk’ and require that security controls are implemented to ensure personal data is
protected,

The ATS application does collect and transmit personal data, but it only stores personal
information temporarily — personal data is ultimately stored in PeopleSoft. Nonetheless, ATS will
be a custodian of the personal data and as such, will have to ensure the data is safeguarded to
prevent disclosure, modification, and destruction. The processing and use of personal information
in ATS is outside of the scope for ATS.

No ATS developer or support personnel have a need-to-know for the personal data the system
processes. The following recommendations are made to ensure appropriate technical and
procedural access controls are implemented in ATS to limit risk associated with processing,
transmitting, and storing personal information.

Delineatad Control Point:

« Data security is the responsibility of CIO while it resides in ATS and

e Assign a HRCS Point of Contact to accept data which could also be an
HRCS defined automated process. HRCS assume security responsibility of data once it
transferred to their Point of Contact or automated process.

Data Processing:

e Secure personal information processed in web application pages by automating the data
storage process.

Data Storage:

« Implement database ldentification and Authorization challenges when ATS database is
being stored or retrieved.

» Implement database access control lists (ACL's) to enforce appropriate accesses.
+ [dentification and Authorization challenge and encryption for data
Data Transmission:

+ Implement network access control lists (ACL's) to ensure data flow is restricted between
authorized hosts.

e Communication path encryption for data in motion.
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Other Recommendations

Consent

» Ensure that written consent is received prior to disclosing any persconal information
collected from the ATS to be used for any purpose not related to the ariginal purpose,
including Language testing and Security screening.

» Key elements are missing from the consent statement for disclosure of personal
information te other federal department for recruitment purposes. A new statement
should be drafted to clarify that consent is being requested, how to withdraw consent,
and the consequences for withdrawing or not providing consent.

Disclosure

s Although outside the scope of the ATS system, formal agreements or arrangement
should be implemented with any other federal department with whom CSE shares
applicant data.
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Additional documents used or related to the core PIA may include:

e  Threat Risk Assessment (#17499533)

¢ Statement of Sensitivity (#17398701)
Statement of Applicability (SOApp) and Security Requirements Traceability Matrix
(SRTM) (#17490627)

® SA&A Client Questionnaire (#17398057)
CSE Retention and Disposition Schedule (520-30) (#21018873)

e Security Assessment & Authorization for ATO of the Applicant Tracking System (ATS)
(#23509518)
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CONFIDENTIAL

SECTION VIII - FORMAL APPROVAL

1 commit to comply with sections 4 to § of the
Privacy Act and the related privacy policy
requirements as they relate to the administration
of this program/ activity.

1 approve of this Core PIA and certify that the
information contained in the document is
complete and accurate.

Director, Human Resources Client Services (prim
name}

*

Signature /e

Director, CSE Information Management (CIO-

{prind name)

Note; Responsibility for compliance with the
requirements of sections 4 o 8 of the Privacy Aot rests
with ali employees of government institutions that
handle personal information. Officials who manage
programs and activities are responsible for ensuring
that privacy requirements are implemented as part of
the administration of the program or activity.

As Delegated Authorities responsible for
establishing personal information banks in
accordance with section 10 of the Privacy Act, we
approve this Core PIA and, based on the
information provided, am satisfied that it complies
with sections 4 to 8 of the Privacy Act and the
related privacy policy requirements as they relate to
the administration of this program/activity.

Director, Disclosure, Policy and Review
{print name)

Deputy Chief, Policy and Communications
{print nume}

s ; ;
4 iy A e R
* s ;j/ s e

Signature / Date

Note: Under the . the Head or his/her
delegate(s) is responsible for complying with legal and
relevaat privacy policy requirements related to the
approval and registration of personal information banks,
which must be complemented by a Core PIA, and
submiited to the Treasury Board of Canada Secretariat.
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CERRID 21018873 Classification: Unclassified

Communications Security Centre de la sécurité
Establishment Canada des tdlécommunications Canada

CSE Retention and Disposition Schedule Amendment

CSE retention schedule amendment number: 3

Regarding series: 520-30 HR Applicant Eligible (disestablished)
520-40 HR Applicant Non-Eligible (disestablished)
520-30 HR Applicant (established)

Office of Primary Interest (OPI): Staffing Programs

29 April 2015

In accordance with Records Disposition Authority 97/003, issued by Library and Archives Canada,
the Communications Security Establishment (CSE) has the authority to establish retention periods

for records generated under the personnel security function. Establishing a retention period for these
records is the joint responsibility of CSE Information Holdings Services and the OPI.

This agreement between Information Holdings Services and Staffing Programs is to disestablish
series 520-30 HR Applicant Eligible and series 520-30 HR Applicant Non-Eligible, and to replace
them with 520-30, HR Applicant. Files from series 520-30 HR Applicant will have the following
retention: retain for 5 years after expiry of eligibility list, or five years after last administrative
action, whichever is later.

The justification for this amendment is as follows: A longer retention period is required to
provide a consistent retention period for applicant files across CSE.

s R B R A e o A o B R

This amendment will come into effect immediately, and will be applied to existing and future
records from this series.

I, the undersigned, agree to the above changes to the retention of security applicant
records:

Y AN SRS

Date

Manager staliing Adminisirauon Date

S — L S — T —— O T

-1
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Executive Summary

CSE'’s job listing and recruitment process is currently provided by
Due to a nature of CSE’s business, a new system is required such that the agency has full control
over data of people applying for positions at CSE to protect their identity

The new Application Tracking System (ATS) is to be implemented before end of the fiscal year (March 31,
2015). The web component of the Applicant Tracking System (ATS) will be hosted on the existing CSE
external web server (DMZ server), offering the new Internet accessible interface to job applicants. The
DMZ server is a environment meaning CSE HR staffing advisors will be able to manage their
published web content.

Target Residual Risk

The target risk level for this TRA is Specifically, it is below a Risk Level  as calculated per the
Harmonized TRA Methodology. The Recommendations Phase will propose additional safeguards to
achieve this target as follows:

e Where residual risks are assessed as Low to Medium (between Risk Level 15 and 32),
recommendations will be included at the discretion of the analyst and technical authority as
deemed necessary;

e Where residual risks are assessed as High (above Risk Level 32), High and Very High,
recommendations shall be included.

A residual risk level is appropriate for this system as the system operates in this range based on
a

Assets

Information assets processed, stored, and transmitted within ATS is categorized under PIB Bank No.
PSU-911 which contains “Application for Employment” information. Although ATS is not the data owner, it
is a temporary data custodian and as such, must ensure data privacy security. The ATS application
processes information at the Protected B level.

Other assets of the ATS application include the
used to transfer applicant data from
Threats

In summary,

Accidental threats are just that — accidental, but they could lead to information compromise, modification,
or deletion.

the safeguards used to address the more serious
concerns will also address these accidental threats.
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Safeguards and Vulnerabilities

All relevant security controls from ITSG-33 were examined in the above sections and findings are
summarized here. Of the 18 ITSG-33 security control families vulnerability line items (designated V-1

through V-18), All safeguards implemented to address the other ITSG
security control requirements are adequate and effective, and have a vulnerability level
assessed.

Recommendations

Recommendation 1 - Perform Applicant Data Validation: The data input by external users should be
validated and scanned to ensure and where possible, ATS should
restrict data entry on the web form. Data validation would also improve the integrity and quality of an
applicant’s submission.

By implementing this recommendation, ATS

so probability of
compromise must be considered leading to a overall vulnerability level for the Input
Restriction and Validation control items.

Recommendation 2 — Verify Open Source Download Integrity: To [imit the potential for
CSE should verify the integrity of the open source software being installed on its servers. In
practice, ATS is a client of the

By implementing this recommendation, ATS
As noted above (Recommendation 1),

system’s will so probability of compromise must be
considered leading to a overall vulnerability level for the Software Integrity control item.
CERRID # 17489533 Page iv ATS TRA
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1 Introduction and Background

1.1 Applicant Tracking System

CSE's job listing and recruitment process is currently provided by
Due to a nature of CSE’s business, a new system is required such that the agency has full control
over data of people applying for positions at CSE to protect their identity

The new Application Tracking System (ATS) is to be implemented before end of the fiscal year (March 31,
2015). The web component of the Applicant Tracking System (ATS) will be hosted on the existing CSE
external web server (DMZ server), offering the new Internet accessible interface to job applicants. The
DMZ server is a environment meaning CSE HR staffing advisors will be able to manage their
published web content.

1.2 Risk Management Requirements

The Policy on Government Security (PGS) requires deputy heads to establish a security program for the
coordination and management of departmental security activities. This basic policy requirement is
amplified in the Directive on Departmental Security Management (DDSM (TBS document)) which calls for
appropriate security measures when accessing, storing, transmitting and disposing of information.

With respect to IT systems such as ATS, the effectiveness of these safeqguards must be assessed before
the system is authorized to commence operation, and monitored continuously thereafter to identify new
threats or vulnerabilities, and to address any deficiencies. With this in mind, the Operational Security
Standard: Management of Information Technology Security (MITS, a TBS document) prescribes the
Threat and Risk Assessment (TRA) a mandatory analytical tool to identify unacceptable risks for
corrective action.

Security Assessment and Authorization (SA&A) are complementary processes for verifying and validating
IT security controls and authorizing IT systems to commence operation. SA&A was formally known as
Certification and Accreditation (C&A). ATS requires a formal SA&A process.

1.3 Harmonized Threat and Risk Assessment Methodology

This TRA has been prepared in accordance with the Harmonized Threat and Risk Assessment (HTRA)
Methodology issued jointly by Communications Security Establishment Canada (CSEC) and the Royal
Canadian Mounted Police (RCMP). The analysis is performed in five distinct phases as follows:

e Statement of Sensitivity;

e Threat Assessment;

e Vulnerability Assessment;

e Calculation of Residual Risk; and
¢ Recommendations.

1.4 Target Residual Risk

The target risk level for this TRA is Specifically, it is below a Risk Level  as calculated per the
Harmonized TRA Methodology. The Recommendations Phase will propose additional safeguards to
achieve this target as follows:

CERRID #17489533 Page 9 of 38

Communications Security  Centre de la sécurité - .
Establishment des télécommunications (4§2A-201 8-00040--00088




s.15(1) - DEF

Applicant Tracking System Threat & Risk Assessment SECRET

e Where residual risks are assessed as Low to Medium (between Risk Level 15 and 32),
recommendations will be included at the discretion of the analyst and technical authority as
deemed necessary;

e Where residual risks are assessed as High (above Risk Level 32), High and Very High,
recommendations shall be included.

A residual risk level is appropriate for this system as the system operates in this range based on

1.5 Aim of the TRA

The aim of this TRA is to verify that the ATS system protects itself and other relevant assets of CSE
including the personal information of staff, contractors, internees, clients and partners.

The TRA is used to assess the need for security controls beyond current baseline security controls,
identify the key risk areas that could potentially lead to a security exposure or compromise of sensitive
information or other assets, and propose mitigation strategies to reduce residual risk to meet the target
residual risk. This assessment focuses on the adequacy and effectiveness of safeguards to ensure
vulnerability levels are very low.

1.6 Scope

The system Concept of Operations (ConOps) can be viewed at ATS SA&A ConOp (#14425708). This
document and the companion ATS ConOp OV&SV Diagrams (14424814) document illustrate the
boundaries of the system, and describe the approach to system and security management.

1.6.1 In Scope
The following elements of ATS are in scope for analysis for this TRA.

e Information:
o Applicant Data
e Software
o ATS Code
e Support Personnel
o CIG Web Team

1.6.2 Out of Scope:
Specific elements out of scope are:

e The existing web server

e Other non-system-specific servers and networks;

e Common hardware, software, and security service assets;

e CSE workstations;

e Non system-associated personnel, security programs, processes and procedures;
e The physical facility’s environmental security capabilities; and

e Personnel security capabilities.

The existing web server has already been assessed and has authority to operate. Refer to
CERRID folder #1000239 for SA&A documents.
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1.7 Limitations and Assumptions
The following limitations apply to this TRA.

e Applicant Tracking System is not responsible to build, manage, or support network components,
server operating systems, virtual hosting systems, workstation desktops, database instances, or
web services. The adequacy and effectiveness of safeguards in these systems is assumed to be
appropriate to host the Applicant Tracking System application.

e Applicant Tracking System is not responsible to build, manage, or support the existing
web server. The adequacy and effectiveness of safeguards in these systems is assumed to be
appropriate to host the Applicant Tracking System application.

1.8 Team Composition

The following table identifies the core team members with their primary responsibilities or inputs, and
other resources available to help complete the TRA.

Table 1— TRA Team Composition

Crganization Team Member(s) Primary Responsibilities
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2 Asset Identification and Valuation

2.1 General

The purpose of the Asset Identification and Valuation (also referred to as the Statement of Sensitivity) is
to list the assets that are deemed to be most sensitive or critical. The value of each asset is expressed in
terms of Confidentiality, Integrity, Availability and Replacement Value (where applicable) as well as the
relative assessed value. Each assessed value is determined by evaluating the impact of compromise.

The Harmonized TRA Methodology defines assets as “tangible or intangible things of the Government of
Canada. Assefts include but are not limited to information in all forms and media, networks, systems,
materiel, real property, financial resources, employee ftrust, public confidence and international
reputation.”

The HTRA assigns assets to four broad classes, namely people, tangible assets, services/processes and
intangible assets. People, working with tangible assets such as information systems like ATS, produce
services, the quality of which affects intangible assets such as employee morale, client satisfaction, and
corporate reputation. As a general rule, most security controls are applied directly to people and tangible
assets even though the ultimate goal of these safeguards is to protect service delivery, maintain client
satisfaction, and keep employee morale high. With this in mind, the asset identification process within a
TRA typically concentrates on tangible assets and personnel inherent to the system but this TRA will
include the intangible assets due to the privacy concerns associated with the applicant data.

2.2 System Architecture
Figure 1 - ATS Architecture
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2.3 Information

Information assets processed, stored, and transmitted within ATS is categorized under PIB Bank No.
PSU-911 which contains “Application for Employment” information. The PIB describes this information as
follows.

This bank describes personal information related fo individuals who have submitted
applications for employment or provided curricula vitae (solicited or unsolicited) and
related correspondence. The personal information provided by individuals on
application forms, curricula vitae, and correspondence may include: name, contact
information, employment status and history, educational background, marital status,
date of birth, gender, official language proficiency, employment equity, physical
disability considerations, citizenship, Personal Record Identifier, Client Server Number,
transcripts, letters of recommendation, and other personal information.

The information asset, which will subsequently be known as “applicant data”, is considered to be at the

Protected B level. There is no availability value to applicant data since ATS is only a conduit to
getting it to the PeopleSoft application — the PeopleSoft application has to consider availability of
applicant data. Applicant data has an integrity value of since a compromise of data integrity would
2.4 ATS Code

The ATS application is Web technologies include

ATS Code has no confidentiality value, but it does have integrity and availability values. For obvious

reasons, the integrity of the ATS Code should be sustained to ensure applicant data is collected,
transmitted, and stored accurately. Compromise of the integrity of applicant data could cause

2.5 Personnel

Access to Applicant Tracking System (ATS) is governed by internal CSE policy which restricts
administrative access to CSE employees and contractors. Administrative and support access is restricted
to only CSE employees or contractors working within the ATS environment. Admin and support users are
CIO personnel.

People have no confidentiality or integrity values for the following reasons.

e Section 4.2.2 of the HTRA states “human beings are not normally assigned confidentiality values”.
e Section 4.2 4 of the HTRA states “... people are not assigned integrity values in the context of the
HTRA Methodology”.

Section 4.2.3 of the HTRA indicates that availability values (of people) are generally derived from the
importance of the services they support” which is negligible for end-users. In the long term, unavailability
of the ATS support staff resources could affect the HR business process, but there are a number of
qualified individuals that could support the ATS service. There would be little impact on other ATS assets
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if individual staff members were unavailable for short periods of time so CIO personnel have a
availability value.

End-users have no administrative or support capabilities and therefore, they have no asset value to the
ATS system. CSE personnel associated with common network and network security services are
considered out-of-scope.

2.6 Processes

There are three ATS processes that have value and need to be examined in the ATS Threat and Risk
Assessment (TRA).

1. Exporting the applicant data from the DMZ server

2. Forwarding the applicant data to the PeopleSoft point of contact or authorized automated
process.

3. Purging the applicant data from the DMZ server and

Confidentiality of the processes (e.g. disclosure of the steps involved in the processes) is not sensitive.
However, they must have integrity and function as expected to prevent

If these processes are not accurately followed they could cause injury commensurate with those
described in the level physiological category. Logically, if processes are unavailable it means

2.7 CSE Credibility and Reputation
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2.8 Asset Valuation
The following table shows the relatively small number of ATS assets along with their associated values.

Table 2 — Asset Valuation

Asset Value
a Cat G Sub Component
ass ategor rou ubgrou A
gory P grotp or Individual C | 1 | $
il o
. Information
Tangible
Software!
People Personnel
Processes
Internal
Intangible
External
Legend
C — Confidentiality Value. | — Integrity Value. A — Availability Value.
i — Intrinsic Availability Value for Personnel. o — Operational Availability Value for Personnel.
$ - Replacement Cost.
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3 Threat Assessment

3.1 Threat Classes and Metrics

The HTRA organizes threats into three broad classes, namely: deliberate threats, accidents, and natural
hazards. In a threat assessment, the likelihood or probability of relevant threats actually occurring is
assessed, followed by an evaluation of the capability of deliberate threat agents or the gravity of
accidents and natural hazards to establish an overall threat rating from Very Low to Very High for each
threat agent. This threat assessment is structured and presented accordingly.

3.2 Sources of Threat Data

The following threat assessment is based upon the CIO “CSE PB Threat Assessment” document
(#10277208). Rationale for threat level ratings can be found in Section 3.2 of the document.

3.3 Threats to PB Systems
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Table 3 — Threat Assessment Table

- Threat Level
3 S
Threat 8 83 Affecting Asset Group(s)
.. L o
Class Threat Activity| Threat Agent Threat Event -E g. § Affected
= -| E C 1 A
- =
Deliberate
Deliberate
Accidents
Accidents
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- Threat Level

3 S
2| B!l ® Affecting

Threat . 8 8 j Asset Group(s)

Class Threat Activity| Threat Agent Threat Event -E g. 8 Affected
ST E|c| A

Natural

Adding additional
security controls to address will have a cost, but the result will be an overall reduction of
risk based on mitigation of key threat areas. When thinking about enhanced security controls, the TRA
considered the following ranking of threat priority.

Figure 2 - Threat Priority Ranking

3.4 Summary

In summary,

CERRID #17489533 Page 18 of 38

Communications Security  Centre de la sécurité - .
Establishment des télécommunications (4§2A-201 8-00040--00097




s.15(1) - DEF

Applicant Tracking System Threat & Risk Assessment SECRET

Accidental threats are just that — accidental, but they could lead to

In general, all other accidental
threats are at a or level. Presumably the safeguards used to address the more serious
concerns will also address these accidental threats.
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4 Vulnerability Assessment Phase

4.1 General

As noted in Section 4.1 of the HTRA, vulnerabilities are inversely proportional to safeguard effectiveness.
In essence, more robust security measures reduce vulnerabilities, whereas less effective safeguards are
more vulnerable to exploitation.

Some vulnerabilities reflect weak prevention mechanisms, and thereby increase the probability of
compromise should a threat event actually occur. Others arise from weak detection, response and
recovery mechanisms which increase the severity of a successful threat event.

4.2 |[TSG-33

ITSG-33 was prepared by CSE pursuant to the Responsibilities of Lead Security Agencies outlined in
Appendix B of the PGS, in this case for “developing guidelines and tools related to IT security”. Annex 3
to ITSG-33, the Security Control Catalogue, provides a collection of security controls and control
enhancements categorized in three broad classes, namely: management, operational, and technical
security controls. Each class is subdivided into families as follows:

e Management Security Controls
o Planning (PL)
o Risk Assessment (RA)
o Security Assessment and Authorization (CA)
o System and Services Acquisition (SA)
e Operational Security Controls
o Configuration Management (CM)
Contingency Planning (CP)
Incident Response (IR)
Maintenance (MA)
Media Protection (MP
Physical and Environmental Protection (PE)
Personnel Security (PS)
Awareness and Training (AT)
o System and Information Integrity (SI)
o Technical Security Controls
o Access Control (AC)
Audit and Accountability (AU)
Identification and Authentication (1A)
System and Communication Protection (SC)

o 0 O 0O O 0 O

o O O

This assessment focuses toward the Technical Security Controls identified as relevant to an application,
as identified in the Statement of Applicability (SOApp) - SRTM — (PB) document. While
many security controls have been implemented within ATS’s hosting environment, even more are
provided by the

Nonetheless, these sateguards are out of scope
since they are managed by other CSE IT teams. Non-applicable control items of the following ITSG-33
security families are not analyzed.

o The IT infrastructure provides most Audit and Accountability (AU), Incident Response (IR), and
Maintenance (MA) security controls.

e Physical and Environmental Protection (PE) and Media Protection (MP) security controls are
provided by CSE data centers.
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e Awareness and Training (AT), Personnel Security (PS), and System and Services Acquisition
(SA) security controls are implemented at the department level.

4.3 Security Policy and Procedures

The first security control in each family requires a documented security policy, with more detailed
standards and procedures for implementing the policy in practice. In this regard, CSE has a number of
overarching security policies that can be found on the Intranet

Those related to IT include:

CSE Asset Management Policy

Accountability Framework for CSE Security
Security Incidents and Investigations

Protecting and Classifying Information

Electronic Information Security Policy Framework

There are also a large number of standards, procedures, directives, instructions and guidelines available
at the Intranet web site. Since there is not a lack of policy and procedures for information technology (IT)
and information management (IM) there is a level vulnerability to threats due to probability
of compromise and severity of outcome since the safeguard is very effective.

4.4 Access Control (AC) Family

Access controls for the ATS application must be implemented to ensure Internet end-users have access
to the ATS application but not to ATS administration consoles. There are three distinct account types in
ATS with clearly delineated access rights that enforce Separation of Duties (AC-5) and Least Privilege
(AC-6) principles: end-user, ATS Content Administrators, and Administrators. A Admin
account has all privileges in the system, the ATS Content Admin only has privileges to manage the ATS
web site content, and end-users can only access the ATS application, complete the ATS web form, and
submit their application.

Account Management (AC-2) is handled based on the type of account:

o The Admin account is a member of CIO
e ATS Content Admin accounts are members of the HRCS business unit (Human Resources); and
e There are no end-user accounts — any person online can access ATS to apply for a position.

and ATS Content Admin accounts will be created using and unsuccessful Login
Attempts (AC-7) will be captured by and stored in its
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End-users do not login to ATS and as a rule; ATS does not want to impose a session lock since it could
interfere with the applicant's submission so the Session Lock (AC-11) control item is not applicable to
them.

ATS security controls are implemented under the assumption that applicant data is always at the
Protected B level

In summary, ATS uses a combination of in conjunction with equally effective
identification & authentication (I&A), which is examined below. ATS also has audit capability (also
examined below) that could provide active response measures to compliment the preventative AC
security controls. The probability of compromise due to weak access controls is and there are

which results in an overall vulnerability level.

4.5 Awareness and Training (AT) Family

Although AT security controls are not included in the SRTM for applications but they are a powerful
security control since alert and well-informed employees are much less likely to make compromising
mistakes, and much more likely to detect and respond to security anomalies.

CSEC, in general, provide a high level of security awareness briefings, communications, and classroom
training (AT-3) on a continuous basis. The security culture of the department is very mature, and each
employee and contractor in the ATS project is committed to comply with the various departmental security
policies, directives and standards.
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The Agency and the project team members have a good level of security awareness and it is very likely
that they have the ability to detect and respond to IT security issues and concerns for a probability of
compromise and severity of outcome. The overall vulnerability level for this security control family is

4.6 Audit and Accountability (AU) Family

The security controls and control enhancements of the Audit and Accountability (AU) family provide
effective support to Incident Response (IR) security controls. ATS has application audit capability
whereby all activity is captured for investigative purposes. has the capacity to define
Auditable Events (AU-2), the Content of Audit Records (AU-3), and Audit Storage Capacity (AU-4) but
has implemented default audit configurations.

ATS leverages the for its audit capability. For instance,

In short, current audit processes are controlled by groups outside of CIO ATS has audit enabled
and as such, provides audit information to the team. For ATS, the vulnerability level for AU security
controls is

4.7 Security Assessment and Authorization (CA) Family

Certification & Accreditation (C&A) are mandatory requirements of Section 12.3.3 of MITS. Certification
provides a known level of assurance or confidence that the right safeguards have been implemented and
installed correctly, while accreditation is a formal authorization to commence processing with a known
and acceptable level of residual risk. Although the terms have changed with ITSG-33 to Security
Assessment (certification) and Authorization (accreditation), or SA&A, the procedures and the objectives
remain substantially the same.

ATS is undergoing a formal SA&A (CA-6) process that includes a Security Assessment (CA-2) (i.e. this
report), and will create a System Security Plan to meet the Plan of Action and Milestones (CA-5)
requirement. Continuous Monitoring (CA-7) of the system is a standard procedure of the for CSE
systems, and formal Authorization is only given for periods of time which forces systems to be
continuously re-assessed.

The CA control family does not introduce vulnerabilities so there is a probability of compromise and
severity of outcome for an overall vulnerability level of

4.8 Configuration Management (CM) Family

Configuration management is essential for informed decision making and for the maintenance of system
accreditation throughout the system’s life cycle. ATS not has produced a detailed ‘build’ document that
could be considered the Baseline Configuration (CM-2), but ATS software components are installed using
default parameters meaning the baseline Configuration Settings (CM-6) could be reproduced.

CERRID #17489533 Page 23 of 38

Communications Security  Centre de la sécurité - .
Establishment des télécommunications (4§2A-201 8-00040--00102




s.15(1) - DEF
5.16(2)(c)

Applicant Tracking System Threat & Risk Assessment SECRET

CSE has an established Change Management Board that provides a forum for Configuration Change
Control (CM-3). Change proposals include a Security Impact Analysis (CM-4). While anyone may initiate
a change proposal, only the Change Management Board may approve formal requests for change.

ATS’s configuration management regime is effective, leaving a overall vulnerability level due to
a probability of compromise and severity of outcome.

4.9 Contingency Planning (CP) Family

According to Section 12.8 of MITS, IT systems that support critical services must have a Business
Continuity Plan (BCP). ATS is not considered a mission critical system so it does not need to be in the
Agency’s BCP, but it should have some contingency planning to ensure it can be rebuilt if a catastrophic
event or failure occurs.

A Contingency Plan (CP-2) for ATS is essentially

The probability of compromise (i.e. catastrophic failure) of the Production ATS server
ATS has an adequate backup and system recovery/reconstitution process the gravity of a catastrophic
failure an overall vulnerability level of

4.10 Identification and Authentication (I1A) Family

In practice, Identification and Authentications (Organizational Users) (IA-2) are enforced since all
development and administration components of the ATS application enforce user identification and
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authentication,

The server uses a

Since there are no functions that can be
performed without logging in the probability of compromise through authorized I&A channels
the severity of outcome safeguards are effective. A vulnerability level of is
realised for this family of security controls.

4.11 Incident Response (IR) Family

Although Incident Response (IR) at the server and network levels in and of themselves are not a function
of the ATS project team, the application needs to have adequate self-monitoring and response processes
in place to ensure it is not the ‘weak link’ in CSE's DMZ environment.

CSE has appropriate incident response policies and guidelines in place which can be found on the

Intranet web site. As per SEC-405-1 Information Technology Security Incident Response
Standard (CSE document), Incident Handling (IR-4) is a function of CIO Within CIO is
responsible for Incident Handling (IR-4) and Incident Monitoring (IR-5). Incident Reporting (IR-6) can be
done by any CSE individual. Annex A of SEC-405-1 outlines incident categories based on where they
occur (i.e. internal network, external cyber threat, and network operations), provides a
description/example of the incident, and a Primary and Supporting response lead.

Since Incident Response functions are handled by other CSE teams the vulnerability level for ATS
personnel is for this family of security controls.
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4.12 Maintenance (MA) Family

The Maintenance family of security controls are not present in CIO- s SOoApp/SRTM for applications
spreadsheet, but maintenance controls contribute to the security posture of ATS. A high level
assessment will be made to ensure there are no gaps that may seriously impact the security posture of
ATS.

CSE enforces a Controlled Maintenance (MA-2) approach for all of its IT assets ensuring system
maintenance is done in a timely manner by qualified individuals with appropriate authorization to have
physical accesses to devices. With regard to controlling Maintenance Tools (MA-3), CSE have clearly
defined network usage policies that stipulate the use of network maintenance tools can only be used by
groups that perform maintenance and/or investigative functions. Further to this,

CSE maintenance practices provide adequate prevention and detective security controls, and the abilities
for support teams to provide Timely Maintenance (MA-6) enhance the overall maintenance capability.

probability of compromise (adequate prevention) and severity of outcome (adequate detection
and response) indicate a vulnerability level for the Maintenance security control family.

4.13 Media Protection (MP) Family

Media Protection controls also fall outside the responsibility of ATS, are a part of
the overall operation of the application. CIO personnel transfer applicant data on the DMZ
server on a workstation.

Workstations on

The ability to prevent use of on workstations and to prevent data loss through the
use of
probability of compromise of applicant data.

since only authorized individuals would be capable of accessing
files on it probability of compromise with severity of outcome indicates a overall
vulnerability level for this control.

4.14 Physical and Environmental (PE) Family

Physical and Environmental (PE) controls provide critical security functions for all IT systems, but are out
of scope for the ATS TRA. Even so, there are no concerns with the physical security of the MTA facility
and its data centers so a overall vulnerability level is assessed.

4.15 Planning (PL) Family

A formal System Security Plan (PL-2) is followed at CSE for all IT systems, as is Security Related Activity
Planning (PL-6). Security activity calls for the following documents to be created and presented as SA&A
evidence.
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SA&A Client Questionnaire

Preliminary Privacy Impact Assessment (PPIA) (PL-5)

Concept of Operations (ConOp) (PL-2(1))

Statement of Sensitivity SOS)

Statement of Applicability (SOApp) and Security Requirements Traceability Matrix (SRTM)
Threat and Risk Assessment (TRA)

System Security Plan (SSP —to be created post TRA)

As part of its System Security Plan (PL-2), ATS

all public and internal facing interfaces were security assessed when this the portal service
went into a production state. The ATS ConOps document (#17525650) discusses roles and privileges for
ATS users, unique security requirements, and the types of information processed, stored and transmitted.
ATS is not a mission critical system and would not take restoration priority over other applications
and/servers of the Agency.

CSE issues department wide Rules of Behaviour (PL-4), which effectively are the acceptable use policy
providing guidance for rules of behaviour. There are a number of subordinate policies, standards,
directives and guidelines the set rules for information management and protection.

ATS has undergone a Privacy Impact Assessment (PL-5) (PIA) which has obviously indicated personal
information will be transmitted, processed, and stored by the application. However, it must be noted that
ATS merely transports applicant data to the PeopleSoft system on behalf of HRCS. ATS does not the
final destination for applicant data and it does not store it for future use and therefore, is not required to
create the PIB. Even so, ATS has implemented logical security controls to ensure personal data is
communicated, temporarily stored, and ftransferred to PeopleSoft such to comply with privacy
requirements.

The overall impact of ATS compliance to the PL family of security controls is appropriate and the
application has addressed key items within this group. Since there are no concerns related to this control
family the overall vulnerability level is

4.16 Personnel Security (PS) Family

Personnel Security (PS) control items are also out of scope for this assessment, but in practice, all CSE
employees and contractors have a minimum Level lll Personal Screening (PS-3) which authorizes them
to work on the and networks. Support teams working in data centers all have Level Il
Personal Screening (PS-3) which authorizes them to have privileged accesses to servers, permitting them
to perform their duties.

There are no concerns with PS security controls for this assessment so a vulnerability level is
assessed.

4.17 Risk Assessment (RA) Family

The TRA is a structured analytical process to support informed security risk management. As such, this
report satisfies mandatory requirements of the DDSM, Section 12.3.2 of MITS, and the Risk Assessment
(RA-3) security control in ITSG-33. Furthermore, the Statement of Sensitivity reflects an objective
Security Categorization (RA-2) thereby conforming to TBS security policy instruments.

Vulnerability Scanning (RA-5) is an effective technique for identifying security weaknesses that might
expose IT assets to unacceptable risks. CSE perform vulnerability scans on all servers prior to their
implementation into a production environment. Further to this, CIO- has requested

be performed on key DMZ servers, most of which are used by ATS. The overall vulnerability to ATS for
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this family is presuming a vulnerability scan will be performed on the ATS production servers
prior to a Full Authority to Operate is issued.

4.18 System and Services Acquisition (SA) Family

ATS software components are all open source and as such, Information System Documentation (SA-5) is
available online and Software Usage Restrictions (SA-6) are not applicable. Admin team members

With regard to Security Engineering Principles (SA-8), the

Developer Configuration Management (SA-10) has a number of requirements which are discussed here,
but have related controls in the Configuration Management (CM) family — particularly CM-3, CM-4, CM-6,
and CM-9 which were addressed above. Configuration management is performed using

For developer Security Testing (SA-11) The ATS developers use the security controls implemented by
CIO- which includes the following.

A vulnerability assessment was performed on the hosting web server, and subsequent scans are
performed on a monthly basis (by CIO . All of the SA security control items are adequately addressed
probability of compromise and severity of outcome for an overall vulnerability of

4.19 System and Communications Protection (SC) Family

The ATS application has different access points:
so Application Partitioning (SC-2) is achieved.
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The ATS application uses and for
protect the integrity of transmitted packets and therefore, enforce
Transmission Integrity (SC-8). also enforce Transmission Confidentiality since packet
payloads as well as Session Authenticity (SC-23) to protect against
terminates communication sessions after a period of inactivity to enforce Network
Disconnect (SC-10).

For Use of Cryptography (SC-13), CIO

The public facing content of the ATS application can only be modified by HRSC personnel and should
therefore remain appropriate. The availability of the ATS application relies

Nonetheless, Public Access Protections (SC-14) also include some security controls of the System &
Information Integrity (SI) family examined below.

Therefore, the project meets the objectives of the
Architecture and Provisioning for Name/Address Resolution Service (SC-22) control item.

For Session Authenticity (SC-23),

Applicant information is stored in the

to be used for the transfer of applicant
data is

The controls noted above provide effective preventative security probability of
compromise. The Agency’s network, server, and workstation monitoring services provide a very effective
detection and response environment severity of outcome since compromises would be
quickly detected and damage would be contained. Overall, there is a vulnerability level for SC
security control items.

4.20 System and Information Integrity (SI) Family

The security controls of the System and Information Integrity (Sl) family generally support other security
controls. For example, Flaw Remediation (SI-2), Information System Monitoring (SI-4), Security Alerts,
Advisories and Directives (SI-5) and Software and Information Integrity (SI-7) are closely related to Audit
and Accountability (AU), Incident Response (IR), Maintenance (MA), and Risk Assessment (RA) controls.
Information Input Restrictions (SI-9) are achieved with Access Control (AC) and Identification and
Authentication (IA) security controls, as well as through the Protection of Information at Rest (SC-28).
Error Handling (SI-11) is also addressed with Audit and Accountability (AU) and Incident Response (IR)
security controls, while Information Output Handling and Retention (SI-12) is somewhat similar to portions
of Information System Backup (CP-9).
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Even so, relevant security controls warrant some analysis, especially in light of the and
threats identified earlier. Of importance,

but these safeguards are under CIO- control and as such, are out of scope for ATS servers and

workstations.

on both network workstations each time it is used to
transfer applicant data.
Information System Monitoring (SI-4) can only be achieved in ATS for and Web Content Admin
accesses and activity, so only these events are assessed here. Only the Admin account can
manage audit configurations and audit log files; non-privileged users, such as Web Content
Admins and end-users, have no logical accesses to these. CIO responds to incidents as per SEC-
405-1 - Information Technology Security Incident Response Standard. As noted in the SEC-405-1
standard, are to coordinate with to implement appropriate

logging and monitoring capabilities for information systems.

For Software and information Integrity (SI-7), ATS code integrity is enforced using

ATS error events are all generated by software components and do not contain any applicant data
elements. ATS has effective Error Handling (SI-11) controls in that

These teams are aware of their requirement to comply with the
procedures outlined in the ITSM Policy (#784662) and ITSM Incident Management Standards (#876296).

ATS only facilitates the transfer of applicant data between the end-user and HR and therefore, are not
responsible for handling and retaining it for its life cycle in PeopleSoft. ATS has performed a PIA and
understands its responsibilities to protecting applicant data while it is under ATS control. In practice,

applicant data will only be accessed by CIO personnel through the console to be transferred
onto the and subsequently be given to the appropriate HR point-of-contact for transfer to
PeopleSoft. At no time will applicant data be read or altered by CIO personnel, and will only be
deleted on the and in the ATS application once HRCS confirm it has been successfully

transferred into their environment. (Information Output Handling and Retention (S1-12)).

4.21 Summary Vulnerability Assessment

All relevant security controls from ITSG-33 were examined in the above sections and findings are
summarized here. Of the 18 ITSG-33 security control families vulnerability line items (designated V-1
through V-18),
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ID Vulnerability
Security Policies &
V-1
Procedures

V-2 Access Control (AC)

Awareness & Training

V-3 (AT)

Audit & Accountability

V-4 (AU)

Vo5 Security Assessment &
Authorization (CA)

V-6 Configuration
Management (CM)
Contingency Planning

V-7 (CP)

V-8 Identification &

Authentication (IA)

V-9 Incident Response (IR)

V-10 Maintenance (MA)

V-11 Media Protection (MP)

Relevant Vulnerability ] Level l Asset Exposed

Threats Facilitated
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ID Vulnerability Relevant Vulnerability 1 Level l Asset Exposed Threats Facilitated ]

Physical &

V12| Environmental (PE)

V-13 Planning (PL)

V-14 Personal Security (PS)

V-15 Risk Assessment (RA)

V-16 System & Services
Acquisition (SA)
System &

V-17 Communications
Protection (SC)
System & Information

V-18 Integrity (SI)

CERRID #17489533 Page 32 of 38

Communications Security

Establishment

Centre de la sécurité
des télécommunications

"7 A-2018°00040--00111



s.15(1) - DEF
5.16(2)(c)

Applicant Tracking System

5 Calculation of Residual Risk

5.1 General

Threat & Risk Assessment
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To calculate residual risks in an IT system each threat agent is paired with the vulnerabilities that expose
the affected assets to compromise. Then, the product of the three variables (asset value, threat, and
vulnerability) is computed in accordance with the procedures outlined in Annex E of the HTRA. The
resulting Residual Risk can assume values between 1 and 125 divided into [evels as shown in the table

below:
Residual
Risk Value 1-4 5-12 15-32 36-75 80-125
Risk Level Very Low Low Medium High Very High

The assessment will only concentrate on the more serious threats and vulnerabilities which are those in
the High or Very High ranges. The full Risk Calculation table can be seen in Annex A.
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6 Recommendations

All unacceptable residual risks may be reduced to a satisfactory level with the approval and
implementation of the following interrelated recommendations.

6.1 Recommendation 1 — Perform Applicant Data Validation

The data input by external users should be validated and scanned
and where possible, ATS should restrict data entry on the web form. Data validation would also
improve the integrity and quality of an applicant's submission.

By implementing this recommendation, ATS

However, so probability of
compromise must be considered leading to a overall vulnerability level for the Input
Restriction and Validation control items.

6.2 Recommendation 2 — Verify Open Source Download Integrity

To limit the potential for CSE should verify the integrity of the open source software
being installed on its servers. In practice, ATS is a client of the

By implementing this recommendation, ATS
As noted above (Recommendation 1),

system’s so probability of compromise must be
considered leading to a overall vulnerability level for the Software Integrity control item.
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Annex A - Detailed Residual Risk Table
Asset Aval Threat iD Vulnerability V | R
cl i1 ]aA
Information
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Annex B - Security Control to Threat mapping
[ Event \ Mitigating Security Control (Safeguard)
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| Event ‘ Mitigating Security Control (Safeguard) ]
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0.6 January 2016 Incorporate ATIP and  process input.
0.7 13 May 2016 Incorporate ATIP feedback / comments.
1.0 24 May 2016 Incorporate ATIP Office comments.
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1 Overview and Privacy Impact Assessment (PIA) Initiation

1.1 Government Institution
Communications Security Establishment (CSE).

Government Official Responsible for the Head of government institution / Delegate
Privacy Impact Assessment for section 10 of the Privacy Act.
Joseph Waddington, DG CP, CSE Dominic Rochon, DC PC, CSE

1.2 Name of Program or Activity of the Government Institution
Government of Canada Key Management Infrastructure (GC KMI).

1.3 Description of Program or Activity

This Core PIA describes how CSE will protect personal information collected and stored for the
exclusive purpose of registering users for access to the GC KMI being developed at CSE.
Subsequently, this PIA assesses the privacy implications of GC KMI registration and describes
mitigation processes to address privacy risks.

The Government of Canada (GC) 1s increasingly dependent on distributed information
technology, both for command and control and for normal business operations. A major concern
with respect to electronic information delivery is the preservation of the confidentiality of
nationally sensitive (classified) information. This is normally accomplished through encryption
of information in transit and/or storage. Within the GC, cryptographic keying material,
equipment and systems used to protect nationally sensitive information are categorized as High
Assurance and must be approved or endorsed by CSE, the Canadian government
Communications Security (COMSEC) Authority. Keying material used by GC departments is
generally produced at CSE (or Allied equivalents) and distributed to the departments for use.
Electronic key management is intended to reduce the exposure of encryption keys while they are
in transit within the cryptographic management system, and 1o increase the cost-effectiveness
and flexibility of cryptographic key handling. This 1s accomplished by

The GC Electronic Key Management System (EKMS) was deployed in 2002 to make use of
advanced computer technology to provide a secure, automated, responsive and flexible key
management system. The GC EKMS relied primarily on technology
Subsequent to the
deployment of the GC EKMS, the
cryptographic inventory and electronic key management infrastructure. As Canada
has traditionally relied on

CORE_PIA_GC_KMI_24_May_2016_-_FINAL_- (CERRID #28818724)
-7 -

A-2018-00040--00124



s.15(1) - DEF
s.16(2)(c)

CONFIDRENTIAL
s.15(1) - IA

as was the case with the GC EKMS, many of the issues associated with the

In
response, Canada has launched its own Canadian Cryptographic Modernization Program
{CCMP), the scope of which includes the modernization of End Cryptographic Units (ECUs) as
well as the key management infrastructure (KMI) required to support those ECUs. The key
management infrastructure portion of the CCMP is being developed under the Classified
Security Management Infrastructure (CSMI1) project and along with some other capabilities that
have yet to be developed, 1s referred to in Canada as the GC KMIL

The GC KMI is being developed and deployed in phases and will incorporate those aspects of
the that are applicable and necessary to the Canadian operational context. The
GC KMI will deliver a modernized key management infrastructure suitable for supporting
Canada’s High Assurance cryptographic needs for decades to come.

During the next few years, a will be carried out with a key
. This will
The final phase of the CSMI
project will see access being expanded to include other GC department and agency users,

Users of the GC KMI system, primarily GC department and agency COMSEC custodians, will
need to be authenticated before being granted access to the system. GC KMI Users will receive a
High Assurance when accessing the GC KML

by the GC KMI system.

1.4 Description of the class of records associated with the program or activity

The class of records associated with the personal information collected and stored in the GC
KMl are:

Security Class of Record (CoR) [PRN 931]: Includes records related to the application of
safeguards to protect employeces, preserve the confidentiality, integrity, availability and value of
assets, and assure the continued delivery of services from accidental or intentional damage or
from unauthorized access. Records may include information related to facilities’ design, physical
safeguards, monitoring devices, access to restricted zones, storage, transportation and transmittal
of information and goods, work-related violence, protected and classified information, entry and
exit points, emergency services, signage, identification cards and/or access badges, personnel
security screening, continuous security risk management, building and fire codes, and destruction
of information and goods. May also include records related to liaison with other federal
institutions that have security-related responsibilities (for example, the Canadian Security
Intelligence Service, Public Safety Canada, Royal Canadian Mounted Police, Communications
Security Establishment, etc.).

CORE_PIA_GC_KMI_24_May_2016_-_FINAL_. (CERRID #28818724)
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Reeruitment and Staffing CoR [PRN 920]: Includes records related to the recruitment and
staffing of people to fill full-time or part-time positions within the institution. Records may
include information related to screening, examining, testing, interviewing, assessing, selecting,
hiring, and promoting candidates for employment. May also include information related to terms
and conditions of employment (including conflict of interest), deployments, assignments, and
secondments, student, professional, and occupational recruitment, post-employment appeals, and
area of selection, as well as information received from or shared with central agencies
responsible for recruitment and staffing, other employment agencies, or both.

The personal information being collected by the GC KMI system for authentication and
registration of users is covered by the standard Personal Information Banks (PI1B) described
below:

Identification Cards and Access Badges [PSE 917]: Personal information used in support of
physical security and to assist in ensuring the security of government assets present in such
facilities. This information is typically collected to register employees for Identification and
Building Passes. In GC KMI this information is collected to verify the applicant’s identity and
security clearance level before granting access to the GC KMI system. Such information may
include employee name, Date of Birth (DoB) and security clearance level. This PIB is associated
to the CoR [PRN 931].

Personnel Security Screening [PSU 917]: Describes information that is related to security
screening assessments of individuals working or applying for work with a government
institution. Personal information may include name(s), date and place of birth and citizenship
status. This PIB is associated to the security CoR [PRN 931] and the Recruitment and Staffing
CoR [PRN 9201.
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1.5 Legal Authority for Program or Activity
The collection, use and disclosure of information are governed by the following Laws,
Regulations and Policies:

Laws & Regulations: National Defence Act, RSC 1987, ¢ N-3, Section 273.64 (1) CSE mandate.
Financial Administration Act (FAA), section 7.1.

Policies; Policy on Government Securily, section 3.9 Departmental Securify
Management and individual security screening and Appendix B CSE Lead
Security Agency Responsibilities.

1.6 Summary of the project / initiative / change

The GC EKMS was deployed in 2002 to make use of advanced computer technology to provide
a secure, automated, responsive and flexible key management system. The GC EKMS relied
primarily on technology

cryptographic inventory and key management infrastructure (KMI). In response, and to maintain
interoperability Canada has launched the CCMP, the scope of which includes the
modernization of End Cryptographic Units (ECUs) as well as the KMI required to support those
ECUs. The KMI portion of the CCMP, along with some other capabilities that have yet to be
developed, is referred to in Canada as the GC KML

Users of the GC KMI system, primarily GC department and agency COMSEC custodians, will
need to be authenticated before being granted access to the system. GC KMI users will provide
specilic personal information so that their identity can be confirmed and they can then be
registered as valid GC KMI users. GC KMI Users will receive a High Assurance
to be used when accessing the GC KMLL
will be stored

by the GC KMI system.
All user personal information will be fully secured in the GC KMI system and access to the
tnformation will be strictly limited and controlled.
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2 RiskIdentification & Organization

2.1 A: Type of Program or Activity

SECTION II - RISK AREA IDENTIFICATION AND CATEGORIZATION

Level of
Risk to
Privacy
Program or activity that does NOT involve a decision about an identifiable individual. 1
Administration of Programs / Activity and Services 2
Personal information is used to make decisions that directly affect the individual (i.e.
determining individual authentication and access rights to the system, etc.)
Compliance / Regulatory investigations and enforcement 3
4
| Details: Personal information is collected solely for the purpose of registering applicants who

require access fo the GC KMI in order to carry out the COMSEC roles and responsibilities of their
position in their organization. A GC KMI Personnel Registration Form

is required in order to verify the
identity and security clearance level before granting access to the GC KMI. This information is entered
into the GC KMI system’s
and stored in the GC KMI

the signed original GC KMI Applicant Agreement Form
will be scanned into and stored in the GC KMI system
The applicant’s security clearance
will be verified by CSE Security staff.

CORE_PIA_GC_KMI_24_May_2016_-_FINAL_- (CERRID #28818724)
-

A-2018-00040--00128



s.15(1) - DEF
s.16(2)(c) CONFIDENTIAL

2.2 B: Type of Personal Information Involved and Context

Level of
risk to
privaey

Only personal information, with no contextual sensitivities, collected directly from the 1

individual or provided with the consent of the individual for disclosure under an authorized

program.

For example: general licensing, or renewal of travel documents or identity documents.

Personal information, with no contextual sensitivities after the time of collection, provided 2

by the individual with consent to also use personal information held by another source.

Social Insurance Number, medical, financial or other sensitive personal information and/or 3

the context surrounding the personal information is sensitive. Personal information of minors

or incompetent individuals or involving a representative acting on behalf of the individual.

Sensitive personal information, including detailed profiles, allegations or suspicions, bodily 4

samples and/or the context surrounding the personal information is particularly sensitive.

Details: Information is requested for verifying the identity of applicants requesting access to GC KMI
and registering them as GC KMI users. Personal information from the GC KMI Personnel
Registration Form

The original
signed GC KMI Applicant Agreement Form
are scanned into and securely stored in the
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2.3 C:Program or Activity Partners and Private Sector Involvement

Level of
risk to
privacy

Within the institution (amongst one or more programs within the same institution) 1
With other federal institutions 2
With other or a combination of federal/ provincial and/or municipal government(s) 3
Private sector organizations or international organizations or foreign governments 4
Details: CSE is the lead organization with respect to the GC KML Personal information from the GC
KMI Personnel Registration Form is entered into the by the GC KMI
Personnel Registration Manager (PRM) at CSE. The applicant’s departmental Personnel Local Type 1
Registration Authority (PLTIRA) scans copies of the Human User Agreement
Form The original registration forms are destroyed in an approved

classified shredder. The information will only be visible to a limited number of CSE

personnel and authorized deparimental KMI personnel (refer to section
3.1). No further dissemination of the information will occur.

2.4 D:Duration of the Program or Activity

Level of
risk to
privacy

One time program or activity 1
Typically involves offering a one-time support measure in the form of'a grant payment as a

social support mechanism.

Short-term program 2
A program or an activity that supports a short-term goal with an established “sunset” date.
Long-term program 3
Existing program that has been modified or is established with no clear “sunset”.

Details: The GC KMI system is expected to be operational for The operational

system will be enhanced as new crypto devices are supported but the user registration database will
remain throughout the life of the system. The GC KMI has
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2.5 E:Program Population

Level of

risk to

privacy
The program affects certain employees for internal administrative purposes. 1
The program affects all employees for internal administrative purposes. 2
The program affects certain individuals for external administrative purposes. 3
The program affects all individuals for external administrative purposes. 4

Details; There are approximately  COMSEC accounts for Other Government Departments (OGD) and

approximately COMSEC Accounts for DND currently using the GC EXMS, From the GC KMI1

perspective, this number of accounts (users) is expected to be significantly reduced in DND as a result of
Shared Services Canada will use the new

Enterprise COMSEC Management and Account model, defined in ITSD-03A Annex B, which will also

result in a reduction of the number of OGD COMSEC Accounts.

All GC KMI users will be Canadian citizens and Canadian federal government employees.

2.6 E: Technology and Privacy

1. Does the new or modified program or activity involve the implementation of a new X YES
electronic system, software or application program including collaborative software [ NO
(or groupware) that is implemented to support the program or activity in terms of the
creation, collection or handling of personal information?

The GC KMI will use a new user registration process which will verify applicant’s
identity, securcly store user identification information and when authenticated, will issue

users with a and High Assurance
for accessing the GC KMI.
2. Does the new or modified program or activity require any modifications to IT legacy []YES
systems and / or services? NO

3. Does the new or modified program or activity involve the implementation of one or more
of the following technologies:

3.1 Enhanced identification methods YES
This includes biometric technology (i.c. facial recognition, gait analysis, iris scan, fingerprint [ NO
analysis, voice print, radio frequency identification (RFID), etc...) as well as easy pass
technology, new identification cards including magnetic stripe cards, “smart cards” (i.e.
identification cards that are embedded with either an antenna or a contact pad that is
connected to a microprocessor and a memory chip or only a memory chip with non-
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programmable logic).

Please specify:

j All registered GC KMI users will receive a High Assurance
that is used for accessing the GC KMIL A
during registration. No user personal

information will be stored on the The user’s
will not be stored (backed up or archived) by the GC KMI system. |
3.2 Use of Surveillance: [ ]YES
This includes surveillance technologies such as audio/video recording devices, thermal XKINO

imaging, recognition devices, RFID, surreptitious surveillance / interception, computer atded
monitoring including audit trails, satellite surveillance etc.
Please specify:

|

3.3 Use of automated personal information analysis, personal information matching and LIYES
knowledge discovery techniques: NO

For the purposes of the Directive on PIA, government institutions are to identify those
activities that involve the use of automated technology to analyze, create, compare, cull,
identify or extract personal information elements. Such activities would include personal
information matching, record linkage, personal information mining, personal information
compatrison, knowledge discovery, information filtering or analysis. Such activities involve
some form of artificial intelligence and/or machine learning to uncover knowledge
(intelligence), trends/pattemns or to predict behaviour.

Please specify:

A YES response to any of the above indicates the potential for privacy concerns and risks
that will need to be considered and if necessary mitigated
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2.7 G:Personal Information Transmission

Level of
risk to
privacy
The personal information is used within a closed system (i.e., no connections to the Internet, 1
Intranet or any other external system and the circulation of hardcopy documents is strictly
controlled).
The personal information is used in a system that has connections to at least one other 2
system.
The personal information is transferred to a portable device or is printed. 3
USB key, diskette, laptop computer, any transfer of the personal information to a different
medium.
The personal information is transmitted using wireless technologies. 4

Details: Personal information and data will only be transmitted electronically on approved
networks, which at the date this PIA was prepared consist of the

High Assurance
The personal information from the GC KMI Personnel Registration Form will
be stored in the
Personal information-

2.8 H: Potential risk that in the event of a privacy breach, there will be an
impact on the individual or employee

Details: Information stored in the GC KMI, based on the GC KMI Personnel Registration Form

The confidentiality of personal information as an asset is rated at PROTECTED

B The database will be located in the

making physical access for non-authorized personne! highly unlikely. Personal information from
the Personnel Registration Form

will be scanned into and stored in the
In the event of an insider threat, the

individual’s personal information could be Since all
Users and GC KMI staffs are security cleared to a minimum of SECRET and most to TOP SECRET, the
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risk of an insider threat An external breach however would result in an impact as it
would

The probability of an external breach due to the robust physical
and IT security protection in place for the GC KMI. These risks are in part mitigated by a security
awareness program which makes employees aware of what to do if they suspect
In terms of safeguarding the personal information, system access information, IT monitoring, event
logging and physical security measures are in place to lower the risk of unauthorized access. Security
Screening measures are in place to minimize the risk of insider threat. The impact of a privacy breach
on individuals is assessed as while the risk of this occurring is assessed as

2.9 [I: Potential risk that in the event of a privacy breach, there will be an
impact on the institution

Details: The confidentiality of personal information as an asset is rated at PROTECTED B If
the

The existing and the stringent IT safeguards
reduce the risk of unauthorized access. The impact of a privacy breach of this nature on the
organization is assessed as while the risk of this eccurring is assessed as
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3 Analysis of Personal Identification Elements for the Program or
Activity

In conducting these activities, CSE and other GC departments and agencies with connections to

the GC KMI will comply with their obligations as laid out under the Privacy Act with respect to

access, use, retention and disclosure of personal information. There is no formal agreement with

other departments and agencies on this requirement since all arc governed by the Privacy Acr.

In all cases the information provided will be used solely for GC KMI user authentication and
registration purposes. from the table
below must be provided during the GC KMI registration process.

The Personal Information elements and sub-clements collected by the GC-KMI system are:
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3.1 Acquisition, Storage, Handling and Modification

CONFIDENTIAL

The GC KMI user personal information will be obtained lawfully through the registration
application process. The prospective GC KMI User must willingly provide the requested
personal information otherwise no GC KMI access can be granted. At CSE, this information will

be stored

Access is accorded only to

business requirement and need to know.

that have a

Personal information collected and processed during the GC KMI registration process will be
handled by the following GC KMI Roles:

Role

Responsibility

Personal information
handied

CORE_PIA_GC_KMI_24_May_2016_-_FINAL_- (CERRID #28818724)
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Information can be modified to correct errors on a case by case basis, as authorized by the GC
KMI Eligibility Authority, the CSE Personnel Registration Manager or the Personnel Local Type
I Registration Authority. All users will be re-validated annually using the same process as the
original registration. The GC KMI High Assurance will only be issued during the initial
user registration,

When users no longer require access to GC KMI due to a change in employment status or
responsibilities, their account will be deactivated. Case-by-case deactivations may take place
when authorized by the GC KMI responsible authorities listed in the previous paragraph.
Personal information will be saved for seven years for audit purposes after which time it will be
securely deleted. Retention and disposition of GC KMI Personal Information will be done in
accordance with Records Disposition Authority (RDA) No. 2002/011.
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5 Privacy Compliance Analysis
Collection Authority

The National Defence Act, RSC 1985, ¢ N-5, Section 273.64 (1) (b) states that “the mandate of
the Communications Security Establishment is to provide advice and guidance and services to
help ensure the protection of electronic information and of information infrastructures of
importance to the Government of Canada”.

Personal information is collected pursuant {o subsection 7.1 of the Financial Administration Act
(FAA) and as required under the Policy on Government Security (PGS), section 3.9
Departmental Security Management and Individual Security Screening and Appendix B which
states that “CSE as a Lead Security Agency provides leadership and coordination for
departmental activities that help ensure the protection of electronic information and

systems of importance and serves as the government’s national authority for COMSEC”, At
CSE the authority for the collection of the required personal information is delegated to the
Chief, CSE.

As the lead GC agency for cryptography, CSE is responsible to provide or approve systems to
provide cryptographic materials. CSE is responsible to verify that only authorized individuals
can obtain such materials. The GC KMI registration authority will verify the identity of
individuals and their authorization to receive such materials.

Netification and Consent

An individual’s personal information, as described in Section 2.1, is collected as part of the GC
KMI user registration process, and the individual’s consent is required prior to the
commencement of any such collection. This consent is captured by the individual’s completion
of the GC KMI Human User Agreement Form,

The signature of the individual attests to their understanding of, and
compliance with the Privacy Act Notice, which explains the purpose of the collection and the use
of the personal information. The individual voluntarily provides

that will be used 1n the GC KMI registration process.
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Accuracy, Use, Retention and Disclosure

User personal information stored in the GC KMI must be accurate and up to date in order to
facilitate vahid access to the GC KMI system. User personal information entered and stored in
the GC KMI system will be retained for seven years. The original GC KMI Human User
Agreement Form will be scanned
into and stored in the Applicant personal information provided on the GC
KMI personnel Registration Form is stored in the
The original

are destroyed in a classified shredder. User information is re-
validated with the registered user, in person, annually following the same process as the initial
registration. If the the new
documents will be scanned into the GC KMI system. The GC KMI system records the date of the
user’s registration and subsequent annual updates.

Use of the information will be limited to facilitate access to the GC KMI system, and only by
authorized GC KMI Registration staff with the need to know. It will not be disclosed to any
persons beyond those individuals.

Administrative, Physical and Technical Safeguards

The information will be collected during the GC KMI User registration process as described in
Section [V. Once collected, the information will be entered into the GC KMI system using a

High Assurance encryption. The personal
information will reside on a classified database in the GC KMI system; to be accessed
only by GC KMI authorized personnel.

In addition, a Threat Risk Assessment (TRA) of the GC KMI User Registration process has been
completed (Reference: Threat and Risk Assessment (TRA) In Support of Government of Canada
(GC) Key Management Infrastructure (KMI) Registration process, CERRID # 28272690). This
TRA concludes that there are no additional safeguards recommended for the GC KMI
Registration Process and that the Residual Risks are rated either

Access to Personal Information

At CSE, access to the personal information exchanged is limited to the

staff responsible for managing the GC KMI User registration and
access control systems.
This includes:

CORE_PIA_GC_KWi_24_May_2016_-_FiNAL_- (CERRID #28818724)
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Detailed descriptions of the GC KMI Roles and Responsibilities can be referenced in the
SECRET classified GC CSMI Roles and Responsibilities document (CERRID #10134885).

Limitations on Use

The personal information exchanged will be used solely for GC KMI access control
administration purposes (updating and maintaining an access control database of authorized
personnel).

Updating Information

The GC KMI User information exchanged must be current and accurate, and will be verified
annually. This annual verification ensures that the person’s work responsibilities require
continued access to the GC KMI and that the personal information is current and valid.
[nformation exchanges for the purpose of updating the relevant information will be handled in a
secure fashion as specified in the Information Management section above.

Individual Right of Access

To preserve confidentiality and integrity of the information exchanged, individual right of access
is limited to the individual right of access to the GC KMI system.

Compliance Monitoring
Access to the GC KMI system will be monitored and logged to permit review on a regular basis

only by the authorized and
statf. Anomalies will be investigated immediately and rectified, and/or reported.
In addition, the will monitor the GC KMI for specific

security events.
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Risk Mitigation

Section II relates the risks to privacy inherent in this program. The GC KMI Registration Process
TRA documents the risks posed to the personal information collected and stored during user
registration. This TRA determined that all of the Residual Risks for the GC KMI registration
process are rated The TRA concludes that there are no additional
safeguards recommended for the GC KMI registration process.

The requirement to store GC KMI User’s personal information in the GC KMI is dictated by the
software components The will
not have access to any personal information stored in the GC KMIL

Storage of access logs for a five year period is mitigated by the physical protection of the server
itself, as well as the limited number of personnel with authorized access.

QOutstanding Risk Factors

As of the date of this PIA assessment, there may be minor changes to the registration process as
the system 1s implemented and deployed. Changes of significance will be documented in a
revised PIA, if necessary.

6 Summary of the Analysis and Recommendations

The very nature of the GC KMI application, to permit authorized users access to the system for
ordering device encryption keys, is very secure. All Users must hold at least a SECRET security
clearance. The physical, personnel, system and High Assurance network security
protection in place will ensure that all user personal information will be securely protected.

No additional recommendations are required. Any risks will be satisfactorily mitigated using
existing CSE or GC KMI security processes and actions.

7 Supplementary Documents List

e (GC CSMI Roles and Responsibilities (CERRID #10134885).
e JTSD-03A, IT Security Directive for the Control of COMSEC Material in the
Government of Canada.
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8 Formal Approval

CONFIDENTIAL

{ approve this Core PIA and commit to comply with sections 4
to 8 of the Privacy Act and the related privacy policy
requirements as they relate to the administration of this
program/ activity.

The official accountable for the collection and use of personal
information described is the Director General, Cyber
Protection, CSE.

Joseph Waddington
Director General,
Cyber Protection, €5F .

R _Aeprg Y& Cf . difesfat
Signature of official responsib% for the Program or Activity /
Date

Note: Responsibility for compliance with the requirements of

government institutions that handle personal information. Offidals
who manage programs and activities are responsible for ensuring
that privacy requirements are implemented as part of the
administration of the program or activity,

The Privacy Act, Section 10 delegation is exercised by the
Director, Disclosure Policy and Review.

The PIA is commensurate with the level of privacy risk
associated with the new activity

Dominic Rochon
Deputy Chief
Policy and Communications, CSE

Signature of Head or Delegate Responsibie for administering
Section 10 of the Privacy Act ] Date

Nate: Under the Frivacy Act, the Head or his/her delegatels) is
responsible for complying with tegal and relevant privacy policy
requirements related to the approval and registration of personal
information banks, which must be complemented by a Core PiA,
and submitted to the Treasury Board of Canada Secretariat.
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Appendix A - Sample GC KMI Applicant Registration Forms
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