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Solicitor Generals Standards

Standard 1: Law enforcement agencies require access to the entire
telecommunications transmitted, or caused to be transmitted, to and from the
number or other identifier of the target service used by the interception subject.
Law enforcement agencies also require access to the call-associated data that
is generated to process the call.

Standard 2: Law enforcement agencies require access to all mobile
interception subjects operating temporarily or permanently within a
telecommunications system.

Standard 3: Law enforcement agencies require access in cases where the
interception subject may be using features to divert calls to other
telecommunications service or terminal equipment, including calls that traverse
more than one network or are processed by more than one network
operator/service provider before completing.

Standard 4: Law enforcement agencies require that the telecommunications to
and from a target service be provided to the exclusion of any
telecommunications that do not fall within the scope of the interception
authorization.

Standard 5: Law enforcement agencies require access to available call
associated data such as:

A) Signaling of access ready status

B) Called party number for outgoing connections even if there is no successful
connection established

C) Calling party number for incoming connections even if there is no successful
connection established

D) All digits dialed by the target, including post-connection dialed digits used to
activate features such as conference calling and call transfer

E) Beginning, end, and duration of the connection

F) Actual destination and intermediate directory numbers if call has been
diverted.
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Standard 6: Law enforcement agencies require information on the most
accurate geographical location known to the network for mobile subscribers.

Standard 7: Law enforcement agencies require data on the specific service
used by the interception subject and the technical parameters for that type of
communication.

Standard 8: Law enforcement agencies require a real- time, full-time
monitoring capability for the interception of telecommunications. Call associated
data should also be provided in real-time. If call associated data cannot be
made available in real time, law enforcement agencies require the data to be
available as soon as possible upon call termination.

Standard 9: Law enforcement agencies require network operators/service
providers to provide one or more interfaces from which the intercepted
communications can be transmitted to the law enforcement monitoring facility.
These interfaces have to be commonly agreed on by the interception
authorities and the network operators/service providers. Other issues
associated with these interfaces will be handled according to generally
accepted practices.

Standard 10: Law enforcement agencies require network operators/service
providers to provide call associated data and call content from the target
service in a way that allows for the accurate correlation of call associated data
with call content.

Standard 11: Law enforcement agencies require that the format for
transmitting the intercepted communications to the monitoring facility be a
generally available format.

Standard 12: If network operators/service providers initiate encoding,
compression or encryption of telecommunications traffic, law enforcement
agencies require the network operators/service providers to provide intercepted
communications en clair.

Standard 13: Law enforcement agencies require network operators/service

providers to be able to transmit the intercepted communications to the law
enforcement monitoring facility via fixed or switched connections.
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Standard 14: Law enforcement agencies require that the transmission of the
intercepted communications to the monitoring facility meet applicable
Government of Canada security requirements.

Standard 15: Law enforcement agencies require interceptions to be
implemented so that neither the interception target nor any other unauthorized
person is aware of any changes made to fulfill the interception order. In
particular, the operation of the target service must appear unchanged to the
interception subject.

Standard 16: Law enforcement agencies require the interception to be
designed and implemented to preclude unauthorized or improper use and to
safeguard the information related to the interception.

Standard 17: Law enforcement agencies require network operators/service
providers to protect information on which and how many interceptions are being
or have been performed, and not disclose information on how interceptions are
carried out.

Standard 18: Law enforcement agencies require network operators/service
providers to ensure that intercepted communications are only transmitted to the
monitoring agency specified in the interception authorization.

Standard 19: Based on a lawful inquiry and before implementation of the
interception, law enforcement agencies require (1) the interception subject’s
identity service number or other distinctive identifier, (2) information on the
services and features of the telecommunications system used by the
interception subject and delivered by network operators/service providers, and
(3) information on the technical parameters of the transmission to the law
enforcement monitoring facility.

Standard 20: During the interception law enforcement agencies may require
information and/or assistance from the network operators/service providers to
ensure that the communications acquired at the interception interface are those
communications associated with the target service.

Standard 21: Law enforcement agencies require network operators/service
providers to make provisions for implementing a number of simultaneous
intercepts. Multiple interceptions may be required for a single target service to
allow monitoring by more than one law enforcement agency. In this case,
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network operators/service providers should take precautions to safeguard the
identities of the monitoring agencies and ensure the confidentiality of the
investigations.

Standard 22: Law enforcement agencies require network operators/service
providers to implement interceptions as quickly as possible (in urgent cases
within a few hours or minutes). The response requirements of law enforcement
agencies will vary by the type of target service to be intercepted.

Standard 23: For the duration of the interception, law enforcement agencies
require that the reliability of the services supporting the interception at least
equals the reliability of the target services provided to the interception subject.
Law enforcement agencies require the quality of service of the intercepted
transmissions forwarded to the monitoring facility to comply with the
performance standards of the network operators/service providers.
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Solicitor Generals Standards

Standard 1: Law enforcement agencies require access to the entire
telecommunications transmitied, or caused to be transmitted, to and from the
number or other identifier of the target service used by the interception subject.
Law enforcement agencies also require access to the call-associated data that
15 generated to process the call.

fenw entforcement musit receive ALL wlecommuications thar is received or transmitted by
the targer. This is not limited 1o the audio portion but must also include any data that is
travsmitted or received. An example of this woudd be some sort of short message service
(SMS) or other data message thar would not require an audio channel allocation. The
audio chamnel mast also include anv analog ransmission of fax or data that the tarect
may transmit or receive. Additionally this may include the imerception of voice mail
servives andior cloning of same.

Standard 2: Law enforcement agencies require access to all mobile
interception subjects operating temporarily or permanently within a
telecommunications system.

Lenv enforcement requires the same capability on all uscrs of the svstem whether they
reside in the svstem permonently or on a tesporary basis.

Standard 3: Law enforcement agencies require access in cases where the
interception subject may be using features to divert cails to other
telecommunications service or terminal equipment, including calls that traverse
more than one network or are processed by more than one network
operator/service provider before completing.

Lanv enforcemont requires aceess to advanced calling features such as call forvarding
and or call diverting. It is understood that ar least bo distinet scenarios may exist here.,
Thev are inter-nenvork and intra-network. Inter-network refers to calls originating in
onc service providers " nenvork and rerminating in another service provider’s nenvork.
Intra-nerwork refers 1o calls botly originating and werminating within the same service
providers nenwork. Capabilities may differ in these scenarios based on the information
provided benveen separate service providers. 1t is assumed by law enforcement that when
the information can be made available and is made available 1o the customer, it will also
be made availuble o law enforcement. 11 s important w determine the limitations of this
cupabiliiv in fermy of mudtiple applications of this featare. (.o, call forvarding a

For further informalion, please contact Public Safely Canada,
National Security Technology Division. 1
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purticidar phone mher several times, A forvarded 1o "B, B forvwarded 10 70 i)

Standard 4: Law enforcement agencies require that the telecommunications to
and from a target service be provided to the exclusion of any
telecommunications that do not fall within the scope of the interception
authorization.

Stmply stared. Lave enforcement only has the authority 1o intercept specific target
services to the exdlusion of other customers served by the service provider, Lan
cnforcement cannot receive any telecommumications that does not fall within the scope of
the authorizarion and its specific time frame. 1t is the responsibilisg of the faw
enforcement agency to appropriately hundle all intercepred marerial once in the
possession of the lave enforcement agency, which includes the determination of
privileged call information” and its appropriate handling. Privileged call information is
defined as calls which are intercepred but must be handled by lavw enforcenent in a way
which the courts define. (e, a solicitorclient conversation)

Standard 5: Law enforcement agencies require access to available call
associated data such as:

A} Signaling of access ready status

Lanw enforcement requires some sort of signal 1o determine that a target phone has
hecome active. The standard methodology is a continnous DTME "C 1one during rarget
inetctivity (on-hook) and removal of the tone during rareet activine (off-hook).

B) Called party number for outgoing connections even if there is no successful
connection established

Law enforcement requires thut the number dialed by the target be avaitable w law
cuforcoment even i the call is deemed incomplete. Examples of incomplete calls are:
coll, no answer; call, called part busy; call, called party is out of range (assuming
wirelessp: call, all trunks neovork busv: call, call forvarding. Lawe enforcement is also
concerned thar due 1o evidentiare rufes, call correlation benveen call associated data and
call content is imperative. Law enforcement requives a 1:1 correlation of call conient 1o
call data sessions. These outlined examples may cause problems in this area and affect
compliance 1o standard #10 swohich requires accenrate corvelation between call content
and call ussociated dara. Preferved correlation methods of call content o call data are
ontlined b intevpretation to standard $10

For further information, please contact Public Safely Canada,
National Securily Technology Division. 2
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C) Calling party number for incoming connections even if there is no successful
connection established

Lans enforcement vequires the calling number informarion 1o be forwarded in all
evamples as outlined above in 3h. [r is wderstood that at feast nvo distiner seciarios
may exist heve. They are inter-network and intra-nenwvork as defined in siandard munher
S above. 1t is assumed by fave enforcement as in standard smumher 3, that when the
information can be made available and is made availuble w the customer, it will ulso be
madde available to law enforcement.

D) All digits dialed by the target, including post-connection dialed digits used to
activate features such as conference calling and call transfer

Lenw enforcement requires that any and all information transmitted by the target nist
also be relaved o low enforcement. This includes featire activations that do not
necessarily constinute a call. it shall also inctude ony digits dialed or feanre activations
during the progress of a call. This information may be transmitted 1o law enforcement in
differen wavs however it iy assiomed that any ‘in-band” information will remain in-hand
as woll us be defined in any call associated data session. An example of this is the targer
dialing a *67 which activares call forwarding. Law enforcement would expeet the in-
hand signaling o remain inact as well as an indication on the data session us 1o what
foatire swas acivated Al pransmiission of information should vecur posi call event
rather than post call completion,

£) Beginning, end, and duration of the connection

Law enforcement reguives a time stamp on all sessions to establish dutes and time of
rarget calls.

F} Actual destination and intermediate directory numbers if call has been
diverted.

For further information. please contact Public Safety Canada,
National Secunty Technology Division. K
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Lave enforcement requires intermediate destination munhers assuming call jorward
scenarios. 1t is understood that at least two distinet scenarios may exist heve. They are
inter-network and intra-neovork as defined in standard muiber 3 ahove, It is important
1o determine how many times calls can be diverted and tracked as stated in standard
wmber 3 above

Standard 6: Law enforcement agencies require information on the most
accurate geographical location known to the network for mobile subscribers.

There are 5 call scenarios that must be ontlined here. Thev are as follows:

autononons registration or initial power up of handset

initiation of an vuthound call

airsseer of an incoming cafl

transfer hetween cell sites

vied of call hung up of calling party

Additionally, location information needs 1o be available immediately after the call event
rather than after call completion. Further, the resoluiion of the geographical
information sent iy important for lavw enforcement to know. As an example, this
information may comtain a cell site id, cell secror information, signal sorengih eic.

Standard 7: Law enforcement agencies require data on the specific service
used by the interception subject and the technical parameters for that type of
communication.

Lavw enorcement will requive oll information with respect o a targets service, which
indicate 1o us the capabilities the target may have. Ay an example, this information may
comtain a list of features that the target has tike call forvearding, voice mail, call
confercuce, short message service, paging ete. This informeation must also include any
information witl respect 1o roaming agrecments on other networks. This particular
information would be limited 1o being notificd of the capabilite. Other information with
rospect (o his services on other nenvorks would be obtained from the other service
provider.

Standard 8: Law enforcement agencies require a real- time, full-time
monitoring capability for the interception of telecommunications. Call associated
data should also be provided in real-time. If call associated data cannot be
made available in real time, law enforcement agencies require the data to be

For further information, please conlact Public Safely Canada,

National Securily Technology Division. 4
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available as soon as possible upon call termination.

L enforcement assumes that call content information, (andio) will be delivered 1o the
lew entforcoment agenev in real-time. Additionally. call associaiod dara will be made
available within milliscconds post call event vather tha post call completion. (100ms
300ms is the desivable wrgen) 11 is imperative that the call-ussociaied duata be made
available within this short time frame to allow correlation of call event with audio call
details.

Standard 9: Law enforcement agencies require network operatorsiservice
providers to provide one or more interfaces from which the intercepted
communications can be transmitted to the law enforcement monitoring facility.
These interfaces have to be commonly agreed on by the interception
authonties and the network operators/service providers., Other issues
associated with these interfaces will be handled according to generally
accepled praclices.

Lany enforcement requives that the intercepted material be made available for
transmission 1o fase enforcement via indusory standard interfoces as well as in a format
that conforms 1o generally accepted praciices. Essentiully law enforcement would like 1o
sec the information available in a non-proprictary format and one that can be casily
handlod. This formarting of data is whollv dependent on the quantity and 1vpe of data
macde available,

Standard 10: Law enforcement agencies require network operators/service
providers 1o provide call associated data and call content from the target
service in a way that allows for the accurate correlation of call associated data
with call content.

Lene enforcement requires a method of deliverv of botly the audio content and the duta
content in a manser that will allow for ubsolute accuracy of corvelation. This is
mandatory i termys of evidentiory requirements. Several possibilities are availuble here
Av an cxample, all audio content and all associated data for cacl single target are
combined in some way and transmitied over the same audio circuit, Another example is
all volce content and a pre-detcrmined subset of call associared data for vach single
target are combined in some way and transmitted over the same audio circuit, In this
case, the remaining call associated data must be ransmitted via another method to allow
correlation of the andio circuit and the data circuit. There are many vther options here
however the important factor is the absoluie accuracy of the audio content and the call-

For further information, please contact Public Safety Canada,
National Securily Technology Division.
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Standard 11: Law enforcement agencies require that the format for
transmitling the intercepted communications to the monitoring facility be a
generally available format,

Lenw enforcement vequires thar the format of the ransmissions 1o lave enforcement be
standard industry accepred formats. Fhree different transmission tvpes can be defined
hore - ineband duata, pure data, and pure audio. Examples of standard formats of cach
tvpe are as follows but not limited (o these examples: i-band data DTN A, FSK.
cie.; Pure data X235, serial ASCH, ¢te: Pure audio digital formats, analog jormais,
cte. Additionally, how many audio paths are required per target (o intcreept the wargets
eative service provision. (e, Is it possible for the target 1o he simultanconsly utilizing
more thai one audio path as in a call forward scenario with an inbowund call being
diverted wd alfowing outhound calls 1o be made from tarect handser.)

Standard 12: If network operators/service providers initiate encoding,
compression or encryplion of lelecommunications traffic, law enforcement
agencies require the network operators/service providers to provide intercepted
communications en clair,

Law enforcement requires thar any tvpe of encrvprion algorvithm that is initiated by the
service provider must be provided to the law enforcement agenev unencrypred. This
would include proprictasy compression algoritinns thar are cumploved in the nenvork,
1his does not inclide end 1o end encryprion that can be emploved without the service
provider's knowledee.

Standard 13: Law enforcement agencies require network operatorsiservice
providers to be able {o transmit the intercepted communications to the law
enforcement monitoring facility via fixed or switched connections.

Lavw eiforcemoent requires the abilite to conneet 1o the scrvice providers over both
vwitched (dial-up) and fived (dedicated) lines at the same time, Different agencies mav
require different connectivity and therefore botl these capabilitios must be suppored
vimudtanconsly. 1t should also be noted that the type of service connection 1 the ugenc
(ie ISDNCTT et shoudd be supported independently and also simuiancoushe. dn
additional concern to law enforcement is the location point of the imercepr. A distribuied

For further information, please conlact Public Safety Canada,
National Security Technology Division. 5
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intercept capabiling on a regional busis is more attractive than a contralized one. The
reasoning for this is that laful interception is done on a regional busis. If o contralized
interception point was the only method 1o gain access o the neowvork, the product would
fave 1o e tramsported buck 1o the recional location.

Standard 14: Law enforcement agencies require that the transmission of the
intercepted communications to the monitoring facility meet applicable
Government of Canada security requirements.

Government security policies dictate how this must be achicved. The level of securite for
the RCMP awid other Canadian law enforcement agencies will be met if the service
providers can achieve the required level of security for CSIS. Copies of the relevant
chupters of the Government Security Policy are availuble upon request.

Standard 15: Law enforcement agencies require interceptions to be
implemented so that neither the interception target nor any other unauthorized
person is aware of any changes made to fulfill the interception order. In
particular, the operation of the target service must appear unchanged to the
interception subject.

Ly enforcement requirves that the interception be conducted so as not to affect the targer
service inanvowav, Additionally, no unauthorized personnel are 1o be made wware of the
fereeplion

Standard 16: Law enforcement agencies require the interception o be
designed and implemented to preciude unauthorized or improper use and to
safeguard the information related to the interceplion.

Law enforcement requives the service provider (o detail the procedures and safeguards
that are implemented to prevent improper use of information related to the interception.
Al internal securine measures should be detailed to complv. This necessitares select
individheals 10 be security cleared to the Top Secret level Information regarding the
socurine clearance process will be provided,

Standard 17: Law enforcement agencies require network operators/service
providers to protect information on which and how many interceptions are being
or have been performed, and not disclose information on how interceptions are
carried out.

For furiher information, please contact Public Safety Canada,
Nalional Securily Technology Division, T
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Lanw enforcement requires the service provider io detail the procedures and saleguards
that are implemented 1o prevent improper use of information relaied 1o the interception.
AU internal securing measures should be detailed o comply.,

Standard 18: Law enforcement agencies require network operators/service
providers (o ensure thal intercepted communications are only transmitted to the
monitoring agency specified in the interception authorization.

L eaforcement requires only those targets shom have been named by the specific
agency and or department be ranswitied 1o that agency and or deparonent. By law, ir is
imperative that other agencies torgets are not 1o he ransmitted 1o any other ageney
wnless specificalle named by that ugeney. Note that different departments within the
vame agency should be considered as different agencies.

Standard 19: Based on a lawful inquiry and before implementation of the
interception, law enforcement agencies require (1) the interception subject’s
identity service number or other distinctive identifier, (2} information on the
services and features of the telecommunications system used by the
interception subject and delivered by network operators/service providers, and
(3} information on the technical parameters of the transmission {o the law
enforcement monitoring facility.

Lanv enforcement requives all pertinent information about the target in question in order
to prepare aid present the legal authorization document before the courts. This
informuation would also include any services provided 1o the wrget such as voice mail,
advanced calling features, roaming capabiline etc,

Standard 20: During the interception law enforcement agencies may require
information and/or assistance from the network operators/service providers to
ensure that the communications acquired at the interception interface are those
communications associated with the target service.

Law enforcement will require the assistance of the service provider swhen beginning o
fawful interception. This may entail the initial setup and testing of the targets intercepied
communications o the law enforcement agency. It may also require the presence of the
individual whonr assisied lavw enforcement in a court appearance.,

For further information, please contact Public Safely Canada,
National Security Technology Division. 8
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Standard 21: Law enforcement agencies require network operators/service
providers to make provisions for implementing a number of simultaneous
intercepts. Multiple interceptions may be required for a single target service to
allow monitoring by more than one law enforcement agency. In this case,
network operators/service providers should take precautions to safequard the
identities of the monitoring agencies and ensure the confidentiality of the
investigations.

Law cuforcement requires mudtiple nercepts 1o he simudtancously operating on an
ongoing basis, whicl can he categorized inn at least 3 ways:

o Simultancouns trgets  implies a mumber of simultancous targets that can be
intereepted on a per swirch basis. This maxinwm snumber is important o law
chfoarcenivid,

o Simultancous multi-agency  this implies the support of multiple agencies ar one time
with the possibilite of mudtiple wrgets operating independently. The wotal imunber of
agencies that can be supporied is important 1o faw enforcement.

e Single trget/multi-agency  thiv implies the support of simultancons agencies
operating on the same target independentlv,

I all cases outlined, law enforcement requires scrvice providers to sufeguard the

identities of the monitoring agencies 1o all other agencies involved as well us ensure

confidentiality of the separate investigations undervay.

Standard 22: Law enforcement agencies require network operators/service
providers to implement interceptions as quickly as possible {in urgent cases
within a few hours or minutes). The response requirements of law enforcement
agencies will vary by the type of target service to be intercepted.

Lav enforcement requives various priovities of imerception implementations to he
carricd out by the service providers most of which will have prior notification of 3 10 3
davs. There are however emergency and priority sitnations whicl may require
immediate yesponse from the service provider. An example of this wounld he o hostage
situation where time is of the essence.

Standard 23: For the duration of the interception, law enforcement agencies
require that the reliability of the services supporting the interception at least
equals the reliability of the target services provided to the interception subject.
Law enforcement agencies require the quality of service of the intercepted
transmissions forwarded to the monitoring facility to comply with the
performance standards of the network operators/service providers.

For further information, please contact Public Safety Canada,
National Securily Technology Division &
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Law enforcement would expect nothing more less than the qualite of service afforded 1o
any other customer,

For lurther information, please contact Public Safety Canada,
National Securily Technology Division. 1
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