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“Anonymous” threatens Toronto with cyl;e attack
KEY POINTS
. On 2011 11 13, the international collective “Anonymous” posted a video on YouTube

threatening cyber attacks against the City of Toronto if it follows through with plans to
ovement “to a peaceful conclusion”. In the video,

immediately.

ANALYSIS
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2) “Anonymous” has conducted many successful

group attacked Australian government web sites
attack. Further, open sources report that the Mayor ¢
backers, as well as contact information posted online r
member of “Anonymous” after an eviction notice was served: to
have also been threats made by “Anonymous” that have not matefialis
the group that they would “erase” the Toronto Stock Exchange (TSX

3) During the summer 0of 201 1, dozens of “Anonymous” members were arrested in several countries
for their attacks on corporate and sensitive government web sites. The group gained notoriety for
taking down PayPal and Visa for ceasing to conduct business with WikiLeaks after it released
thousands of US diplomatic cables. “Anonymous” also took down the web site of Monsanto, a major
biotech company, accusing it of being “corrupt, unethical and downright evil”. The group has vowed
to avenge the arrest of its members. .

4) According to open information 1 b r.attacks, “Anonymous” uses a method referred to

ash of the site. “Anonymous
on attack which consists of

5) On2011 10 18, the US Department of Homeland Security National Cyber-security and
Communications Integration Center (NCCIC), was quoted as saying that the information available
on “Anonymous” suggests they currently have a limited ability to conduct attacks targeting
Industrial Control Systems (ICS). However, experienced and skilled members could develop
capabilities to gain access and trespass on control system networks very quickly. Moreover, free
educational opportunities (conferences, classes), presentations at hacker conferences and other high
profile events / media coverage have raised awareness to ICS vulnerabilities and have likely
shortened theétim; ded to develop sufficient tactics, techniques and procedures to disrupt ICS.

of identifying “Anonymous” individuals or sympathisers
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8) ITAC continues to monitor the situation and will provide up&%ité,s. sne ssary

This document is the property of the Integrated Terrorism Assessment Centre (ITA épared’by ITAC, it is derived from various
sources with information effective as of the date of publication. It is provided to your agency/department in confidence and may be
further disseminated by your agency/department to those with the need to know. It must not be reused in any way, in whole or in part,

without the consent of the originator. Any feedback should be directed via email to TTAC at or to ITAC Partnerships
at

This document constitutes a record which may be subject to mandatory exemption under the Access to Information Aet or the Privacy
Aet. The information or inteitigence may also be protected by the provisions of the Canada Evidence Act. The information or
intelligence must not be disclosed or used as evidence without prior consultation with TTAC.
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FAITS SAILLANTS

. Le 2011 11 13, le groupe international Anonymous a diffusé une vidéo sur YouTube
dans laquelle il menace la municipalité de Toronto de cyberattaques si elle met fin
pacifiquement au mouvement d’occupation comme elle entend le faire. Dans la vidéo,
Anonymous ¢''que “Toronto disparaitra d’Internet si elle s’oppose aux
manifestants.

. A compter de 10 >
-ville de Toronto-ont
d’occupation indiquant 't

ANALYSE
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réalisées, par exemple, celle de faire dlsparaltre la Bourse de Torontoﬂde sur‘Int

3) Au cours de I’été 2011, des dizaines de membres du groupe Anonymous ont été arrétés dans
différents pays pour avoir perpétré des attaques contre des sites Web gouvernementaux sensibles et
des sites Web commerciaux. Le groupe a gagné en notoriété lorsqu’il a paralysé les systémes de
PayPal et de Visa, des entreprises qui ont cessé de faire des affaires avec WikiLeaks apres la
publication de milliers de cables diplomatiques américains. Le groupe Anonymous a aussi paralysé
le site Web de Monsanto, une importante société du secteur des biotechnologies, qu’il a qualifiée
de corrompue et d’immorale et, somm : oute d étre le Mal incarné. Anonymous a juré de venger
’arrestation de ses membres :

4) Selon des mformatlons,de OUTCE ouvertes " Ang ousrecourt a I’attaque par saturation pour

groupe utilise aussi une techmque de plratage connue 50us
a exploiter une faille dans la programmation d’un ordinateut:
les mesures de sécurité, d’accéder a un réseau et de voler des infq

injection SQL, laquelle con51ste
hnique permet de contourner
1ations.

5) Le National Cybersecurity and Communications Integration Center du Department of Homeland
Security des Etats-Unis a indiqué le 2011 10 18 que les informations dont il dispose sur Anonymous
donnent a penser que le groupe ne posséde que des moyens limités pour effectuer des cyberattaques
contre les systemes de contrle industriels. Toutefois, les membres habiles et chevronnés du groupe
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8) Le CIET continue de surveiller la situation et fera le point au beso

MANTPCLATION DE RENSEIGNEMENTS

Le présent document est la propriété du Centre intégré d'évaluation du terrorisme (CIET) et a été préparé par celui-ci. Il s’appuie sur des
informations qui provuennent de diverses sources et qui sont valables & la date de publication. Il est fourni a votre organisme ou
ministére i reiconﬁd lel et peut tre communiqué directement par votre organisme ou ministére a d’autres personnes selon le
principe du bewbip: 0 lne doit pas gtre réutilis¢, de quelque mamére que ce soit, en tout ou en partie, sans le consentement de
I"expéditeur. Pour >u communicquer avec la Soug-section

mes de la Loi sur accés a Vinformaiion et de la Loi sur la proteciion des
ymmunication des informations ou des renseignements qu'il contient

preuve sans consiiltati
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“Hacktivist” collective threatens Alberta

KEY POINTS

. On 2011 07 13, Operation Green Rights, self-identified as a project of the “Hacktivist”
collective known as Anonymous, published a press release on YouTube announcing the
beginning of a cyber campaign targeting companies involved in the oil sands industry.
The group indicated its sohdanty w1th direct action activists gathered along US
Highway 12 in Montana’ >
Alberta, Canada oil sands, 3

potential to disrupt c;érpora
as the RCMP, are aware of thy

ANALYSIS

1)0On 201 1 07 13 \Operatlon Green Rights, self-ldentlﬁed asaproject of the “Hackt1v1st” collective
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2) The same day, 2011 07 13, Monsanto, a multi-

had been the victim of a cyber attack. Anonymous.clai
and compromised corporate mail servers, releasing the na
addresses of 2500 Monsanto alleged employees. ‘

the same series of attacks, Anonyrnous also attacked Amazon, but was unsuccessful due to the
company’s robust online infrastructure.

4) According to open information, in most cyber attacks, Anonymous uses a method referred to as
Distributed Denial of Service (DDoS), which consists of directing a large traffic surge to a web site
until it becomes overwhelmed and cannot operate efficiently. Depending on the design and capacity
of a web site, DDoS attack consequences can range from a slowdown, or speed up to a potential
crash of the site. Anonymous also w < ng -tool known as SQL injection, which consists of
exploiting a vulnerable code on a compiter s h's‘ allows the hacker to bypass security
measures, obtain access t'ow ' { 1

5) Authorities in Alberta, as wé as’

6) ITAC is providing this report to our stakeholders for awareness purposes.
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2011 06 21
Proposed creation of an electronic e-jiha
KEY POINTS
. an individual posting to the A/ Shumukh jihadist web forum proposed

the creation of an electronic e-jihad centre, the focus of which would be cyber attacks
specifically targeting the SCADA systems of the United
States, the United Kingdom and France.

ITAC is providing this report fo

ANALYSIS

1) an individual posting to the A/ Shumukh jihadist web forum proposed the
creation of an electronic e-jihad centre, the focus of which would be cyber attacks.
specifically targeting the United States, the United Kingdom and France.

2) The following

ere identified as potential cyber targets to be attacked:
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3) The posting provided specific pre-requisites an
members of the e-jihad centre, indicating that prospecti
knowledge of hacking techniques. Additionally, prospeéti 1
languages, preferably Chinese, English, French or Russian.

6) ITAC is providing this repo
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10 Information Act or the Privacy
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feedback should be directed via email to CSIS-ITAC
at

nsent of the originator. Any
fough CGOC / Threat Triage Centre
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FAITS SAILLANTS

. un individu a publié un message sur le forum jihadiste en ligne
Al Shumukh dans lequel il proposait la création d’un cybercentre pour le jihad
¢électronique qui se concentrerait sur la perpétration de cyberattaques

plus particuliérement les systémes d’acquisition et de contrdle des
données (SCADA) des Etats-Unis, du Royaume-Uni et de la France.

Le CIET fournit le présent rzwi"p'po'; a titre informatif

ANALYSE

1) un individu a publié un message sur le forum jihadiste en ligne A! Shumukh
dans lequel il proposait la création d’un cybercentre pour le jihad électronique qui se concentrerait
sur la perpétration de cyberattaques plus particuliérement les

RN
fmdi

Ftats-Unis, I& Royatime-Uni et la France. -

iers généraux comme les systémes centraux de stockage
tetnes des bourses et des grandes banques;
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- Les sites et les données des grandes sociétés financiéres qui’

3) Dans le message, il y a une description des condition
techniques que doivent posséder les membres éventuels du cybe
électronique. Ces derniers doivent aussi avoir une connaissance: py
piratage et maitriser certaines langues, de préférence le chinois, I’ang

6) Le CIET fournit le présent rapport A titberints
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Pour commumquer avec le CIET, veuillez pamer par le Centre des opénmom glnbale au




Objective

1. This biannual update provides an overview of terrorist and extremist threats to Can aﬁs and
Canadian interests at home and abroad. Since the last update (ITAC 11/82) was issued on 2011
08 31, the terrorist threat environment has not significantly changed. The intelligence cut-off
date for this update is 2012 04 01.

. thé ™o nt threat to Canadians and Canadian interests at
home and abroad over the

. much of Al Qaed
on survival, and that AQ Core is increasing]y “likely t
actors and AQ affiliates. These attacks, combined wi
propaganda, are designed to maintain AQ’s position at
movement.

dally attention is now firmly focussed
¢ly on attacks undertaken by lone
steady stream of AQ media
& forefront of the global jihad

. AQ affiliates Al Qaeda in the Arabian Peninsula (AQAP) and Al
Shabaab (AS) continue to represent elevated terrorist threats. Recent jihadist messaging
and. attack plotting indicate a move away from complex plots or, at minimum,
augmentmg these plots with smaller-scale attacks against a broader range of targets.

b Spring” in North Africa and the Middle East remain
npt.to take advantage of political unrest and replace
\pa,thetlc to”an extremist alternative.
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. some Canadian and Western youth continue to be at risk of
radicalization through their travel abroad in particular to Somalia, Yemen, Afghanistan
and Pakistan. While some individuals may seek to’ n arlous ‘jihads’ abroad, others
may seek to acquire training and fighting experience . Western countries and
carry out terrorist attacks at home. : ‘

. terrorist attacks will coriti aimed at targets

Assessment Note: This assessment primarily draws upon a body of unclassified informati
media reporting. It strongly relies on historical incidents as indicators of future terrorist threats in
the near to medium term.

Any use of the term jihad in this document should be interpreted as referring to violent
action undertaken by extremist Islamists, primarily inspired by AQ’s “single narrative”, which
states that Sunni Islam is under, threat‘_from the West and that it is the duty of all Muslims to take
action, including violence, to defénid the

Canadian Connectlons

, 2001, terrorist attacks, in
..to terrorism. More recently,
dead after a suicide bombmg at a

2. Fall 2011 marked the 10-year.
whlch 24 Canadians died, remindi
in April 2011, a couple from Montreal were
popular tourist café in Marrakech, Morocco,: Canadians;’
Amanda Lindhout and Colin Rutherford, have also bex tims of several high-profile
kidnappings by terrorist groups since 2008. ‘ 2

3. At home, terrorism and extremism remain ongoing concemns, as demonstrated by various
recent terrorism-related arrests and convictions. For example, Pakistani-Canadian Tahawwur
Rana was convicted on 2011 06 09 in a Chicago court of providing material support to Pakistani-
based terrorist group Lashkar-e-Tayyiba (LeT). Tahir Sharif, an Edmonton-based man of
Kurdish descent; was arrested in January 2011 for al]eged facilitation activities in support of AQ
in Iraq. Sharif’s fig-is set for May 2012 and he is facing extradition to the US for terrorism-
related charges: - e

pre-trial dates for Ahmed and §l"ifer, ace se ;’ilotting terrorist attacks in Canada, are June 18 to
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July 13, 2012. Alizadeh and Ahmed are also accused of possessmg and making explosives for a
terrorist group. s

7. Tt is also notable that in its 2011-2012 Reports on Plans an
Mounted Police (RCMP) stated that it expected to either mak
suspected terrorist and other national security threats in upcom g

rupt.at least SiX
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Where Does the Threat Come From?

9. Over the past year, Canadians and Canadian interests ve'faced a more diverse and complex
terrorlst threat, both at home and abroad.

" Terrorist threats to Canadians and ¢
sources: AQ-inspired domestic extremists; AQ “and.
groups; and issue-based domestic extremists.

Domestic AQ-Inspired Extremism: the Greatest Threat )

10. Domestic extremists who subscribe to the AQ ideology pos
Canada. Western Islamists — including converts to radical Islam - :

They understand Western culture, speak its langua;
move easily within its societies.

11. Motivated by ideas that Islam is threatened by Western policies and culture, these Islamists
support the use of violence against their home or adopted countries. Some are attracted to jihad
abroad, while others are radicalized or inspired by AQ
ideology, but do not travel to fight abroad. Recent jihadist

extremists in Canada, the Uni
elsewhere.

Role of the Internet

12. AQ and affiliated groups continue to pursue the radicalization, recruitment and training of
Westerners, including Canadians, through increasingly accessible and sophisticated online
propaganda. The growth of internet forums and the use of social media, as well as the
professional quality of jihadist propaganda, have played a significant role in spreading the
jihadist ideology on the Internet. The Internet allows jihadists to share ideas and sermons about
violent thad as; 11 as access professionally designed online teaching manuals on bomb-

devoted to both AQ figures
1_17_the social media site
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Prison Radicalization

14. Studies have identified that Islamist extremists hav be

1 “further radicalized in prisons in
countries such as Canada, the United States, Britajn, France ‘

Globally, AQ Core, AQ Affiliates and Like-Minded Groups
Remain the Primary Threat

15.

The primary threat remains Islamist terrorists, in
particular AQ and its affiliates based in Afghanistan, Pakistan, the
Middle East and Africa. o

Al Qaeda (AQ) Core

16. AQ Core is under sust
US forces and much of AQ Coré’
of AQ senior leader Usama bin Laden (
deaths of general manager Atiyah abd
many other operatives, has seriously weak

17. AQ Core still leads the global jihad movement by providing idé loglcal cohesion, inspiration
and direction to its affiliates, like-minded groups and individual ‘éxtremists. In June 2011, AQ
Core’s senior leaders released a video emphasizing the importance of individual jihad in the
West and in February 2012, AQ senior leader al-Zawahiri released a video message in support of
the Syrian uprisings.

18. AQ Core ‘hastraditionally ’focussed on conducting high -profile, mass-casualty terrorist

has d1vers1ﬁe ,ﬁ,asw;thew global jihad is 1ncreasmgly being driven by
aiﬁhates Recent _|1had1st messagmg and attack plotting
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AQ in the Arabian Peninsula (AQAP)

19. Yemen-based AQAP is a capable and innovative ‘gr
strategy, balancing local, regional, and international agendas
mounting attacks both within Yemen, in neighbg lng Saud
the West. The group has attempted two attag :
"underwear bomber" in 2009, and the cargo printersplo
on targeting the aviation sector.

as adopted a multi-pronged
oh; the group is dedicated to
‘states, and against

20. In the fall of 2011, AQAP radical ideologue Anwar Awlaki
was killed in a targeted air strike.

21. Since the spring of 2011, Yemen-has been experiencing a serious political crisis

22. AQAP has successfully expl
in Yemen.

taken and held new territory
Al Qaeda in the Islamic Maghreb (AQIM)
23.

Kidnapping foreigners for
most profitable activity, bringing in millions of dollars in revenue.

ransom is AQIM/

1anded that France withdraw its troops from Afghanistan in
h-hostages who were kidnapped in northern Niger in
AQIM warned the French, British, Swedish and
,them would result in the death of hostages.

25. AQIM is taking advantag of unrest to acquire weapons and expand its influence

AQIM has also identified
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Nigeria as a country of interest and has promised to assist and train Boko Haram, a Nigerian
Islamist extremist group. -

Al Qaeda in Iraq (AQI)
26. In 2004, Al Qaeda in Iraq (AQD was founded: b
faithful to this vision, conducting attacks throughout Iraq ncl
multlple Improv1sed Exp10s1ve Dev1ce attacks in Baghdad in 1

suggest an ongoing AQI focus on attack planning against Western countries. Fi r AQI
propaganda issued in January 2012 declared victory over the US military in Iraq, stating, "we
will come to you from all over...you will hear our footsteps on the ground,”" a possible reference

to future attacks against the US.

Al Shabaab (AS)

27. In August 2011, AS w1thdrew itsf

s:from the Somali capital, Mogadishu However on
2011 10 04 AS dramatlcally‘,vreasserie | itse :

malia in pursuit of AS and to
spective. countries. This muilitary
sunts of territory and the group vowed to
-6f,2011 were believed to have been
omalia.

and November 2011, Kenyan ah
bring securlty to the areas of S ,
incursion caused AS to lose control ov :

conducted by AS in retaliation for the Kenyan

28. Western interests aré believed to be priority targets
for AS. It is notable that Canada was specifically identified as one of several countries targeted
for attack in the martyrdom message of an American citizen and AS member who conducted a
deadly suicide bombing in Somalia on 2011 10 30. Unclassified reporting indicates that
approximately 20 Somali-Canadians are believed to have travelled to Somalia to engage in
violent jihad as-foreign fighters. On 2012 02 09, AS declared its affiliation with AQ. The
combination ‘of /this -declaration, along with the deteriorating AS situation in Somalia, raise
concern that for: 1ghters may dlsengage from Somalla to continue their violent jihad

’ “mg' western education is a sin" in the Hausa language,
BH’s goal is to establish an Islamic Cahph hroughout Nigeria. Nigeria has been identified by
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AQ as a country of focus due to its large Muslim populatlon and numerous Western, including
Canadian, interests. g

igerian states and have
ecember 2010, BH

30. The majority of BH operations have been conﬁned i
targeted government, military, pohce and Chr1st1an entltles Hc)w Fer

further departed from its domestic targeting patte
Nigerian capital of Abuja, killing at least 24 people.

BH attacks have increased in frequency and sophlstlcanon since 2(
fighting alongside AQIM in the Touareg rebellion” in Mali,

Other International Terrorist Groups and Regions of
Concern ‘

1 ?«"'32*““‘Whil§ Canadian authorities have long focused on groups

instability in the Middle East an
Liberation Tigers of Tamil Eelam (L1

33.
, LTTE
continues fundralsmg activities within Canada, but aI 'd capacity. The Canadian
government is actively working to reduce the possibility of further maritime migrant smuggling
with potential links to the LTTE, as demonstrated by the 2011 06 14 arrests of four Sri Lankans
on human smuggling charges. The individuals were crew members of the MV Ocean Lady, the
vessel that arrived on Canada’s west coast in 2009,

y capable extremist organization which has been
1-India, including the November 2008 Mumbai
-Canadians.

itionally been limited to South Asia. However, in
| attack against the offices of a Danish newspaper
lepicting the prophet Mohammed. The Danish plot
represents a rare foray into internztiorif attack operations and the organization is not known to
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have carried out a successful operation outside of South Asia.

Abu Sayyaf Group (ASG)

centres. The ASG is known to operate in concert with other terrorlst groups in the Philippines,
namely, the Moro Islamic Liberation Front, currently in peace negotiations with the Philippine
govermnent.

Tehrik-e-Taliban Pakistan (TTP)

37. Canada listed Tehrik-e-Taliban lP'W'akistan (TTP) as a terrorist entity on July 5, 2011. The TTP
aims to overthrow the Pakistani gts{r ent to create a Taliban-style Islamic emirate ruled by

bomber, Faisal Shahzad in Pakl tan 120.j\
Hizballah
38. Hizballah has had a presence in Canad
Hizballah supporters conduct fundraising, procurement and intelli‘géﬁce activities in Canada, and
are involved in organized crime, including fraud. Hizballah continues to threaten retaliation

against Israeli interests worldwide for the killing of key individuals in the past two years.

39. The Arab Spring and the unpredictable nature of the current situation in the Middle East,
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2011 10, Canada expanded sanctions against Syria by freezing Assad regime assets and
prohibiting dealings on designated individuals and entities associated with the regime.

41. On 2012 01 23, a Syria-based jihadist group calllng itse
formation in a video statement, claiming “we wi '
the attacks of this criminal Al Asad army...
affiliated jihadist websites to claim credit for a scrie ;
in Damascus on 2012 03 17 that killed 27 people and wound

rah Front announced its
iking hand to repel
ilized AQ-
Y bombings

Iran

42. Canadian Prime Minister Stephen Harper has said that Iran poses the "worlds:
threat to international peace and security" because of its nuclear ambitions. On 2012501 31,
Canada expanded sanctions against Iran, freezing the assets of five entities and three individuals
in response to proliferation activities undertaken by Iranian authorities.

43. Iran's support for terrorism is considered an important means of furthering its national
interests and of exporting the "Islamic Revolution"; Iran has been linked to AQ, Hizballah,
Hamas, TTP and other groups:;On 2012 02 16, the US Treasury Department designated the
Iranian Ministry of Intelligence Security (MOIS) for its support to terrorist groups and its
role in perpetrating human _rights™ aby ccording to the Treasury, MOIS facilitated the

missile programs and its support fo th

was implicated in the plot to assassinate 'tk :
one of which is an alleged IRGC-QF membe ‘wer
Adel Al-Jubeir while he dined at his favourite r

ctober 2011 the Qods Force
ador in Washington D.C. Two men,
{'and charged with conspiring to kill

The Sinai

44, On 2011 08 18, attacks carried out by Sinai-based extremists near the Israeli city of Eilat left
8 Israelis killed and thirty-one injured. In August 2011, a proclamation announcing the alleged
establishment of an AQ “Emirate of the Sinai Peninsula” appeared on AQ-affiliated websites but
was quickly. remaved However, in December 2011, another Sinai-based group calling itself
Ansar al- thad uéd an _online manifesto announcing its formation and pledging allegiance to

ng Security Concern
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46. While protest. activities in Canada are generally
peaceful, a small'nu of 1ssue-based extremists have
'in, Canada to engage in

perlmeters, assault agams
to achieve their objectives.

47. The Freeman on the Land is a growing anti-government movement in Canada that-includes
adherents from both the left and the right wings of the political spectrum. At the core of the
movement’s beliefs is the idea that the government operates outside of its legal jurisdiction and
therefore Freeman members do not recognize the authority of national, provincial, or municipal
laws, policies or regulations. Freeman members now constitute a major policing problem in
several provinces and have occas10na11y engaged in acts of violence against the police.

48. In November 2011, German v inked a series of race-related murders conducted
between 2000 and 2006, as.well as"’th 00 kﬂlmgwof a German police officer, to a neo-Nazis
terror cell. The cell had be ‘ ’ ,

appears to be part of a‘broade

violence against minority groups or’propert

49. Aboriginal communities across Canada remain focussed on key issues such as sovereignty
and outstanding land claims. At times more radical members of Aboriginal warrior societies
advocate violence as a means of drawing attention to these issues.

Potential Targets of Terrorist Attacks: A Broadening Array

50. Dlsrupted and fai d terronst plots indicate that AQ and affiliated groups continue to focus
on hlghl symbo 1 attack planning against the United States, Israel and their Western
ver poss1ble‘ « Q aims to attack targets which would generate worldwide media

The Olympic Game

51. The terrorist threat in the’ UK ~ 3 recent domestic
counter-terrorism successes and the deaths o key AQ figures in the Afghanistan-Pakistan region.
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Critical Infrastructure

53. AQ has long prioritized attacks against Western financial, economic and business interests
globally, as well as oil interests in the Middle East. Analysis of material extracted from the UBL
compound in Abbottadad, Pakistan, revealed that UBL and his associates were very interested in
mounting attacks on “infrastructure targets’, specifically critical transportation infrastructure in
large cities The UBL compog d- mformatlon also emphas1zed that pr10r1ty was placed on

Transportation

54. The global transportation-n
terrorist organizations seeking to , S
the transportation sector have tradltlon? s W1th commermal av1atlon, reportmg
from the UBL compound indicates that AQ st ersh

10 while in February 2012, a
jihadist poster in a web forum posted ideas on how to repeat the 9/11 attacks. These incidents
demonstrate that transnational terrorist organizations remain committed to exploiting potential
transportation security vulnerabilities to stage mass-casualty attacks against high-value
transportation targets.

55. In addition 4o _inflicting civilian mass casualties, attacks against the global transportation
network may otivated by economic factors. As demonstrated by AQ’s continued
ers, terrorist organizations are willing to directly attack the
-reasons if they believe damaging the global economy will

6perqte worldwide and have previously been targeted by
; s dintention to target oil infrastructure on many
occasions, and the group has 1ndlcate -al ular interest in striking against those involved in
exporting Middle Eastern oil resources to the ‘West. employees and assets of
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various Canadian-based energy companies continue to face a real threat from AQ and affiliated
groups, such as AQAP and AQIM, in global regions of ¢ nﬂlct and instability, including the
Arabian Peninsula and North Africa. ;

Communications and Information Technology Infrastructur
57. Terrorists and extremists continue to relyd on'e
support for terrorist activities, including communicatio
training,

58. The threat of cyber attacks on critical infrastructure sector

concern, especially in the sectors of energy, finance, telecommunications a:nd-sg
sectors.

Other Potential Targets

Commercial Interests

60. AQ and its affiliates have attacked various busmess interests, -and hotel chains and luxury
hotels catering to Westerners in Muslim countries continue to be targeted. Notable hotel attacks
include the Intercontinental Hotel in Kabul, Afghanistan (2011), the Pearl Continental,
Peshawar, Pakistan (2009), the Taj and Oberoi, Mumbai, India (2008), the J.W. Marriott, Jakarta,
Indonesia (2007), and the Hyatt, Radisson and Days Inn, Amman,
Jordan (2005).

61. Issue-based

calling itself FFFC-Ottawa
al the-Royal Bank of Canada
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Western Economies and Terrorist Resourcing/Financing

62. Documents obtained in the Ma UBL compound raid revealed
that one of the main prionties of UBL anc was to cause significant
harm to the economy o ‘the. Ui e i

money for thelr activities through fundraising W1thm local dlaspora communltles in dex
countries (including through coercion and so-called diaspora ‘“taxes”), secking donations from
rich or sympathetic governments, and through criminal activities such as fraud, drug trafficking,
or kidnapping for ransom.

'64. According to the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC)
2011 annual report, 103 cases”o] po ible terrorist activity financing and threats to Canada’s
security were detected and shared "wi
2011, the charitable status of the’
(CFTRR) was revoked
operate as part of the terrori

Terrorist Tactics

65. Tactics employed by terrorists vary widels 4
threat actor, target vulnerabilities, situational oppoﬁumtl
planned over long penods by several individuals, be spont:
number of variations in between.

ks. Terrorist attacks can be
s acts by lone actors or any

66.

‘ e AQ Core has traditionally focussed on
high-profile mass-casualty'terrorist attacks against the West,

67.
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,qs 1nclude person and

provide greater impact as well as the possibility «
attack.

relatlvely rare in spite of the tactical advantages they offer to assaﬂanl
terrorist attacks in Mumbai, India, involved ten gunmen and multiple targets, Tastin
days and capturing global media attention. The Mumbai attacks demonstrate the potentlal
lethality of well-planned coordinated attacks against soft targets using multiple tactics, including
commercially available small arms.

Chemical, Biological, Radiological and Nuclear (CBRN)

70. On 2011 10 27, Alaska resident
Morgan was apprehended by Canadian,
Morgan was subsequently turned ovér:to
including being a felon in possession of 4
documents, at the time of her attempted border cr g was had numerous documents,
including background information downloaded from the 1ntemet f ricin, directions on how to
build pipe bombs, make salt into an explosive, and a list of comitmon household poisons and a
reference to a “poisonous plants database” (which includes the castor plant from which ricin is
derived). and the case remains before US courts.

ka Canadian port of entry.
and indicted in the US on charges,

HANDLING INSTRUCTIONS

protected by the brovst ns. of the ad f{?é"ﬁce Act. The information or intelligence must
not be disclosed or used as evidence without prior consultation with ITAC.
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 want Mexican cartels designated as terrorist organizations

Caul (R-Texas) has introduced a bill co-sponsored by Congressman

3).to-designate seven Mexican drug cartels as foreign terrorist
. a similar bill (H.R. 1270) in June 2011, but it went no

. “Terrorism and Homeland Security. HR. 4303 was

ommittees on 2012 03 29. Most bills never make it

past this point to be debated i
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What follows is a list of other ITAC products that weré};

Threat Assessments

Lasers

Laser 12/83. . Threat to Jewish festival in Tunisia

hﬁ'om April 11 to April 17 2012.
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Canada-Related

1. EGYPT: Jihadist group threatens UN Peacekeepers in Sinz
A newly emerged, jihadist group calling itself Jund:al Sharia
announced itself on jihadist web forums. The Sinaj-bas 0]
Egypt and seeks to impose Islamic law throughout the+ ¢
demands which included; establishing Islamic law thro
Muslim sisters from monasteries of the Crusaders, and wit
Sinai.

2. US: Gunman attack in Wi
According to media reports, a lonc ‘gun:
Sikh temple in Wisconsin on 2012 08”0
Page’s activities were tracked by the Us. '

FBI believes that Page acted alone and has not:
wound following a shootout with police.

i otive. Page died from a self- mﬂlcted
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4. TURKEY/SYRIA/IRAQ: Turkish military escalates fight against Kurdish Kongra
Recent media reports indicate that Turkey’s mllltary has escalated its offensive against 'Kengra Gel
(KGK) a.k.a. Kurdistan Workers’ Party (PKK) targets in the mountainous region of southeastern Turkey.
Separately, the Kurds in northern Syria are reported to have taken control of local towns amid the
rebellion against President Bashar al-Assad. The media reports Ankara is concerned that a Kurdish-
controlled region in Syria could become a base for the KGK. Turkish Prime Minister Recep Tayyip
Erdogan has threatened further military action should this happen.
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Other ITAC Products

What follows is a list of other ITAC products that were publz; d'from 01 August to 07August 2012.

Threat Assessments

ITAC 12/81 - ITAC 12/82
LONDON 2012 OLYMPIC and PARALYMPIC GAMES DAIL

ITAC 12/84 - ITAC 12/85 P
LONDON 2012 OLYMPIC and PARAL YMPIC GAMES DAILY INTELLIGENCE SUMMAR

ITAC 12/88
LONDON 2012 OLYMPIC and PARALYMPIC GAMES DAILY INTELLIGENCE SUMMARY - 2012 08 04

ITAC 12/89 - ITAC 12/90
LONDON 2012 OLYMPIC and PARAL YMPIC GAMES DAILY INTELLIGENCE SUMMARY - 2012 08 05

ITAC 12/91 - ITAC 12/92

I, SUMMARY - 2012 08 07

Lasers

Laser 12/164

Laser 12/166
Laser 12/167

Laser 12/168  Arrest of three suspected Al Qaeda members in Spain
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All information and intelligence contained in the WTR is presented in the lariguage it
ITAC. All ITAC comments and analyses contained herein are availab

sont présentés que dans la langue dans laquelle ils ont été transmis au CIET. Par contre;le
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Other ITAC Products

What follows is a list of other ITAC products that were publ ishéé ber to 2 October 2012.

Threat Assessments

ITAC 12131 - Two More Furopean
This assessment highlights the poten
violent,

Lasers

Laser 12/213 Terrx JONES to visit Toronto, October 2012
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agency/department in confidence and may be further dissemin: y
appropnate security clea:ances and appropnate secunty systems to

should be directed via email to ITAC at

This document constitutes a record which may be subject to mandatory exemption under the Acce N
Information Act ot the Privacy Act. The information or intelligence may also be protected by the provisions of

the Canada Evidence Act. The information or intelligence mmust not be disclosed or used as evidence without
prior consultation with ITAC.
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