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Executive summary

In the February 2014 Research Advisory Board (RAB) meeting at the Communications
Research Centre (CRC), the research topic of wireless privacy in Canada was proposed and
approved for a short-term investigation. Concerns over privacy for wireless services arise from
the evolution of wireless technology combined with the omnipresence of telecom and Wi-Fi
infrastructure. In this context, widespread wireless usage enables a real threat that intrusions and
security breaches could compromise the privacy of Canadians. This report contains results and
findings of technical investigations, and provides recommendations for Industry Canada.

In order to provide mobility, devices transmit system information that is required for
proper functioning of the wireless and wired network and applications. Some system
information, often referred to as metadata, indicates device identity. When metadata is collected
from wireless devices over an extended period of time and is corroborated with known physical
access location and time, usage patterns emerge that reveal information on the characteristics and
preferences of the user. When metadata collected from one source is merged or fused with other
sources, a clearer picture is revealed on the behaviour and traits of the device owner. Over weeks
and months, the fused information can, ultimately, be used to identify the user of the device and
glean personal information. As consumers migrate towards electronic wallets and e-commerce,
there is a concern that privacy breaches over wireless infrastructure may slow down or even
inhibit the adoption of these new applications.

The aspects of privacy under study by CRC concern the collection of wireless metadata
that demonstrate patterns of activity and are used in fusion and processing to assemble personal
information. Also studied is the assessment of the protection level of users’ communications.
These studies provide the Department’s Spectrum, Information Technologies and
Telecommunications (SITT) sector with valuable information, while adding credible research
sources to policy and partnership development. The scientific approach used was the
identification of potential issues, documentation of issues, and demonstration of the ease in
which current inexpensive technology can be deployed to invade privacy. Many topics addressed
in this work merit a thorough R&D investigation within a longer-term project.

The following questions, concerning the state of wireless privacy today in Canada, have
been addressed within the study:

Question 1: What is the level of privacy protection for wireless service users in Canada?
How does it compare to other nations? This study was initiated in response to disturbing news
stories about wireless privacy in Canada, and concerns about the level of protection inherent in
the radio protocols. Experimentation with inexpensive equipment was conducted to assess how
someone with few resources and modest education could take advantage of inexpensive radio
equipment and free software from the Internet. In this context it has been found to be easy to
obtain unique device identifiers that can be used to breach privacy. Based on initial
measurements on telecom service conducted around Ottawa, Canada’s wireless privacy is
comparable with the US and behind Western Europe.

Question 2: Where are the weaknesses for access to private information within the
established wireless services in Canada? Can users play a role in securing their own device
information? There are weaknesses in Wi-Fi and telecom technologies that allow unique
identifiers of mobile devices to be surreptitiously taken using inexpensive hardware and free
software from the Internet. There are options for service providers and users to secure their
information, such as proxy identifiers. These are not widely used due to the effort required by
users.
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Question 3: What are the potential scenarios for the interception of signals for common
wireless technologies in Canada? Users with minimal technical expertise can use inexpensive
hardware and software tools and methods described on the Internet to capture the unique device
identifiers of mobile devices while remaining unseen and undetected. This can be done from
outside a building, to a pedestrian, or to a passing vehicle under certain conditions. These
identifiers, combined with location and time information, can be sold to companies with
expertise in data and identity fusion, and analytics.

Question 4: How can the collection of information and metadata from wireless protocols
compromise Canadians’ privacy? Information and metadata collected from wireless devices
can be used in data fusion where single measurements, of little privacy concern on their own, are
combined to create a meaningful picture over time. This processing reveals profiles of people’s
habits, preferences, travels and sometimes identities. Inexpensive and easy-to-use technology is
disruptive by enabling automatic collection of metadata from thousands of people in urban
environments.

There are possible actions of a technical nature that can address wireless privacy, and can
be summarized as:

1) Engage service providers for discussions on privacy in wireless networks in Canada. The
department can obtain information on privacy protections in relation to peers (ie., “to
complete the map” for Canada).

2) Partner with industry to increase the level of wireless privacy in Canada. Propose an action
plan to establish best practices of factory settings for equipment and consumer devices
retailed in Canada through engineering and certification, regulation, or other policy options,
and identify how telecom and Wi-Fi standards can be configured within infrastructure
equipment to maximize wireless privacy.

3) Establish parameters of privacy metrics with industry players, other government departments,
and other countries.

4) Work with industry to steer international standards towards enabling greater protection of
privacy in wireless networks.

5) Ensure CRC will remain available for consultation on any technological possibilities
regarding privacy in the wireless domain.

In conclusion, there is no single “smoking gun” enabler that, if solved technologically,
would deliver total privacy to wireless users. Rather, addressing the problem requires an eco-
system of solutions developed by regulators, industry and R&D organizations that, when taken
together, will deliver an enhanced level of privacy protections.
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Résumé

A I’occasion de la réunion de février 2014 du Conseil consultatif de la recherche (CCR)
du Centre de recherches sur les communications Canada (CRC), les membres ont proposé et
approuvé la protection de la vie privée sur les réseaux sans fil comme sujet de recherche a court
terme. Les progres de la technologie sans fil ainsi que I’omniprésence de I’infrastructure des
réseaux de télécommunications et Wi-Fi soulévent des préoccupations a cet €gard. Dans ce
contexte, I'utilisation généralisée de la technologie sans fil constitue une véritable menace en
raison des intrusions et des atteintes a la sécurité pouvant compromettre la protection de la vie
privée de la population canadienne. Le rapport qui suit contient les résultats et les conclusions
des études techniques et formule des recommandations a Industrie Canada.

Pour permettre la mobilité, les appareils transmettent de I’information sur le systéme
requise pour assurer le bon fonctionnement des réseaux et des applications sans fil et filaires.
Certaines informations sur le systéme, couramment appelées métadonnées, font état de I’identité
de I'appareil. Lorsque les métadonnées provenant d’appareils sans fil sont recueillies sur une
longue période et sont corroborées par les données spatiotemporelles connues relatives a ’acces
physique, des tendances d’utilisation ressortent et révelent des renseignements sur les
caractéristiques et les préférences de [utilisateur. Quand on regroupe ou fusionne les
métadonnées recueillies auprés d’une source avec celles provenant d’autres sources, on obtient
un portrait plus clair du comportement et des particularités du propriétaire de I’appareil. Au fil
des semaines et des mois, les renseignements fusionnés peuvent, en définitive, servir a identifier
I'utilisateur et a glaner des renseignements personnels. En cette époque ol les consommateurs
optent pour les portefeuilles électroniques et le commerce €lectronique, on craint que les atteintes
a la vie privée sur I'infrastructure d’acces sans fil risquent de freiner voire méme d’empécher
I’adoption de ces nouvelles applications.

L’étude du CRC portait sur les aspects de la protection de la vie privée ayant trait a la
collecte de métadonnées sur les réseaux sans fil dévoilant des types d’activités habituelles et
servant a la fusion et au traitement de données en vue d’assembler des renseignements
personnels. Elle visait également a évaluer le degré de protection des communications des
utilisateurs. Les résultats de cette étude fournissent de précieux renseignements au Secteur du
spectre, des technologies de I’information et des télécommunications (STIT) du Ministére et
représentent d’autres sources crédibles de recherche en vue de 1’élaboration de politiques et de la
formation de partenariats. La méthode scientifique utilisée consistait a cerner les éventuels
enjeux et a les documenter ainsi qu’a démontrer a quel point il est facile de déployer des
technologies peu coliteuses qui existent a I’heure actuelle pour porter atteinte a la vie privée. De
nombreux sujets abordés dans ce rapport méritent des travaux de R-D approfondis dans le cadre
d’un projet a plus long terme.

Les questions suivantes, ayant trait a |’état actuel de la protection de la vie privée sur les
réseaux sans fil au'Canada, sont abordées dans le cadre de cette étude :

Question 1 : Quel est le niveau de protection de la vie privée des utilisateurs de services
sans fil au Canada? Comment se compare-t-il 2 celui des autres pays? Cette étude a été
entreprise en réponse aux nouvelles troublantes dans les médias au sujet de la protection de la vie
privée sur les réseaux sans fil au Canada et en raison des préoccupations soulevées par le niveau
de protection inhérent aux protocoles radio. Des expériences a I’aide de matériel bon marché ont
été menées pour évaluer comment une personne ayant peu de ressources et un niveau de scolarité
modeste pourrait tirer parti de matériel radio peu coliteux et de logiciels libres offerts dans
Internet. A cet égard, on a découvert qu’il est facile d’obtenir I’identifiant unique d’un appareil et
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de s’en servir pour porter atteinte a la vie privée. Selon les mesures initiales sur les services de
télécommunications effectuées a Ottawa et les environs, le niveau de protection de la vie privée
au Canada est comparable a celui des Etats-Unis et inférieur au niveau de protection en Europe
de I'Ouest.

Question 2 : En quoi consistent les faiblesses des services sans fil établis au Canada en
matiére d’accés aux renseignements privés? L’utilisateur peut-il jouer un réle pour
protéger les renseignements de son propre appareil? Les technologies Wi-Fi et de
télécommunications comportent des faiblesses en permettant de s’emparer sournoisement de
I’identificateur unique des appareils mobiles a I’aide de matériel peu coliteux et de logiciels
libres offerts dans Internet. Diverses options sont a la portée des fournisseurs de services et des
utilisateurs pour protéger leurs renseignements privés, notamment les identificateurs
mandataires, mais on n’y a pas largement recours en raison de I’effort demandé¢ a I'utilisateur.

Question 3 : Quels sont les scénarios possibles d’interception des signaux propres aux
technologies sans fil couramment utilisées au Canada ? Un utilisateur possédant un minimum
de savoir faire technique peut se servir d’outils matériels et logiciels bon marché et profiter de
méthodes expliquées dans Internet pour s’emparer de I’identificateur unique d’appareils mobiles
sans étre vu ni détecté. Il peut parvenir a cette fin a ’extérieur d’un immeuble ou viser un piéton
ou méme un véhicule en déplacement, dans certaines conditions. Cet identificateur unique,
accompagné des données spatiotemporelles, peut étre vendu a des entreprises possédant un
savoir faire dans I’analyse et la fusion de données et d’identités.

Question 4 : Comment la collecte de renseignements et de métadonnées provenant de
protocoles sans fil peut-elle compromettre la protection de la vie privée de la population
canadienne? Les renseignements et les métadonnées soutirés des appareils sans fil peuvent
servir a la fusion de données; une seule mesure, peu problématique en soi pour la protection de la
vie privée, si elle s’ajoute a d’autres mesures, permet d’obtenir un portrait significatif au fil du
temps. Ce traitement de I’information dresse le profil des habitudes, des préférences, des
déplacements et méme parfois de I’identité des gens. La technologie bon marché et facile a
utiliser devient perturbatrice quand elle permet la collecte automatique de métadonnées
provenant de milliers de personnes en milieu urbain.

I1 existe des mesures de nature technique a utiliser pour contribuer a assurer la protection de la
vie privée et que pourrait prendre a cette fin le gouvernement. En voici un apercu :

1) Inviter les fournisseurs de services a prendre part a des discussions sur la protection de la vie
privée dans les réseaux de communication sans fil au Canada. Le Ministére pourrait obtenir
de I'information sur leurs mesures de protection de la vie privée par rapport a celles des
autres pays (c.-a-d. pour « apporter la touche finale a la carte » canadienne).

2) Entrer en partenariat avec I’industrie pour accroitre le degré de protection de la vie privée
dans les réseaux sans fil au Canada. Dresser un plan d’action, entre autres mettre en ceuvre
des pratiques exemplaires quant aux réglages en usine du matériel et des appareils grand
public vendus au détail au Canada au moyen de I’ingénierie et de la certification, de la
réglementation ou d’autres options stratégiques, et déterminer les moyens a prendre en vue
de configurer les normes de télécommunications et du Wi-Fi du matériel d’infrastructure
pour protéger le plus possible la vie privée dans les réseaux sans fil.
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3) Etablir les paramétres des mesures visant la protection de la vie privée avec les intervenants
de I’industrie, d’autres ministéres gouvernementaux et d’autres pays.

4) Collaborer avec I’industrie pour orienter les normes internationales en vue d’assurer une
meilleure protection de la vie privée dans les réseaux sans fil.

5) Assurer la disponibilité du CRC aux consultations sur toute possibilité technologique relative
a la protection de la vie privée dans le domaine du sans-fil.

En conclusion, il n’existe aucun facteur déclenchant flagrant et unique, dont la résolution,
a l’aide de moyens techniques, offrirait une protection compléte de la vie privée aux utilisateurs
de services sans fil. La résolution du probléme exige plutdt un écosystéme de solutions mises au
point par les organismes de réglementation, I’industrie et les instituts de R-D qui, de concert,
permettront d’obtenir un meilleur niveau de protection de la vie privée.
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1. Introduction

In the February 2014 Research Advisory Board (RAB) meeting of the Communications
Research Centre (CRC), the topic of wireless privacy in Canada was proposed and approved by
the RAB for a short-term investigation.

The evolution of technology and mobility of wireless devices, along with the
omnipresence of telecom infrastructure and Wi-Fi connections, are increasing opportunities for
users to be connected from anywhere at anytime. Unfortunately, such ubiquitous connectivity
and widespread usage of devices are opening the door to potential intrusions or security breaches
that could compromise the privacy of everyday users.

As many people use devices for mobile access on a daily basis, they are sensitive to how
their personal information is used. Their mobile devices are significant gateways to mobile
services, social networks and applications that are increasingly important to them. While
Canadians understand that their private information is needed for their applications to work, they
also expect that it will be fairly treated, and used only as required by networks and applications.

Modern wireless networks and protocols are complex, and the network needs to use some
personal information, such as unique-device identifiers, to deliver useful applications and
services to the user. This information may also be collected and stored for further purposes
beyond those originally intended by the user. For example, the information may be shared with
other applications and services that network operators anticipate may be used by the client.

Recently, there have been indications that the personal information used by wireless
devices and services is not being used in line with expectations of users in Canada, where even if
users take some steps to protect their privacy (eg. disabling “cookies™) the technology firms then
follow up with more sophisticated approaches to achieve their goals [1], [2], [3]. This is an old
and familiar issue in the “wired” Internet community, where there have been long-time concerns
about how security protects privacy. Although Canadian laws such as the Privacy Act, the
Personal Information Protection and Electronic Documents Act (PIPEDA), and the Federal Anti-
Spam Legislation address privacy, ongoing technological innovation in wireless systems must
continue to be considered in the evolution of regulatory measures.

Investigations into the protection of wireless privacy at CRC aim to provide Industry
Canada’s Spectrum, Information Technologies and Telecommunications (SITT) sector with
technical background, while adding credible research sources to policy and partnership
development for SITT.

1.1 Role of Metadata

In order to provide mobility, devices transmit system information that is required for
proper functioning of the wireless and wired network and applications. Some system
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information, often referred to as metadata, indicates device identity. When metadata is collected
from wireless devices over an extended period of time and is corroborated with known physical
access location and time, usage patterns emerge that reveal information on the characteristics and
preferences of the user. When metadata collected from one source is merged or fused with other
sources (including application cookies and Internet surfing), a clearer picture is revealed on the
behaviour and traits of the device owner. Over months and years, the fused information can,
ultimately, be used to identify the user of the device and glean personal information. The
technological aspects of privacy under investigation by CRC concern the collection of metadata
over wireless access links, and how these small tokens of data, which contain no personal
information, can be obtained, fused and processed to assemble personal information about a user.

1.2 Background

The Federal Government’s Digital Canada 150 [4] policy indicates a priority on
investigation of privacy as it pertains to mobile online activities:

“...We will take action so that the communications networks and devices that connect
Canadians will be secure from threats, protecting the privacy of Canadian families,
businesses and governments...”

Newspaper stories and press releases address how mobile devices can be configured to
improve privacy [1], [2], [3], including how the technological evolution will counteract peoples’
changing use habits by tracking without using cookies, for example [3].

Some specific concerns regarding wireless privacy that are raised within the website of the
Office of the Privacy Commissioner of Canada [5] and in the sections pertaining to PIPEDA are:

e Location tracking using built-in Global position systems (GPS), radio-frequency
identification (RFID) and other tiny wireless devices can keep tabs on your every move;

e People engaged in social networking when accessing the Internet from mobile devices
may fail to apply the privacy settings in the devices as well as the applications,
compromising personal information;

e High-speed communications and data management let companies outsource business
activities abroad. This sends personal information around the globe and beyond the
control of Canadian policies.

1.2.1 Privacy versus Security in Wireless Networks

It is common to see issues of privacy discussed at the same time as those of security. The
Direct Client Support work conducted by CRC addresses wireless access privacy and aims to
find synergy with work underway at SITT on the topic of security.
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According to the Privacy Act of Canada [5], ... personal information is defined as
information about an identifiable individual that is recorded in any form including... any
identifying number, symbol or other particular assigned to the individual... ”. Concerns about
privacy of wireless systems are focused on the protection of personal information.

1.3 Privacy Legislation under Responsibility of Industry Canada

This research project provides a better understanding of potential security breaches in
wireless technologies. This would help a number of strategies and initiatives currently underway
either under Industry Canada’s mandate or under the responsibility of partner departments that
are involved in cyber security.

Digital Canada 150 [4] includes a pillar on protecting Canadians, with the objectives of
protecting the privacy of Canadians and preparing them for online threats. The aim is to increase
the level of confidence of Canadians in online transactions. Industry Canada is also supporting
the efforts of Public Safety Canada in delivering its cyber strategy, including a pillar of the
Digital Canada 150 on Protecting Canadians online, which reports:

“We passed Canada’s world-leading anti-spam law, which comes into force July 1, 2014,
to protect Canadians from malicious online attacks.”

Wireless technology is an important gateway to the Internet and to applications for
personal and business use. Legislation aims to keep up with concerns of wireless privacy, but as
technological innovations quickly change, the Department needs engineering facts and
mvestigations to support further regulatory evolution.

Industry Canada is involved in several pieces of legislation addressing privacy concerns:

e The Personal Information Protection and Electronic Documents Act (PIPEDA) -
oversight by Office of Privacy Commissioner of Canada;

e The Privacy Act - oversight by Office of Privacy Commissioner of Canada;

e Federal Anti-Spam Legislation - oversight by Industry Canada (SITT and Office of
Consumer Affairs.

1.4 Report Contents

The scope of investigation into wireless privacy is explained in Section 2 of this report.
Section 3 describes telecom equipment and systems, and provides results of technical
investigations that show the role that wireless telecom access schemes play in revealing private
information. This section also describes tools and early results of assessing wireless privacy in
telecom networks in Canada and how this allows us to develop comparative results with other
countries. Section 4 contains results showing wireless privacy concerns for unlicensed Wi-Fi
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(802.11) systems. In Section 5 we discuss the critical role of data analytics and fusion in
converting wireless device information into private information. Finally, in Section 6 we
summarize findings and propose actions. Appendices contain the in-depth technical information
on measurements and field tests reported in Section 3 and Section 4.
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2.0 Problems Studied and Addressed

The breadth of investigations into wireless privacy is reflected in the following questions
probing major concerns:

Question 1: What is the level of privacy protection for wireless service users in Canada?
How does it compare to other nations?

Question 2: Where are the weaknesses for access to private information within the
established wireless services in Canada? Can users play a role in securing their own device
information?

Question 3: What are the potential scenarios for the interception of signals for common
wireless technologies in Canada?

Question 4: How can the collection of information and metadata from wireless protocols
compromise Canadians’ privacy?

Question 1 has been addressed in two ways. First, technical questions have been prepared
for major service providers in Canada pertaining to how their infrastructure protects customer
privacy. The questions have been sent to colleagues at the Digital Policy Branch for refinement.
Second, CRC is developing the capabilities to allow Industry Canada, in partnership with service
providers, to measure and assess the privacy protections of service-provider equipment.

Investigations about how Wi-Fi and telecom standard technologies can be used to
maximize privacy have been conducted in order to answer Question 2. The role of backwards
compatibility will be shown to be a weakness in wireless privacy. Communications protocols
have been analyzed to identify the phases of operation where metadata is revealed.

Regarding Question 3, the feasibility of interception has become achievable for the
average hobbyist or small organization due to the advent of inexpensive base station hardware
and freely available source code implementation of commercial protocols such as LTE, GSM,
Wi-Fi and others. This investigation has demonstrated metadata interception for GSM and Wi-Fi.
CRC also has the capability to capture LTE metadata using professional tools which analyze the
wireless communication packets between a slightly modified phone and a base station.
Additionally, it is possible to inexpensively pose as a legitimate base station, to more actively
interact with telecom customers in pursuit of private information.

To address Question 4, we observed that disparate sources of metadata gathered from the
connection phases of telecom signals and Wi-Fi signals [9], may have limited value on their
own. When processed and combined, however, this information can reveal a significant profile
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of the user as well as their routine personal and business activities. Experimentation has shown
the ease of accumulating metadata using inexpensive equipment.

Finally, it is useful to consider a few personal scenarios in which privacy concerns play a
role. Investigations, including field measurements and experimental results, were made with
these scenarios in mind:

e An organization wishes to track the whereabouts and habits of a group of people (e.g.,
key decision makers in a corporate or government organization). They can use
inexpensive equipment in the public space to do this, and require little technological
expertise beyond an undergraduate of computer science or engineering.

e Someone wishes to learn about a specific person (e.g., a CEO, celebrity, etc.), and
deploys inexpensive equipment in the neighborhood where they live to collect details that
can be combined with other information to reveal his/her activities.

e An organization wishes to track thousands of people in an urban area, and has some
resources to deploy radio receiver devices throughout the city. They assess their eating,
shopping and other habits, and how often they venture into the area. They analyze this
data after six months, combine it with other information, and sell it to marketing firms for
significant revenue given the accuracy of the profiles on each person.

The topics of this study have helped to answer the questions posed at the beginning of this
chapter.
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3.0 Telecom Equipment and Systems
3.1 Background

To address the possibility of privacy exposure in wireless communications, current
generations of telecom standards have improved privacy protections over legacy systems. LTE
(4G), for example, has improved protection measures in user authentication and data encryption
compared with previous generations. When deployed properly, the ease of eavesdropping on
application and network metadata is significantly reduced in the latest systems.

However, commercial equipment uses backwards compatibility to maximize coverage in
regions where the newest systems are not deployed. Furthermore, all voice traffic in Canada is
still transported through older-generation protocols. A direct payload of voice traffic within the
LTE protocol (VoLTE) will be deployed progressively. The weaker privacy protections of
previous-generation systems present a major privacy weakness, essentially acting as a
continually open back-door, even into devices using the most modern and robust services.

Some of the metadata used in telecom systems is described in Appendix A. Metadata that
is transmitted over the air contains the unique device identifier (IMSI) and temporary device
identifiers (GUTI), where both IMSI and GUTI are defined in Appendix A. Other metadata is
generated and used within the fixed infrastructure to support placing and routing calls, Internet
surfing, and running applications. Metadata is required for wireless networks to operate, and is
integral to the design and interoperability of the communications protocols.

3.2 Demonstration with GSM Systems

In the past, the average person would not have access to the internal workings of
commercial wireless protocols that hold machine identifying information, IP addresses,
locations, sites accessed, etc. These internal data and messaging configurations would be
embedded within the chip that drives the mobile device and within the expensive base station
infrastructure. The advent of free GSM and LTE software codes (see [6], [7], [8]) and
mexpensive radio equipment now allow greater access to these types of metadata information.
Free software for the newer protocols will be in less mature form than that of older protocols, but
over time, hobbyists bring free software to remarkable levels of completeness. Investigative tools
such as so-called IMSI catchers were extremely expensive and thus only available to
governments, law enforcement and highly specialized security organizations. Today there are
free and open source software tools for GSM and LTE base stations (see [6], [7], [8]) that allow
low-cost base stations to be run on radio equipment costing less than $1000 (e.g., National
Instruments USRP radios). In Figure 1, for example, we see a fully functional GSM base station
that is capable of accepting mobile devices. This allows the base station to capture device
identification codes (e.g. IMSI codes) and service provider names, and to send out unexpected
text messages that appear to arrive from any phone number. With these simple tools,
smartphones of passers-by can be probed and in some cases, further manipulated into revealing
personal information. Questions to address include the ease and depth of these third-party
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telecom service interactions, and how wireless protocol designs may be modified or reconfigured
to guard against such interactions.

-----

Figure 1: OpenBTS GSM/2G base station with inxpensive radio hardware (in anechoic
chamber at CRC to avoid interference with deployed telecom services).

Legacy communications systems such as GSM (part of the 2G telecom technologies)
have less stringent protections on both metadata and message content. During communications,
the metadata (including identifying words and unique identifiers) are completely unprotected.
Backwards compatibility of mobile devices means that most devices will interact with GSM base

stations and respond with IMSI metadata, even though some may not be subscribed to GSM
service.

Demonstration results showing how metadata is detected using a low cost GSM base
station, with free open source software, are shown in Appendix A.

3.3 Options Available for Industry Canada to Reinforce Telecom Service Privacy

Actions to better understand the extent of any privacy concerns stemming from technological
sources within telecom systems in Canada can be taken, and efforts to address these privacy
concerns are possible. Specific options for the Department to pursue are:

e Work in partnership with service providers to ensure that telecom infrastructure
equipment deployed in Canada makes full use of the available security protections in all
standards to mmprove the protection of privacy for users. These protections go beyond
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basic encryption to settings for use of temporary IDs, duration between reset of
temporary IDs, and other measures (see discussion, Appendix A).

e As service providers contemplate off-loading traffic onto unlicensed bands such as those
used by Wi-Fi, there is concern that metadata detectability of Wi-Fi becomes an added
weakness of telecom services. In response, the Department and industry can work
together to establish an approach for Wi-Fi offloading that does not diminish customer
privacy.

e Obtain technical knowledge on how mobile devices retailed in Canada can be configured
to maximize security protections that are offered in the standards, thereby enabling use of
the most effective protection offered by base stations. Note that this may be problematic
for low-cost handsets, where engineering and testing of all aspects of standard
conformance could be inferior to the quality control conducted on high-end handsets. It
will likely be impossible to implement this measure on existing handsets.

e Ensure that mobile devices operate only in legitimate and licensed bands for their
Jurisdiction and service provider, yet allow them to continue to roam reliably. Although
the hardware and chipsets are common to all markets for some devices, it might be
possible to disable operation in out-of-jurisdiction bands through software configuration.

e Assess the effectiveness of improving privacy of wireless networks by limiting the
retention period for metadata. This may apply to data collected by the service provider or
by the application, via the service provider. This would be done in a manner to not
interfere with lawful interception.

e Recognizing the weakness of legacy protocols in privacy protection, develop an approach
to limit backward compatibility of telecom systems. This might include retiring legacy
systems sooner, and/or ensuring that mobile devices retailed in Canada have a means to
easily deactivate use of legacy systems under conditions set by users (i.e., in retail
environments). Note that in many current handsets, legacy systems will still reveal unique
identifiers even though legacy service is not provided. This is possibly due to the need to
support E-911 services.

3.4 Measurement of Base Station Privacy Settings

For an assessment to be made about security and privacy protections in commercial
networks, technology is needed to capture the relevant metadata. This information needs to be
obtained and recorded at many cell sites using equipment of all service providers to facilitate
comparison. This data can be used to compute metrics that measure privacy, which can then be
used as a basis for comparison of privacy between the different service providers and in the
different regions of Canada. Some information about metrics used for the GSM audit reported in
[9] is known, but metrics for other systems will depend on specific features of the protocols and
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have yet to be developed. Once the department has assessed the security and privacy protections
of the currently fielded systems, this information can aid industry and the Department in
determining whether such protections are sufficient.

Appendix B contains more technical information about the use of tools to measure
metadata and therefore enable assessment of wireless privacy. Acquired results are also shown
in Appendix B.

3.4.1 Options for Industry Canada to Assess Wireless Privacy of Telecom Infrastructure

In Table 1, the tools available for the Department to investigate privacy are listed, with
approximate costs. Tools using inexpensive hardware and open source software will likely
require technical support expertise within the Department, whereas commercially available tools
usually come with external support. In either case, a person with expertise to evaluate and verify
correct operation of the software (eg. undergraduate level) will be required to properly use the
software and understand the results.

Table 1: Options of hardware and software tools for privacy investigations, reflecting

capabilities currently available at CRC.
Tool for Inexpensive | Software Source | Hardware Comments
Radio and Cost and Cost
GSM Open Source Free USRP ~$1K | Full access to metadata,
limited support
LTE Open Source Free USRP ~§1K | Full access to metadata,
limited support
Amarisoft LTE ~$4.5K USRP ~§1K | Limited access to
Commercial- Object metadata, support
software
GSM Map Project- Free Mobile Phone | No direct access to
Metadata Analysis, $400 metadata, privacy
Object software [9] assessed via metrics
Proprietary Metadata ~$20K Use regular Full access to metadata,
Analysis Tool GSM, mobile phone | wide range of standards
LTE, IS-95, 1xRTT via USB
~$400

The assessment of the best approach to develop a technical capacity to measure privacy
should be based on whether a small-scale deployable capability is desired, or whether a
permanent nationally installed capacity is required. Then the price and flexibility tradeoff can be
made between in-house development (giving flexibility on how metadata is reported and metrics
are evaluated), versus off-the-shelf procurement.
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The LTE standard includes options for the “AES” crypto, and the older “SNOW 3G”
crypto. Initial privacy audit measurements have shown, in Appendix B, Table 4 that of the seven
LTE base stations within radio range of CRC, one uses the older crypto SNOW 3G and six use
the latest crypto AES. Extensive measurements are needed to assess this element of privacy
provided by base stations in other regions, and of the other service providers.
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4.0 Unlicensed Wi-Fi Equipment Using 802.11 Standards

4.1 Background

Wi-Fi is a short-range wireless access technology which operates in the 2.4 GHz and 5
GHz unlicensed spectrum, but it is also under consideration in various parts of the world for
other bands. Its range depends on a number of factors, but is generally less than 50 metres
indoors and a few hundred metres outdoors. These ranges can be increased when using special
hardware and antennas. Its use outside of licensed spectrum and its relatively simple operation
have led to low-cost and highly integrated solutions, with quick adoption in all sorts of devices
ranging from smartphones to TVs and cars. However, this technology has some deficiencies in
terms of protecting the privacy of the people who own the devices.

Technical information about MAC addresses, the Wi-Fi protocol association process, and
some measurement results for MAC addresses, are given in Appendix C. Metadata used by the
Wi-Fi system includes the device’s MAC address, which is transmitted over the air.

4.2 Privacy issues in Wi-Fi

Wi-Fi enabled devices and access points share a common wireless channel and
communicate using a messaging scheme defined in the IEEE 802.11 standard. The messaging
scheme includes management, control and data frames. The purpose of management frames is to
establish a connection between the access point and devices, and maintain the connection. The
management frames include beacon and probe-request frames. Beacon frames are transmitted
periodically by the access points to announce the presence of a wireless network, whereas probe
requests are transmitted by Wi-Fi enabled devices to request information from either a specific
access point or all access points in the vicinity. Beacon frames contain the information about the
wireless network, a unique identifier of the access point (MAC address) and the name of the
wireless network (SSID). MAC and SSID are defined in Appendix C. Probe requests contain the
unique identifier of the device (MAC address) and may also contain the name of previously
accessed networks, depending on the chip manufacturer and the operating system of the device.

The Wi-Fi protocol currently uses a robust encryption and authentication mechanism to
protect the user data in the data frames, but the mechanism is not applied to protect the metadata
in the management and control frames. As a result, the management and control frames are not
encrypted and metadata is transmitted in clear text. This can expose the unique identifier of the
mobile device to any Wi-Fi capable receiver, which can then be tracked over time and location.
Inexpensive Wi-Fi enabled devices exist and can be converted into a sniffing system to capture
metadata in the Wi-Fi management and control frames, and identify the devices. In some
configurations of mobile-device Wi-Fi, information about previous network connections is
emitted by the smartphone or tablet while searching for a new connection (e.g., “...previously
connected at Tim Hortons Wi-Fi, YOW Wi-Fi, ...”).
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Tracking of mobile devices using MAC addresses within a certain area (for example a
shopping district) has become an activity that generates intense public interest by way of
newspaper stories [10], and businesses are emerging where this location and identifier
information is gathered, processed and sold for marketing and customer profiling [10]. Repeated
measurements of MAC addresses within an urban area yield preferences for shopping, and
information about how often an individual returns to the same business establishments. When
merchants fuse this location information with purchase information, they can develop customer
profiles that have added value over the individual MAC addresses. It would be possible to create
associations of buying patterns between businesses using analytics that demonstrate, for
example, how customers of Starbucks often visit Apple stores. Emerging services such as
Google “Nearby” and Apple “Continuity” aim to create ecosystems of devices that are aware of
the location and activities of the users to enable seamless transitions from smartphone to laptop,
to tablet [11], [12] and beyond. These capabilities, which are intended to provide users with
better service and enable productivity, are delivered at the expense of the network knowing the
location, activities and context of users activities. The underlying technological enabler for these
new capabilities is tracking and identification of mobile devices through their Wi-Fi and telecom
service modems. Results shown in Appendix C contain a selection of laptops and mobile
devices in which CRC has performed passive Wi-Fi identifier detection.

4.3 Test Results Obtained at CRC Campus

The measurement locations are indicated on the map of the Shirleys Bay campus, in the
west of Ottawa. Indoor measurements were conducted in a ground floor office of Building 2A.
Outdoor measurements, numbered Test 1 to Test 7, were made at increasing distances away from
Building 2, with locations shown in the aerial photo in Figure 2.
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Figure : Wi-Fi test measurement locations around Shirleys Bay campus of Indust
Canada, Ottawa.

Measurement results are shown in Table 2, where we see the numbers of devices
captured at each test location for the various time durations. For example, at test location 1, a
receiver captured MAC addresses of 30 different Wi-Fi routers and 7 different mobile phones
during a 5-second test. At test location 4, a 60-second test yielded 11 routers and 10 mobile
phones. The GPS location of the interceptor equipment is also recorded to support future
analytics and fusion. Notice that as the test eﬁuipment was located at increasing distances from
the office building, the number of devices in radio range was reduced. The shorter duration tests
also identified fewer MAC addresses than the longer tests.

Table 2: Field trial results of Wi-Fi measurements at CRC targeting MAC addresses of
mobile devices. Reported are numbers of devices captured.

5 Sec. 10 Sec. 20 Sec. 60 Sec. GPS
Coordinates
Test 1 30 (# fixed 34 36 N/A 45.346566,
routers detected) -75.884054
7 (# mobile 10 27 N/A
devices detected)
Test 2 18 20 21 N/A 45.346905,
7 13 23 N/A -75.886728
Test 3 6 4 8 10 45.347689,
4 6 6 29 -75.889413
Test 4 9 9 10 11 45.348835,
2 2 1 10 -75.891055
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Test5 j4 4 7 8 45.349491,
0 2 3 4 -75.894713
Test 6 1 2 2 2 45.349552,
0 0 0 0 -75.89864
Test7 1 1 1 2 45.350909,
0 0 0 1 -75.901151
Indoor 32 38 43 47 45.346226,
1 9 22 42 -75.884685

As noted from the test results, the number of detected devices decreases as test locations
are further from the building, and increases with test-duration time. Relating these results to the
vehicle scenario, it is possible to assume that a moving vehicle will be in radio range for a
shorter period of time, resulting in fewer captured MAC addresses. However, as this table
shows, it is still possible to obtain some MAC addresses within 5 seconds.

Appendix C contains details of the field testing of the collection of Wi-Fi metadata, and a
description of how the metadata is interpreted and used to compromise privacy.

4.4 Options Available for Industry Canada to Reinforce Wi-Fi Privacy

A weakness in Wi-Fi is the use of unencrypted MAC addresses. The same MAC, if
detected by an eavesdropper at two different locations and at different times, discloses travel
information of the mobile device. It could also be used to identify home and work locations and
thus, the owner of the device if the eavesdropper is able to assess when the device stops moving
for long periods of time (for example, overnight).

Technical solutions for protecting Wi-Fi parameters exist and have appeared in academic
literature dating back to early 2000 ([13] through [17]), which have in common methods to hide
unique identifiers from the on-air transmissions. The problem is that commercial standards do
not mandate use of these solutions today because of the complexity to implement and test these
features, and how the configuration required by the user might become more comlpex. Product
developers likely prioritize efforts on features demanded by customers such as higher data rates
instead of privacy. Recent progress by Apple to implement MAC randomization in iOS8 [18],
which hides the true device identifier while on air, is positive and will be part of the solution to
address wireless privacy. These types of solutions are not widely adopted, however, due to the
need to modify commodity chipsets in some cases.

CRC has technical expertise to design and implement software or hardware solutions that
are able to protect the MAC and SSID parameters, and improve the privacy of Wi-Fi devices.
However, implementing such solutions in Wi-Fi devices would require changes to Wi-Fi
industry standards. Nevertheless, CRC could work in partnership with industry and academia to
raise awareness of the technical aspects of privacy issues and support industry participation in
the development of new standards by technology demonstration.
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Some specific technical options for addressing Wi-Fi privacy are:

Document how tracking of MAC addresses works, so people may use their mobile
devices with caution, including disabling Wi-Fi in scenarios where privacy concern is
greatest. This will be balanced by users’ desire for convenience and low-cost service.
Enable use of a temporary MAC, or a proxy MAC. This would sever the relationship
between MAC and the device as long as the proxy changes fairly regularly. There would
be a need to address the association phase, prior to assigning the proxy.

Ensure retail products sold in Canada have settings whereby past hotspots visited are not
broadcast while searching for connection.

Document how products can use the sufficiently powerful encryption that lies within the
802.11 standard family.

Create an app for the public that gives users, in real time, a sense of what wireless access
metadata is being transmitted within the processing capability of the device, and with
what level of protection. This app could also allow users to control the way hotspots are
searched.

Obtain the technical information that would be required to create a “do not track™ register
in a manner that can be adopted by the emerging “mobile location analytics™ industry.
Such an approach has been initiated in the U.S. by the Future of Privacy Forum
(http://smartstoreprivacy.org/).
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5.0 Fusion — Enablers of Smart Services in Connected Environments

The capabilities arising from broad wireless deployment and the emergence of sufficient
processing to support intelligent apps enable services that provide automated content-based
personal assistants. Google’s upcoming “Nearby” [11] and Apple’s “Continuity” [12] services
may be early versions of a type of service utilizing “sensed” environmental parameters, a
person’s historical data to identify a user’s needs in order to improve productivity. It opens a new
set of interactions between a person, nearby people, places and things.

Typical examples include parking reminders, proper time management, bill payment
reminders and similar services that have already been released. Other optional services, such as
“remind me when I’'m with this person™ or “report game scores silently if I’'m stuck in a
meeting” are coming, and the useful ones will operate with minimal human intervention. What
recent history teaches us is that the game-changing app of this type will be impossible to predict,
and will revolutionize perceptions of mobile connectivity (eg. consider how smartphone GPS has
become prevalent, and was not perceived to be a need by many prior to availability of this
navigation feature).

Applications that provide such productivity enhancements will require support by
hardware and wireless communications in the mobile device. For example, when activated,
Google’s upcoming Nearby service will periodically turn on the Wi-Fi, Bluetooth and audio
microphone without user involvement to study the environment, and identify other devices,
contacts, people and objects in the vicinity. The service also reads user’s configuration data,
reports location with history, and determines behaviour and action history to establish the next
recommended steps to achieve its tasks.

The privacy concern arises from the wireless location tracking and sensed interactions
with other people or machines. The promulgation of this tracking data by the service provider or
the applications (e.g., Google), and possibly beyond the application, will determine privacy.
Metadata that is not, on its own, markedly private in nature may become more personal as fusion
is used to map this information to the user.

The technological enabler of personal productivity applications is effective data analytics
and data fusion, bringing together disparate information from as many independent sources as
possible to create a very personal record of activities. Eventually, electronic records with
sufficient detail to reveal personal identity will be available to customers of the analytic and
fusion process (e.g., the street address where the mobile device rests during the night is hlghly
likely to lead to the home address and family name).

The question is then, at what point during the fusion operation does the generation of an
increasingly personal profile of the mobile-device owner become sufficiently personal that it is
protected under the Privacy Act. Is the fusion and analytic process sufficiently regulated at the
present time, in light of the anticipated effectiveness of this post-processing? The question is also
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about protecting these new sources of personal information that have been derived from wireless
devices.

5.1 Options to Manage Fusion and Analytics Effectiveness

An approach to reduce the viability of data analytics and fusion is to weaken the
connection between the unique identifiers: the IMSI for telecom service and MAC for Wi-Fi.
This means that temporary IDs such as the GUTI in LTE would be used and reassigned often,
while proxy MAC address would be used for Wi-Fi. This would require technological
developments to standards and products. While these steps would reduce efforts to track
devices, it could still be possible to track users and their habits by other means such as through
the applications listed above. These apps use wireless access metadata, but rely more on
application metadata that they collect, store and fuse. This reinforces the question posed above
regarding how to protect and regulate these new sources of information.
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6.0 Summary of Findings

There are clearly bases for concern about wireless privacy driven by the emergence of
inexpensive and highly capable radio units, and of freely available software implementations of
communications protocols on the Internet. Investigations in this project allow us to address this
topic by way of considering basic questions pertaining to wireless privacy.

Question 1: What is the level of privacy protection for wireless service users in Canada?
How does it compare to other nations?

This study was initiated in response to disturbing news stories about how the privacy of
wireless devices is actively overcome in pursuit of tracking movement and shopping patterns,
and how companies, including in Canada, are innovating in this area [10]. In addition, systems
are under development that make use of proximity information, in essence using the location,
tracking and history of smart devices to devise useful services for customers [11], [12]. These
developments are possible due to the low levels of privacy protection inherent in the radio
protocols. Experimentation with inexpensive equipment was conducted to assess how someone
with few resources and modest education could take advantage of accessible radio equipment
and free software from the Internet. In this context it has been found to be easy to breach privacy
by obtaining unique device identifiers from smartphone and tablet devices used by people in
personal and business scenarios.

Based on initial measurements on telecom service conducted around Ottawa and
analyzed by the GSM Map Project [9], Canada’s wireless privacy is comparable with the US and
behind Western Europe. More testing will reveal the state of privacy over the full geography of
Canada. CRC can provide technical support to Industry Canada for the development of privacy
metrics for wireless telecom services that can be applied to Canada and to other nations to
establish international comparisons.

Question 2: Where are the weaknesses for potential access to private information within
the established wireless services in Canada? Can users play a role in securing their own
device information?

There are weaknesses in Wi-Fi and Telecom technologies that allow unique identifiers of
mobile devices to be surreptitiously taken using economical hardware and free software from the
Internet. The feasibility of doing this has been demonstrated by CRC using the aforementioned
hardware and software, and has been reported within this study. All devices tested, including
corporate devices, were shown to provide unique identifiers to equipment that fits in a backpack.
This technology can be setup and used by hobbyists, or by someone with a few years of
university or college training. Service providers themselves have ready access to unique
identification codes of their customers’ mobile devices (Wi-Fi and telecom), and to those of
customers of other service providers who query their networks searching for access.
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At the point of identification, the interceptor or the service provider can stamp these
identifier codes with additional metadata information such as local time and location. Without
decrypting private communications, this information can be made available to data analytics and
fusion companies as source material for their processing. The processing techniques are devised
to cross reference data sources and allow the device identifier data to be associated with the
person holding the device. There are options for service providers and users to secure their
information, such as proxy identifiers that mask the unique identifier. The use of these
techniques required specialized technical expertise to install and configure and therefore they are
not widely used.

Question 3: What are the potential scenarios for the interception of signals for common
wireless technologies in Canada?

Users with minimal technical expertise can use inexpensive hardware and software tools
and methods described on the Internet to capture the unique device identifiers of mobile devices
while remaining unseen and undetected. This can be done from outside a building, to a
pedestrian, or to a passing vehicle under certain conditions. These identifiers, combined with
location and time information, can be sold to companies with expertise in data and identity
fusion, and analytics.

The technical “recipes™ to do this can be found quite easily on the Internet, and the
technical expertise for Wi-Fi and GSM/2G interception is estimated to be equivalent to that of an
undergraduate student. As free software implementations become available for later standards
such as LTE, the expertise for manipulating these systems is also becoming widely known and
described on the Internet. The concern is that once the methodologies are known, they can be
easily copied and replicated by anyone. Given the rapidly increasing availability of interception
tools, disruptive scenarios can be envisioned. It then becomes feasible to blanket an urban area to
track the location and activities of masses of people with low-cost communications reception
hardware.

Question 4: How can the collection of information and metadata from wireless protocols
compromise Canadians’ privacy?

Information and metadata collected from wireless devices can be used in data fusion
where single measurements, of little privacy concern on their own, are combined to create a
meaningful picture over time. This processing reveals profiles of people’s habits, preferences,
travels and sometimes identities. Inexpensive and easy-to-use technology is disruptive by
enabling automatic collection of metadata from thousands of people in urban environments.
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Investigations using equipment of the class available to third-party interceptors can show
the extent of metadata collection by organizations. Some telecom and widely deployed Wi-Fi
standards have been assessed. It has been demonstrated that it is possible to detect unique
identification codes without the target fully connecting to any service, or taking any cooperative
action. Backwards compatibility of mobile devices, in place to maximize reliability of wireless
service, is shown to be a privacy weakness since legacy systems contain the weakest privacy
protections.

6.1 Technical Options for Action on Wireless Privacy

Possible actions of a technical nature by government to address wireless privacy include:

1) Engage service providers for discussions on privacy in wireless networks in Canada.
The department can obtain information on privacy protections in relation to peers (i.e.,
“to complete the map” for Canada) using test software developed and/or integrated by
CRC with inexpensive hardware (which is therefore ideal for widely fielded equipment)
or using professional test equipment (having greater cost per unit).

2) Partner with industry to increase the level of wireless privacy in Canada. Develop an
action plan to, for example, establish best practices of factory settings for equipment and
consumer devices retailed in Canada through engineering and certification, regulation,
or other policy options, and identify how telecom and Wi-Fi standards can be configured
within infrastructure equipment to maximize wireless privacy. This may include advice
on the impact that technical settings can have on wireless privacy in retailed mobile
devices.

3) Establish parameters of privacy metrics with industry players, other government
departments, and other countries. Note that metrics measuring wireless privacy for the
major telecom standards are not universally accepted, nor accepted for comparison
purposes. This can be done with the support of CRC and industry expertise, and with
other nations who have similar concerns.

4) Work with industry to steer international standards towards enabling greater protection
of privacy in wireless networks.

5) CRC will remain available for consultation on any technological possibilities regarding
privacy in the wireless domain.

At the request of the CRC Research Advisory Board, CRC can provide some technical
expertise required towards these activities. CRC can also aid in the selection of protocol test
tools and analysis tools for procurement that would be used in investigation of these topics.
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6.2 Personal Scenarios

Finally, regarding the personal scenarios introduced in Section 2, the technologies that
have been evaluated and tested are part of the overall story on privacy, whereby metadata can be
obtained from people as a result of their use of wireless services, and the metadata is the fuel for
data analytics and data fusion. Methods to obtain the metadata vary, and depend on the wireless
services used as well as on the scenarios.

One hypothetical example has a person in an urban setting, shopping, stopping for coffee,
and shopping some more. Based solely on metadata collected from any Wi-Fi and mobile
telecom device, results of this short study demonstrate the feasibility of compiling a record of
businesses visited. By using analysis of long records of measured metadata taken in the shopping
area, a record of how often various businesses are frequented is obtained for many customers.
Another source of information of the same activities is a transaction record for Air-Miles (or
other such loyalty program), where a transaction made at that same location and time can be
data-mined. As these two records are fused together, the previously anonymous metadata, time
and location is uniquely mapped to personal identity, amount purchased, and other information
known by Air-Miles, for example. This is how anonymous metadata, retrieved from the wireless
link, is transformed into personal information by analysis and fusion. It is likely that if customers
of loyalty cards were aware of what could be done with their loyalty data, they would not “tick”
the box allowing use of their shopping data, leading to the observation that public awareness
should be part of any actions to strengthen wireless privacy.

In conclusion, there is no single “smoking gun” enabler that, if solved technologically,
would deliver total privacy to wireless users. Rather, addressing the problem requires an
ecosystem of solutions developed by regulators, industry, and R&D organizations that, when
taken together, will deliver a desired level of privacy protections.
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Appendix A: Technical Information about Telecom System Protocols
and Revealing Unique Identifier

A-1 Identifiers Used in the LTE System

The IMSI is a unique identifier that resides in the SIM card of the mobile device and
within the subscriber repository within the telecom network. When attaching to a new network,
the IMSI is transmitted to the base station with no privacy protections. The IMSI is used by the
network to authenticate the new user.

IMSI: International Mobile Subscriber Identity (64 bits) [19]

IMSI
L o 3 ]
X, A
Country  Network Subscriber Identifier
Code Code

. ]
Service Operator

In the LTE architecture, users are subsequently given a temporary ID, referred to as the
GUTI, to use as a privacy enhancing replacement for the IMSI. All further attachment
procedures are attempted with the new GUTI. While the GUTI is a unique identifier to the
mobile device, the flexibility of the system to provide new GUTI addresses to devices can
obscure the unique relationship between the GUTI and the user as long as the GUTI is
periodically re-assigned.

GUTI: Globally Unique Temporary ID (up to 80 bits) [19]
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A-2 Use of Metadata in Network

It is inevitable that not all network and communication control information can be easily
encrypted for protection given the mobile and ad hoc nature of commercial systems. A
commonly targeted piece of metadata is the unique ID of the device or user, known as the IMSI
(International Mobile Subscriber Identity) that is sent by the smartphone to the base station to
establish communications. The IMSI, when recorded, can be monitored to derive where and
when devices are located. In LTE, a temporary ID (GUTI- Globally Unique Temporary ID) is
used after the initial attachment process and privacy is enhanced when the temporary ID is reset
periodically to erase traces tying the GUTI to a mobile device.

Definition and specifics on the generation and use of IMSI and GUTI are made in the LTE
telecom standards. Implementation choices in commercial base station equipment govern how
often GUTIs are reset, and the level of security protection that is offered by encryption. Base
station equipment manufacturers and service providers have complete latitude in how
aggressively they protect privacy by selecting the options used within the standard. For example,
if the GUTI is rarely reset it becomes a de-facto permanent ID for the mobile device and can be
tracked. Alternatively, if encryption is not used then every time a temporary ID is reset, the “old”
and “new” values are easily detected and cross-referenced with the IMSI by listening to the
protocol exchanges on the air.

The possible strategies by which communications protocols can be used to detect metadata
will depend on how many of the protection options are in use on both the base station equipment
and the mobile device. While it is clear that privacy protections have been improved in the newer
standards, these features are all optional and may not be implemented or configured for use in
actual deployments.

By conducting independent measurements and analysis of fielded base station equipment
(i.e., measurements not requiring cooperation of the service providers), the actual protections that
are in place can be identified. Then the state of wireless privacy protections in any region can be
assessed.

A-3 Mechanisms in Telecom Protocols Whereby IMSI is Revealed

Whenever a mobile device joins a wireless service provider network, the IMSI is sent to
inform the network of the request to “attach.” The service provider then uses this unique ID to
verify that the mobile device belongs to a customer prior to completing the attach procedure.
Following the attach procedure, the encryption is initiated, completely protecting all further
wireless communications. The weakness is in the initial attach phase of the protocol where the
IMSI is sent in unencrypted form. It may be possible for someone to take advantage of this
weakness using a passive LTE receiver or an active rogue base station (i.e., one that uses
transmit and receive).
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A-4 Passive Scenario: Use of LTE Receiver

The attach procedures for a GSM and LTE network are shown in Figure 3 and Figure 4
respectively. In both cases, the IMSI is sent unencrypted during the “attach request” in order to
authenticate the user. Since this is sent unencrypted, it may be possible to obtain this information
using a passive LTE receiver.

MS || RAN || newSGSN| | old SGSN || GGSN | | EIR | E
— 1. Attach Request '
Attach > A ;
initiated _2.'. 'f'ﬁ“.“ﬁ aEon Request
g”,'ow. ding . Identification Response
IMSI: Not Pl bhesioe
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O e
s
L DRI, el s e i i b o i i st
K
g MBS REL ARk e

Figure 3: 6SM Attach Procedure [20].

Commercial LTE receivers are available but are generally extremely expensive and cost
prohibitive for most. Nevertheless, the revolution in inexpensive commercial radio equipment
and software-defined waveforms now allow someone to build their own LTE receiver, for the
purpose of intercepting the IMSI, using open source LTE software and programmable radio
devices such as the USRP mentioned earlier. This would certainly not be an easy feat and would
require some tweaks to both the software and radio platform for the device to synchronize and
receive data from nearby cell towers. Once the process is completed, however, it could then be
readily copied and replicated at low cost. Such units could then be widely deployed to cover any
geographical area, to passively obtain metadata information.

In this scenario, the LTE receiver would be located near a legitimate base station to
monitor the back-and-forth protocol exchange. By simply listening to publicly transmitted
signals, the receiver would then capture the IMSI, which is transmitted without encryption.
Since no RF transmissions are made in the process of collecting the IMSI, it would be very
difficult to detect, and would likely be seen as a low-risk activity since it involves no
unauthorized use of licensed spectrum. There is then the possibility that this approach is

deployed widely in an urban environment, targeting a specific type of user, such as regular
shoppers.
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3GPP TS 23.401 version 11.9.0 Release 11 85
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Figure 4: Segment of LTE-attach procedure, IMSI or GUTI are transmitted unencrypted
[21].

As seen in Figure 5, the content of communications after the attachment phase is
protected, in principle, by encryption. However, it is still not clear if this protection is universally
applied. In cases where security protections are not applied, the use of temporary identifiers for
mobile devices becomes ineffective. Figure 4 shows how a temporary ID is assigned, in steps 17
through 21. When messaging is not protected by encryption, the temporary ID can simply be
cross-referenced with the IMSI by message analysis. For this reason it is imperative for privacy

that the encryption protections provided in the LTE standard are verified to be active in deployed
base stations.
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A-5 Active Scenario: Use of Base Station to Draw Out Mobile Device Identifier

Instead of using an LTE receiver to passively obtain the IMSI, an active eavesdropper
might be eager to accumulate information and therefore will pose as a legitimate base station
using open source LTE code and programmable radios, taking advantage of the mobile device’s
conformity to the protocol to “draw out” the IMSI at will. In this scenario, the licensed spectrum
is used in an unauthorized manner. This process can be achieved within a few seconds, however,
making this unauthorized transmission difficult to detect.

Since country codes and network codes are publically available, the rogue station could be
configured to mimic a known service operator’s network. It may then broadcast a seemingly
valid LTE reference signal into the open in the hope that mobile devices might be drawn to
connect to it. Since LTE uses mutual authentication, these devices will ultimately not be able to
complete the connection process. However, since the mutual authentication occurs after the IMSI
is sent out, the rogue station would be able to obtain the IMSI, as well as other parameters related
to the propagation conditions of the receive signal.

In order to bypass the mutual authentication, the rogue base station could also be
configured as a GSM base station. Most devices support backwards compatibility and may be
drawn to connect to a legacy system, particularly if no other signal is available. For instance,
this could be installed in an indoor mall or office area where network providers generally have
low signal.

The active scenario involves unauthorized use of licensed spectrum, and would be viewed
as a risky activity if used often because of the detectability of the rogue base station by the
service provider. It is therefore likely that this approach would be used in pursuit of specific
“valuable” targets (for example a CEO), and this activity would not be deployed in a widespread
manner.

It may be possible to minimize the risk of detection by using spectrum in the bands where
commercial mobile phones are active, but not actually licensed in Canada. Most phones today
support multiple bands including some that are not typically used in Canada. In fact the 3GPP
specifications list a number of valid GSM, UMTS, and LTE bands, not all of which are
applicable to Canada. As a result, it may be possible for the rogue station to operate very
effectively in international bands, away from frequencies used by Canadian carriers.

Tests done at CRC and described below in Section A-7 follow this above approach, where
an international GSM frequency was used in a controlled laboratory environment. As is evident
in Table 1, most phones were still able to connect to this network. Furthermore, experimental
results based on test conducted at CRC have also shown that even when a service provider of a
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particular system does not offer the GSM service, their mobile devices will react to metadata
collection probes using the GSM system.

A-6 Test Configuration for GSM IMSI Testing
The device used is Range Networks Development Kit, which includes:

e Modified USRP;

e Laptop;
e OpenBTS free source code for GSM [9];
e Antenna.

The test equipment is described at http://www.rangenetworks.com/#!professional-development-
kit/cuy3

The antenna used is provided by National https://www.ettus.com/product/details/ VERT900,
https://www.ettus.com/product/details/ VERT2450

Base Station downlink frequency is 900.4 MHz.

Base Station Configuration Settings: Primarily “Default”, with specific values

Control. LUR.OpenRegistration,. *

GSM.MS.Power.Max,29

GSM.Radio.Band,900

GSM.Radio.C0,52

GSM.Radio.PowerManager.MaxAttenDB, 70

GSM.Radio.PowerManager.MinAttenDB,50

GSM.Radio.RxGain,56

GSM.Radio.RSSITarget,-57

MNC = 01

MCC =001

GSM 04.08, param RACH, field AC, byte 3, bit 3 set to 1 (Emergency call not supported).

A-7 Demonstration Results for GSM Testing

Tests were conducted at CRC to assess how many, from a pool of currently used mobile
devices, would connect to a base station that was specifically configured to not advertise itself as
a known Canadian or international network operator.

The open source GSM/2G base station was configured as follows:

e GSM/2G development network;

e 911 service not provided;

e Using a frequency not commercially available in North America;
e Low transmit power.
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By using frequencies not used for service in Canada but still supported in most mobile
devices sold in Canada, the test aimed to show how readily mobile devices will initiate a
connection, even with a base station that is unknown when this base station provides the only
available signal in the area. Despite this very cautious approach, all mobile devices tested
provided their IMSI unique identifiers over the air to the test base station.

Table 3 contains the complete list of the tested devices along with their respective service
provider information. This was accomplished without users having to press any keys or buttons
on the mobile devices to select the base station. All of the information in the service provider and
IMSI columns were obtained without the knowledge of the test subjects (CRC employees who
graciously volunteered their mobile devices for testing), although the IMSI numbers and service
provider indicators were not included in Table 3 for privacy reasons. The system frequency used
by the base station is not one used by any of the service providers in the list, yet connection
attempts were made. The devices continually scan for base stations, irrespective of whether the
owner’s service provider makes use of the GSM/2G bearer.

Some of the service provider codes obtained in the tests were for carriers that do not offer
GSM service, yet the devices still connected to the GSM station and revealed their IMSL. In
Table 3, the HTC One and iPhone 4 initially revealed their IMSIs. The test was then repeated
after the owners of the mobile devices disabled 2G support on their phones. The IMSI was not
revealed after this configuration change. This shows that it is possible to improve user privacy by
disabling support for legacy telecom systems since backwards compatibility of modern mobile
devices offers a “back door” to the enhanced privacy protections that have been built into the
newer standards like LTE. However, disabling the backwards compatibility may harm mobile
connectivity in some areas.

Table 3: Mobile devices making IMSI identifiers available over the air without connecting

to service.
Mobile Model IMSI Provided
Samsung Galaxy SGH Yes
Samsung Galaxy S3 Yes
Samsung Galaxy S4 Active Yes
HTC One Yes
iPhone 4 Yes
Nexus 1 Yes
Blackberry 230 Yes
Blackberry Curve Yes
Blackberry Z10 Yes
Blackberry Q10 Yes
Blackberry Bold Yes
Blu Life 1 Yes
Blu Life 1 Yes
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In the photo in Figure 6, the size of this GSM/2G base station hardware height relative to
the diameter of a Twoonie coin is shown. This hardware was used for the tests reported in Table
3. Given its small size, it is possible to place it into a small container such as a backpack, for
deployment at a location where a potential specific target is found. Note that the outer case
contains unused space. It is possible to further minimize the size of this hardware.

Figure 6: GSM/2G base station hardware, sowing size perspective.

The hardware used for the current testing at CRC (Figure 1 and Figure 6) is a GSM/2G
base station. The identical hardware and form factor can also operate as an open source LTE
base station using software for an LTE system [7], although the open source LTE software is not
yet as well tested and mature as the GSM/2G software. Such a software-defined system could
indeed attract mobile devices using several telecom service standards as a way to gain
knowledge of the IMSI, and different specific strategies will likely prove more effective against
specific mobile devices.

It should be noted that this test was performed in a controlled laboratory environment
where the rogue base station provided the only available signal in an enclosed area. In normal
circumstances, it is known that devices prefer to connect to their own wireless service provider
even if other better signals are available. As such, it is unlikely that this scenario will work when
other signals from legitimate service providers are available. Nevertheless, it is possible to place
the base station in an area known to have extremely poor signal reception such as inside office
areas or certain malls. Without other strong signals, mobile devices will be drawn to connect to
1it.
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Appendix B: Equipment for Independent Measurement of Base
Station Privacy Settings

Service providers engineer cell sites according to their business priorities. Some of the
settings and configurations of the base station equipment used for servicing their customers are
set based on default values, while others are chosen for specific reasons. Mobile devices need to
know these settings to communicate, and so the values of the relevant settings are provided to the
mobile device in the form of metadata exchanged during the initial call-attachment procedure.
These metadata impact the privacy of users as they dictate the encryption settings, and when a
temporary ID is reset. An investigation into how telecom base stations are configured, and how
the wireless access metadata sent by these base stations impact the privacy of users, would
benefit the Department.

CRC has portable tools that have the capability to access metadata for the major
commercial wireless systems, including GSM(2G), UMTS(3G), LTE(4G) and others. Appendix
B features graphics (Figures 7, 8 and 9) that show typical screenshots of a commercially
available proprietary metadata analysis tool that extracts metadata from regular mobile phones
via a USB cable. The metadata is presented in a graphical user interface format, where the fields
are populated with data received by the mobile device subscribing to the wireless service
provider. A single proprietary tool may not be the most efficient means to measure base station
metrics nationally since hundreds of systems may be required for a persistent monitoring
capability. For a deployed monitoring capability, the use of inexpensive radio equipment and
software-defined base station technology would bring affordability and flexibility to the
measurement tools; it would be feasible to widely deploy them to Industry Canada offices across
the country. Investigations into the viability of this are still underway. Open source software
implementation of the LTE standard is available [7] and could be a good basis for developing
such a system. Source code for 3G metadata monitoring is available (see [22]), although this has
not been evaluated by CRC to date.

The metrics that are used to assess privacy are ones that CRC would create based on the
understanding of the technical issues of privacy. For GSM, the metrics used in the GSM map
project are available (see [9]), and are appropriate for the legacy GSM service. Metrics for 3G
and 4G would be different, and would be based on technical aspects of the newer standards.
Initial findings on privacy in Canada of GSM are reported on the GSM Map and in a short report
[9], however they are based on a very small set of measurements contributed by CRC to date on
Rogers base stations around Shirleys Bay. Results of the limited privacy audit of GSM indicate
that Canada lags France, Germany, Norway and Italy and is comparable to USA, Russia, Spain
and India. Although comparative assessments of this sort that are made by international working
groups are useful to understand Canada’s wireless privacy, they are based on metrics that are not
customized for Canada, and results are not broken down into regions of the country.
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In Figure 7 the metadata is reported using a proprietary tool for GSM, where the A5/1
protection is shown to be enabled for the service. The full assessment of privacy is made from
several such settings, and from analysis of the metadata over time. Figure 8 and Figure 9 show
the metadata display format for LTE, and for the UMTS 3G system, respectively.

| Subscription ID; -

Cell Reselect Hysteresis 5 IMST Attach-Detach Alowed 1
b TX Power Level 5 Blocks Reserved Access Grant i) Discontinuous TX Indicator 2.0
Minimum RX Signal Level 3 Physical Channels Supparting CCCH 1 Power Level 5

Power Offsat g CCCH/SDCCH Channel Combination %
Power Offset Valid Not Valid Flag

New Establishment Cause Indicator 1 Paging Messages MultiFrames

Additional Reselect Parameter | Sysinfo 16/17 T3212 Timeout

£ a2

Cell Reselect Parameter Indicator
Cell Bar Qualify
Cell Reselection Offset
Temporary Offset
Penalty Time

tion
Bage Station Idenfity Code

£ B 00 B o T e e

; | .
Paging Mode Normal Paging || 113 Position | Sii3tocatedOnBCCH |

CCCH Group Q
Paging Group 8

Power Average Frequency 12

{ UL AMR | 6.70kbps i

TRSTR——

e
TTASTAR

Figure 7: Selection of captured metadata using a proprietary tool from base station towers
near CRC, for GSM-2G, indicating ciphering algorithm A5/1.
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Done

Figure 8: Selection of metadata catgories ig a ropetary tool from base station
towers near CRC, for LTE-4G showing status of some privacy protectors.
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Figure 9: Selection of captured med;;a using a proprietary tool from base station towers
near CRC, for UMTS-3G showing status of some privacy protectors.
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In Table 4 we see measurements taken in the vicinity of the Shirleys Bay campus at, west
of Ottawa, for LTE service. Results are collected using the proprietary metadata detection tool
and reported using the GUI format shown in Figure 8, where the various elements of privacy
protection related to the downlink channel for the DRB Cipher, the SRB cipher and the SRB
Integrity are shown. Interestingly, there are two different protection algorithms seen. The base
station with CID 12801 uses the older SNOW 3G algorithm, while the rest of the base stations
use the latest AES algorithm.

These results show that a larger privacy audit campaign is needed to explore what
algorithms are deployed in different regions around Ottawa, and ultimately other locations. The
audit of base stations for other service providers is also needed to quantify the prevalence of the
older privacy protection algorithm SNOW 3G.

Table 4: Status of ciphering element of privacy protections on LTE base stations within
radio range of CRC.

LTE Base | Ciphering Algorithm Received | Comments

Station ID | DRB | SRB Integrity | Power

(CID)

13268738 AES AES AES -93dBm | Office 2B

12801 SNOW | SNOW | AES -85dBm | Outside power plant
3G 3G

18182 AES AES AES -91dBm | CRC Guard house

8966 AES AES AES -93dBm | Railway bridge

Carling Ave.

10132 AES AES AES -63dBm | Bourke’s on Carling

19718 AES AES AES -93dBm | Carling at Rifle Rd.

18945 AES AES AES -93dBm | Rifle Rd. near river
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Appendix C: Wi-Fi Protocol Elements Impacting Privacy, and Results

C-1 Unique Identifiers for Wi-Fi

The MAC address is a permanent hardware identifier that is associated with a network
device. MAC addresses are 12-digit hexadecimal numbers. The format of the MAC is
commonly presented as pairs of digits separated by colons, e.g.,, MM:MM:MM:SS:SS:SS, where
the “MM:MM:MM” prefixes are associated with equipment manufacturers and the “SS:SS:SS”
suffixes identify devices from each manufacturer.

The purpose of the MAC address is to act as an address for communications between
network devices. When connecting to a wireless access point, the 802.11 protocol exchanges the
MAC address over the air.

The access point also uses an SSID (Service Set Identifier) to identify the network access
point, and is commonly referred to as the Network Name. The SSID is a string up to 32 bytes.

C-2 Wi-Fi Association

When first establishing communications between a mobile device and a Wi-Fi service
point (i.e., “association”), the question of privacy depends on the messaging that establishes the
connection.

In the most basic configuration, the association phase is not encrypted, and is thus subject

to eavesdropping by Wi-Fi capable receivers. The usual association process flow is shown in
Figure 10.

Mabile Device WiFi Access Point

e Access Point sends beacons

announcing its SSID

Clients detects strongest beacon

-
____and reguests association. | $SID, MAC address e
Client authentication process
< QOpen Authentication P !
€ {username, password) i

or Shared Key Authentication

Figure 10: Association phase of Wi-Fi connection between mobile device and Wi-Fi access
point [23].

Communications Research Centre Proprietary
Page 49 of 57



(A-2018-00073) - Page: 50

TECHNICAL STUDY ON PRIVACY IN WIRELESS NETWORKS

There are two methods for client authentication of data payload: a) the Open
Authentication which is not encrypted and b) the Shared Key Authentication with three
encryption options (WEP, WPA WPA2) [23]. Currently, most commercial systems employ
WPA2 for the shared key authentication, which has proven to be reasonably good in protecting
users against eavesdropping of the data payload. Nevertheless, mobile users still disclose SSIDs
and MAC addresses over the air, unencrypted, during association.

C-3 Field testing

Initial field experiments conducted at CRC, in which MAC addresses were detected using
a very portable and affordable (~ $140) Wi-Fi measurement system and free open source Wi-Fi
detection software available from the Internet, demonstrate the low level of investment and
expertise required to obtain the MAC addresses of nearby Wi-Fi communications. The Wi-Fi
testing hardware acts as a passive listener and records traces of metadata of all Wi-Fi devices
within radio range, including fixed routers and mobile phones and tablets. The measurement
scenario is depicted in Figure 11. No energy is transmitted, only received and recorded, making
devices such as this very difficult to detect and control. In Figure 11 we see the mobile user,
identified by their MAC address, on the mobile phone communicating with the Wi-Fi access
point. Their radio signal propagates in all directions, and reaches the measurement device that
records the metadata of the connections.

a1l %; i :
; (%)) /

Wi.Fi Access point

2

§ s

-

(¢
Wi.Fi Receiver (

19(1).20(1)(b)

Figure 11: Scenario whereby a low-cost radio device can collect Wi-Fi metadata without
knowledge of the users.
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C-3-1 Test Hardware Platform

As shown in Figure 12, the test platform comprises a main board (hardware “Router”
RB433 + Wistron CM9), a Wi-Fi radio card and an antenna. Software used by the platform is
open source and is hosted and controlled via a laptop. In principle, the controller could be any
computing device, such as an android phone, and could be remotely controlled via a customized
application.

The software running in the test platform, a modified version of the open source Wi-Fi
software “Aircrack,” configures the Wi-Fi radio in monitor mode and collects Wi-Fi packets off
the air. The procedure was repeated for all of the 11 Wi-Fi channels in the 2.4 GHz frequency
band. Each channel was scanned for 500 ms in the test. Each test was repeated for 5, 10, 20 and
60-second durations.

igure 12: Wi- hardare “Route’ RB43 + Wistro 9.
C-3-2 Test Scenarios

Testing scenarios were chosen to replicate different ways that Wi-Fi equipment might be
used in pursuit of metadata measurement activities. The four scenarios were:

® Measuring from a fixed location inside a CRC office building;

* Measuring from a fixed location outside a CRC office building with windows;
® Measuring from various distances away from a CRC office building; and

® Measuring targeted vehicles driving past the receiver.
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During outdoor measurements, four different locations at increasing distances away from
the CRC office building (Building 2) were selected to show the impact of distance. In all tests,
the receiver was only active for specific time durations (5 sec., 10 sec., 20 sec. and 60 sec.).

It should be noted that these tests do not accurately emulate the last scenario where a
targeted vehicle drives by the Wi-Fi receiver. However, results show that metadata information
can be captured, even during small windows of time. It is therefore feasible that this method may
be used to capture Wi-Fi information from passing cars, especially if the eavesdropper carefully
plans the deployment.

In Table 5, detailed results showing metadata from a single test of Wi-Fi MAC
measurement are shown. These were obtained at test location 2, and the receiver was active for a
10 sec. time duration.
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Table 5: Snapshot of Wi-Fi monitoring results, captured using a $140 commercial
hardware platform (MAC addresses have been detected, but are hidden herein for

.
nrivacy)

19(1).20(1)(b)
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C-3-4 Interpretation of Results

Raw measured results for Test 2, with a 10-second capture time, are shown in Table 6,
which is taken from the larger set of results in Table 5 to facilitate interpretation. The columns
show MAC address, manufacturer, time stamp, received power, number of packets, BSSID
(which indicates whether the mobile device is connected, or has merely been captured without
connecting), and the history of previously used hotspots if this information is provided by the
device. For example, the person possessing the device captured in the third column of Table 5
(extracted and highlighted in Table 6, below) carries an ASUS tablet, has travelled to
Washington, flying through Dulles and Reagan airports, stayed at the Marriott, and was
previously connected at the Ottawa airport (YOW). This information can be used to hypothesize
that the person has business at a certain location, and by accumulating a record of the
individual’s trips over time, a history of travelling to a particular city might indicate traits about
the person’s business, favourite places to stay and social activities. The person detected in the
tenth column in Table 5 apparently spends time at the Ashton Pub, west of Ottawa. Based on the
context of the measurements, and in particular based on time and location, (i.e., the Shirleys Bay
campus), it can be assumed that most of the people detected in these tests are security-cleared
public servants who have scientific or other government responsibilities. This type of context
information is crucial to aiding the data analytics and fusion, post processing. Because of the
personal nature of the data, the actual MAC addresses have been removed from Table 5 and
Table 6.

Table 6: One entry from Wi-Fi MAC detection data log from June 20, 2014, at Shirleys Bay
(see third column, Table 5), Test 2, 10-second duration (MAC address were detected, but
are hidden to protect privacy).

MAC Manuf. Last Time Power | Packets | BSSID Probed ESSIDs
XX XX:XX: | ASUSTek | 2014-05-20 | -84 27 not e opl-bpol
XX XX XX 10:06:31 associated Marriott_Guest

L]

e Wingate

e WashingtonDulles
Wi-Fi

NG-50G

e YOW Free Wi-Fi
e ReaganNational

Wi-Fi
e iNet
e Courtyard_GUEST
o attWi-Fi
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Figure 13: Scenario where Wi-Fi metadata is collected over a geographic region as source
material for metadata fusion.

Measurements of this type can be conducted by a person carrying a backpack (containing
the equipment in Figure 12) parked outside the House of Commons, any corporate HQ, or other
financial trading institution on Bay Street; indeed, it is likely already done.

Figure 13 shows a depiction of how measured results of such tests can be conducted within
a particular geographic area, and the metadata collected becomes the source material for
metadata analytics and fusion. Vast amounts of data collected over location and time can be
realistically post-processed using modern computational resources.
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yAIWS HARRIS CORPORATION

600 Maryland Avenus, SW,
Sufts B50E
Washington, D.C. 20024

April 28, 2011 phase 303,724 3700

www.hants.com

Marlene H. Dortch, Secretary

Federal Communications Commission
Office of the Secretary

445 12" Street, S.W.

Washington, D.C. 20554

Re: Final Request for Confidentiality of Harris Corporation for FCC ID No.
NK73092523 (FCC Correspondence Number 39487)

Dear Ms, Dortch:

Harris Corporation (“Harris") submits this revised, post grant request for confidentiality.
Public disclosure of certain materials included in the above referenced equipment authorization
application could reasonably put public safety officials at risk, jeopardize the integrity and value
of investigative techniques and procedures, reveal Harris trade secrets due to the nature of the
equipment, and harm Harris’ competitive interests. Harris respectfully requests, pursuant to 47
C.F.R. § 0.457(g), 47 C.F.R. § 0.457(d), and 47 C.F R. § 0.459, that certain documents be held as
confidential and withheld from public inspection or be superseded in the Commission’s
equipment authorization system by subsequently filed versions. Exhibit A, Exhibit B, and
Exhibit C provides listings of Harris’ requested treatment of exhibits, cover letters and
correspondence.

» Exhibit A~ Harris respectfully requests that these documents be treated as confidential
and withheld from public inspection.

e Exhibit B- Harris respectfully requests that these documents be superseded in the
Commission's equipment authorization system because the materials have been
subsequently replaced with a revised version.

o Exhibit C- The following documents may be made publicly available without any
restrictions.

1. Confidentiality Compliance with 47 C.F.R. § 0.457(g)

Section 0.457(g)(5) and (6) of the Commission’s rules—pursuant to 5§ US.C. §
552(bY(7)(E) and (F)}—provides confidentiality if the production of records would either
*“disclose law enforcement investigative techniques or procedures,” or “endanger the life or
physical safety of public law enforcement.” The product FCC ID No. NK73092523 is intended
for use by federal, state, and local public safety entities. The nature of the product make it
necessary for the descriptions provided in the equipment authorization application and
supporting documents/exhibits— including technical information regarding the performance
parameters, design and operation of the technology, and information regarding the identity of the
entities proposing to use the product—be withheld from public disclosure and treated as
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confidential under Section 0.457(g) of the Commission's rules. A complete list of documents

that Harris respectfully requests be treated as confidential and withheld from public inspection is
provided in Exhibit A.

To further support Harris’ request for confidentiality and to underscore the need for
confidentiality, Harris requests that the Commission condition its equipment authorization
application as stated below:

Requested Equipment Authorization Conditions:

(1)  The marketing and sale of these devices shall be limited to federal/stateflocal
public safety and law enforcement officials only; and

(2)  State and local law enforcement agencies must advance coordinate with the FBI
the acquisition and use of the equipment authorized under this authorization.

These conditions are respectfully requested to ensure that the product associated with FCC ID
No. NK73092523 is limited to its intended use, operated only by federal, state, and local public
safety officials, and to prevent and address concerns regarding the proliferation of the equipment
to unauthorized users.

Providing confidential treatment of the materials included with the equipment
authorization application identified as FCC ID No. NK73092523 would be in compliance with
Section 0.457(g) of the Commission’s rules—specifically 47 C.F.R. § 0.457(g)(5) and (6). It is
crucial to the protection of public safety officials that all materials identified in Exhibit A be
treated as confidential and withheld from public inspection.

2. Confidentiality Compliance with 47 C.F.R. § 0.457(d).

Likewise, Section 0.457(d) of the Commission’s rules provides that trade secrets may not
be routinely made available for public inspection. Harris competes with a number of companies
that are developing and marketing similar public safety devices. Harris is careful in protecting
proprietary aspects of its equipment design and manufacturing processes due to the sensitive nature
of the product. The information for which confidential treatment is sought has been kept
confidential from public disclosure by Harris and has not been made available to third parties
without the execution of non-disclosure agreements.

Disclosure of the technical information disclosed in the attached documents to competitors
could compromise Harris' ability to develop and protect this technology as other companies could
reverse engineer products using the information provided as part of the equipment authorization
application. Moreover, disclosure of technical content would relinquish valuable proprietary
information about the technologies Harris has developed and its manufacturing processes.
Disclosure would also offer competitors additional unwarranted insight into the state of Harris'
product development, thereby allowing competitors an advantage that would otherwise be
unavailable to Harris. Therefore, in furtherance of Section 0.457(d) of the Commission’s rules,
Harris respectfully requests that all materials identified in Exhibit A be treated as confidential
and withheld from public inspection.
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3. Confidentiality Compliance with 47 C.F.R. § 0.459(b).

Pursuant to Section 0.459(b)(1-9) of the Commission's rules, Harris provides the
following information in support of its request for confidentiality:

(1)  The information disclosed in the attached equipment authorization application includes
highly confidential and proprietary technical information about the equipment design and
operating characteristics. Harris respectfully request that the attached equipment
authorization application, in its entirety, and all supporting materials identified in Exhibit
A be withheld from public inspection.

2) The Commission proceeding by which the information is submitted is identified as—
FCC ID No. NK73092523.

(3)  Disclosure of the technical information disclosed in the application to competitors could
compromise Harris' ability to sell and continue to develop the product line. Public
disclosure of the information in the attached documents would provide other companies the
opportunity could reverse engineer the communications technology.

G There are many competitors that produce similar public safety equipment. Thus, any
disclosure of Harris technical information regarding this product would relinquish
valuable proprietary information about the how the technology was developed and the
manufacturing process. Disclosure would also offer competitors additional unwarranted
insight into the state of Harris' product development, thereby allowing competitors an
advantage that would otherwise be unavailable to Harris.

(5)  Disclosure would result in substantial competitive harm to Harris. Disclosure would offer
competitors insight into Harris' product development process and provide competitors a
competitive advantage in the market.

(6)  Harris is careful in protecting proprietary aspects of its equipment design and manufacturing
processes. The information for which confidential treatment is sought has been kept
confidential from public disclosure by Harris throughout development. It has only been
made available to third parties pursuant to non-disclosure agreements.

(7)  None of the technical information included in the attached equipment authorization
application has been made available to the public. Information revealed to third parties was
made pursuant to non-disclosure agreements.

(8)  Harris requests that this information be withheld from public disclosure until and unless
Harris notifies the Commission that such information may be publicly released. This
equipment is designed for use by authorized users only and may be used for more than a
decade in some cases. Moreover the equipment will be used by federal, state, and local
public safety officials, thus, it is important that its design and operational details not be made
available to unauthorized persons who might attempt to use knowledge of such details to
compromise the applications for which the equipment will be employed.
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(9)  Confidential treatment of the information contained in the attached equipment
authorization application allows Harris to provide a full technical description of the
equipment. However, refusal to treat such documents as confidential would result in
submission of insufficient information on which the Commission could base its decision and

delay deployment of these new and improved public safety devices.

For the foregoing reasons, Harris respectfully requests that the Commission treat the
attached equipment authorization application and supporting materials as confidential and
withhold them from public inspection. If Harris’ request for confidentiality is found to be
incomplete, Harris respectfully requests the Commission notify Harris of any deficiencies and
provide Harris reasonable time to provide additional information. Should Harris’ request for
confidentially be denied, Harris respectfully requests that the Commission retumn all materials to

which confidentiality cannot be provided.

Respectfully submitted,

/sl

Tania W. Hanna, Esq.

Vice President, Legislative Affairs and Public Policy

Harris Corporation

600 Maryland Avenue, S.W.
Suite 850E

Washington, D.C. 20024

E-mail: thanna@harris.com
Phone: (202) 729-3712

Evan S. Morris, Esq.

Counsel, Government Relations
Harris Corporation

600 Maryland Avenue, S.W.
Suite 850E

Washington, D.C. 20024

Email: evan.morris@harris.com
Phone: (202) 729-3702
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From: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCHN)

To: Chau, Peter: DGEPS-DGGPN; Duguay, Daniel: DGEPS-DGGPN

Ce: Proulx, Martin: DGEPS-DGGPN; Hafez, Reera; DGEPS-DGGPN; Nixon, Jason: DGEPS-DGGPN; Proulx.
Stephane; DGEPS-DOGPN

Subject: RE: Follow-up: Media Call 19(1) G&M/ IMSI catchers/ Today 5m

Date: September-02-14 5:20:57 PM

Attachments: Hars final request for confidentiality for 1D # NKZ3092523.00(

Peter, Daniel

As we just finished our conversation an the ISMI catcher issue, Jason and | looked in mare in details
on the FCC certification of some of the Harris Corp products that could fit the description. One of
themis FCCID NK73092523. Harris requested confidentiality of disclosure of certain materials
under section 47 § 0.457 ‘Records not routinely available for public inspection’. They also asked for
equipment authorization conditions to be set upon their product, as you may read in para 1. of the
attached documents where the marketing and/or sale of the devices is restricted to
federal/state/local PS and law enforcement entities. Obviously, we were not able to see any images
and/or figures that would tell us it is the Stingray devices but, it is easy to deduce it may be. in any
case, and in a nutshell, Harris has their device certified in the US but has conditions attached to so it
can be sold only to Law enfarcement/ PS users.

We will dig further on some other manufacturers and will try to cross reference in our REL. We do
not have such a clear process in our Act and regulations. It would be on a case-by-case.

Hope this help

ic

From: Chau, Peter: DGEPS-DGGPN

Sent: September-02-14 4:06 PM

To: Duguay, Daniel: DGEPS-DGGPN; Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN)
Cc: Proulx, Martin: DGEPS-DGGPN; Hafez, Reema: DGEPS-DGGPN

Subject: RE: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

1 will be there,

From: Duguay, Daniel: DGEPS-DGGPN

Sent: September-02-14 3:58 PM

To: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN); Chau, Peter: DGEPS-DGGPN

Cc: Proulx, Martin: DGEPS-DGGPN; Hafez, Reema: DGEPS-DGGPN

Subject: FW: Follow-up: Media Callj 19(1) | G&M/ IMSI catchers/ Today 5m

For our 16h15 discussion today.

Daniel Duguay

613.880.4820
el 2
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From: Hill, Peter: DGSO-DGOGS

Sent: September-02-14 3:45 PM :

To: Gillis, Kelly: SITT-STIT; Duguay, Daniel: DGEPS-DGGPN; Bérubé, Jean Luc: CRC (NCR-RCN);
Pereira, Rachel: SITT-STIT (NCR-RC

Subject: Fw: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today Sm

We're getting this one on multiple fronts. Some more info below,

From: Cepella, Rob: DGSO-DGOGS

Sent: Tuesday, September 02, 2014 03:42 PM

To: Corbin, Marc: DGSO-DGOGS

Cc: Rathier, Gilles: DGSO-DGOGS; Hill, Peter: DGSO-DGOGS; Fleming, Philip: DGSO-DGOGS
Subject: FW: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Marc - for your consideration:

FOLLOW-UP REQUEST:

1. So the company that develeps an IMSI catcher must first obtain technical acceptance from
industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?

3. In addition, the reporter would like to know what role, if any, the CRTC plays in this process.
SUGGESTED RESPONSE:

As previously mentioned, legal use of radio equipment in Canada requires, as appropriate, technical
acceptance be obtained from Industry Canada. This does not mean that Industry Canada would
authorize the use of these sorts of devices by issuing z licence.

industry Canada is responsible for enforcing the Radiocommunication Act and therefore would deal
with unauthorized use of radio equipment in Canada. We suggest that you contact the CRTC directly
regarding any role that it might play.

From: Rathier, Gilles: DGSO-DGOGS

Sent: September-02-14 2:36 PM

To: Cepella, Rob: DGS0O-DGOGS

Cc: Corbin, Marc: DGSO-DGOGS

Subject: FW: Follow-up: Media Call:m G&M/ IMSI catchers/ Today 5m

Rob ~ 2 follow up guestion on this media call.
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Here is a start...

We've told the reporter to contact PS and RCMP on the subject on unauthorised use but  19(1)
19{1) |has one main follow-up question below. In addition, he’d like to know what role, if any, the
CRTC plays in this process.

Industry Canada is responsible for the enforcement of the Radiocommunication Act.
FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?
ANSWER:

As previously mentioned, Legal use of radio equipment in Canada requires that technical
acceptance be obtained from Industry Canada that it meets the applicable RSS. This does not mean
that Industry Canada would permit such devices from entering Canada or authorized for it for use,
however.

Again, Industry Canada is responsible for enforcing the Radiocommunication Act and therefore
would be dealing with illegal use of radio equipment in Canada.

From: Fleming, Philip: DGSO-DGOGS
Sent: September-02-14 2:26 PM
To: Sloan, Glen: CMB-DGCM

Cc: Rathier, Gilles: DGSO-DGOGS
Subject: RE: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Yes. Please contact Gilles Rathier. pF

From: Sloan, Glen: CMB-DGCM

Sent: September-02-14 11:22 AM

To: Fleming, Philip: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: 19(1) [ G&M/ IMSI catchers/ Today 5m

Hi Philip, I'm trying to find out who can respond to a couple of follow-up questions on a recent
media call on “Stingrays.”
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Did you help James with this last week?

Thanks,

Glen

From: Sloan, Glen: CMB-DGCM
Sent: September-02-14 2:20 PM
To: Fancy, Lynne: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m
HiLynne,

19(1) Lo | have a question for you ~ did you help him with this “Stingray” media call
last week?

Trying to find out who can respond to the two follow-ups below.

Thanks,
Glen

From: CMB-Media Relations

Sent: September-02-14 12:09 PM

To: CMB-ASG-SITT; CMB-ASG-Strategic Policy (M. McGrath)
Cc: CMB-Media Relations; Vignola, Lucie: CMB-DGCM

Subject: Follow-up: Media Call: 19(1) G&M/'IMSI catchers/ Today 5m
Hi folks!
We've told the reporter to contact PS and RCMP on the subject on unauthorised use but  19(1)

119(1)| has one main follow-up question below. In addition, he'd like to know what role, if any, the
CRTC plays in this process.

Thanks, Stéfanie

REPORTER 19(1) Globe and Mail, 19(1)

TOPIC: IMSI catchers
DEADLINE: Today, Sept 2, Spm

FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
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an IMS! catcher that is used without a license and/or technical acceptance from industry Canada?

19(1) |IMSI catchers—sometimes referred to colloquially as Stingrays—for The

Globe and Mail and was wondering if Industry Canada has any knowledge of their use in Canada.

Stingrays are devices that masquerade as legitimate cellular base stations or cellular towers by
piggy-backing onto a telecommunication provider's network, allowing law enforcement agencies to
covertly collect and monitor identifying information about mobile devices in the immediate area.
This all happens unbeknownst to the target(s) and others in the area. There are reports of their use
in the U.S., but none that | can find in Canada. Stingray is manufactured by the Florida
headquartered Harris Corporation.

Any information you can provide by the end of the week on how and where Stingrays are used in
Canada—if at all—would be much appreciated.

RESPONSE :

In order for a IMSI catcher to be legaily used in Canada it would have to be required to be certified
under a Radio Standards Specification (RSS) - namely, RSS 132, RSS 133 or RSS 139 - and would also
require a radio station licence.

EQLLOW-UP REQUEST - RESPONSE PROVIDED AUGUST 28;

When you say used legally, do you mean that the company manufacturing the equipment would
need to certify the IMS! catcher under an RSS, and the operator would require a radio station
license? '

Also, what about illegal operation? Is there any way, at present, to detect the unauthorized use of
IMSI catchers? ie. this Newsweek story from June suggests foreign intelligence services could use
such devices to spy on Americans in the U.S., and | can't imagine they would acquire a radio station
license were they to do the same here. If you can suggest any other department government
department that might be worth contacting on this particular question, I'd appreciate it.
RESPONSE :

Legal use of radio equipment in Canada requires that technical acceptance be obtained from
Industry Canada that it meets the applicable RSS. This does not mean it is authorized for use,
however. With the exception of equipment exempt from this requirement, a licence from Industry
Canada authorizing the use of this station or device must be obtained by an operator before it may
be used.
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From: Bren, Jean-Claude: DGEPS-DGGPN (NCR-RCH)

To: Hixon, Jason: DGEPS-DGGPN; Desmarais, Nicolas: DGEPS-DGGPN; Proulx, Stephane: DGEPS-DGGPN; Duguay,
Subject: Re: Follow-up: Media Call: | 19(1)  G&M/ IMSI catchers/ Today 5m

Date: September-03-14 12:01:37 PM

Merci

Jean-Claude Brien from/du Blackberry
Director, Directeur CEB/BHS
DGEPS/DGGPN

SITT/STIT

Industry Canada/Industrie Canada

De : Nixon, Jason: DGEPS-DGGPN

Envoyé : Wednesday, September 03, 2014 11:57 AM

A : Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN); Desmarais, Nicolas: DGEPS-DGGPN; Proulx,
Stephane: DGEPS-DGGPN; Duguay, Daniel: DGEPS-DGGPN; Proulx, Martin: DGEPS-DGGPN
Objet : RE: Follow-up: Media Call: G&M/ IMSI catchers/ Today 5m

Hi JC,
| searched for both Harris and DRT and could not locate any of these types devices in the REL.

Jason

From: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN)

Sent: September-03-14 11:36 AM

To: Nixon, Jason: DGEPS-DGGPN; Desmarais, Nicolas: DGEPS-DGGPN; Proulx, Stephane: DGEPS-
DGGPN; Duguay, Daniel: DGEPS-DGGPN; Proulx, Martin: DGEPS-DGGPN

Subject: Re: Follow-up: Media Call|___ 1s(1) | G&M/ IMSI catchers/ Today 5m

Jason, mercl.
Can you confirm that we have not any in our REL, as you told me this morning.

JC

Jean-Claude Brien from/du Blackberry
Director, Directeur CEB/BHS
DGEPS/DGGPN

SITT/STIT

Industry Canada/Industrie Canada

De : Nixon, Jason: DGEPS-DGGPN

Envoyé : Wednesday, September 03, 2014 09:42 AM

A : Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN); Desmarais, Nicolas: DGEPS-DGGPN; Proulx,
Stephane: DGEPS-DGGPN

Objet : RE: Follow-up: Media Call: G&M/ IMSI catchers/ Today 5m

HIC,
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| have looked through the Harris devices the | had found and there were 4 approved by the FCC
(NK73092523, NK73100176, NK73186795 and NK73166210). They were all directly certified by the
FCC and all of the documentation was held confidential except for the test reports, which have been
scrubbed and do not contain any information to identify the device as a Stingray. | searched the REL
for Harris device certified to RSS-132, RSS-133 and RSS-139 and there were no matches.

I did find another possible manufacturer of these types of devices, Digital Receiver Technology, Inc.
(DRT) but they are not listed in the REL at all.\ 20{1)(c) \are some of their
devices). Products are not listed on their website and they are now owned by Boeing and the
Boeing press release states it Is specifically to enhance their presence in the intelligence market.

I read some articles on these devices and they seem indicate the FBI and US military can use
Jammers and communications blockers. | am not sure if CISI and DND have the same exemption
here. There seemed to also be an initiative to allow local law enforcement in the US to use these
devices for things like blocking contraband cellphones in prisons. One article seemed to tie DRT to
an NSA metadata data leak.

Regards,
Jason Nixon

From: Brien,Aj‘eéﬁ-'CIa'u&erz DGEPS-DGGPN (NCﬁ-RCN)

Sent: September-03-14 8:21 AM

To: Desmarais, Nicolas: DGEPS-DGGPN; Proulx, Stephane: DGEPS-DGGPN; Nixon, Jason: DGEPS-
DGGPN

Subject: Re: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Merci Nicolas. En passant, 20(1)(b).21(1)(b)
Jean-Claude Brien from/du Blackberry

Director, Directeur CEB/BHS

DGEPS/DGGPN

SITT/STIT

Industry Canada/Industrie Canada

De : Desmarais, Nicolas: DGEPS-DGGPN
Envoyé : Wednesday, September 03, 2014 08:19 AM
A : Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN); Proulx, Stephane: DGEPS-DGGPN; Nixon, Jason:

DGEPS-DGGPN
Objet : RE: Follow-up: Media Call: GBM/ IMST catchers/ Today 5m

Even though we {IC) would deal with the unauthorized use of such device, 21{1)(b).21(1)(a) ‘

‘ 21(1)(a).21{1){b) |They are performing a MITM (Man in the Middle) attack so there wouldn't be
any interference issues and they are virtually invisible for the base station and the customer's
cellphone. The only countermeasure | could find is specialized phones that can recognize the digital
fingerprint of specific models of IMSI catcher. Also, an Android app to detect IMSI catcher is possibly
in development.
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From: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN)

Sent: September-02-14 4:12 PM

To: Desmarais, Nicolas: DGEPS-DGGPN; Proulx, Stephane: DGEPS-DGGPN; Nixon, Jason: DGEPS-
DGGPN
Subject: RE: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Jason :

This all happens unbeknownst to the target(s) and others in the area. There are reports of their use
in the U.S., but none that | can find in Canada. Stingray is manufactured by the Florida
headquartered Harris Corporation.

From: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN)

Sent: September-02-14 4:03 PM

To: Desmarais, Nicolas: DGEPS-DGGPN; Proulx, Stephane: DGEPS-DGGPN; Nixon, Jason: DGEPS-
DGGPN

Subject: FW: Follow-up: Media Call:|  19(1)  |G&M/ IMSI catchers/ Today 5m

You know anything about theses ISMI catcher or ‘Stingray’?

From: Duguay, Daniel: DGEPS-DGGPN
Sent: September-02-14 3:55 PM
To: Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN); Chau, Peter: DGEPS-DGGPN

Cc: Hafez, Reema: DGEPS-DGGPN; Proulx. Martin: DGEPS-DGGPN
Subject: Fw: Follow-up: Media Call: 19(1) &M/ IMSI catchers/ Today 5m
Jean-Claude/Peter,

We have a request to provide briefing on this for tomorrow morning. Can | kindly request a 16:15
call/meeting.

Peter - my office for 16:15; Jean-Claude - will dial you in.
Need to confirm a few points prior to tomorrow.
Reema - please join us as well.

Dan
Ths msge thmb typd fm my Bkbry

From: Hill, Peter: DGSO-DGOGS

Sent: Tuesday, September 02, 2014 03:45 PM Eastern Standard Time

To: Gillis, Kelly: SITT-STIT; Duguay, Daniel: DGEPS-DGGPN; Bérubé, Jean Luc: CRC (NCR-RCN);
Pereira, Rachel: SITT-STIT (NCR-RCN

Subject: Fw: Follow-up: Media Call:G&M/ IMSI catchers/ Today 5m

We're getting this one on multiple fronts. Some more info below.

From: Cepella, Rob: DGSO-DGOGS
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Sent: Tuesday, September 02, 2014 03:42 PM
To: Corbin, Marc: DGSO-DGOGS
Cc: Rathier, Gilles: DGSO-DGOGS; Hill, Peter: DGSO-DGOGS; Fleming, Philip: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Marc - for your consideration;

FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first abtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?

3. In addition, the reporter would like to know what role, if any, the CRTC plays in this process.
SUGGESTED RESPONSE:

As previously mentioned, legal use of radio equipment in Canada requires, as appropriate, technical
acceptance be obtained from Industry Canada. This does not mean that Industry Canada would
authorize the use of these sorts of devices by issuing a licence.

Industry Canada is responsible for enforcing the Radiocommunication Act and therefore would deal
with unauthorized use of radio equipment in Canada. We suggest that you contact the CRTC directly
regarding any role that it might play.

From: Rathier, Gilles: DGSO-DGOGS
Sent: September-02-14 2:36 PM
To: Cepella, Rob: DGSO-DGOGS
Cc: Corbin, Marc: DGSO-DGOGS
Subject: FW: Follow-up: Media Call:  19(1)  |G&M/ IMSI catchers/ Today 5m

Rob — 2 follow up question on this media call.

Here is a start...

We've told the reporter to contact PS and RCMP on the subject on unauthorised use but| 19(1]
19(1) |has one main follow-up question below. In addition, he’d like to know what role, if any, the
CRTC plays in this process.

Industry Canada is responsible for the enforcement of the Radiocommunication Act.
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FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?
ANSWER:

As previously mentioned, Legal use of radio equipment in Canada requires that technical
acceptance be obtained from Industry Canada that it meets the applicable RSS. This does not mean
that Industry Canada would permit such devices from entering Canada or authorized for it for use,
however.

Again, Industry Canada is responsible for enforcing the Radiocommunication Act and therefore
would be dealing with illegal use of radio equipment in Canada.

From: Fleming, Philip: DGSO-DGOGS
Sent: September-02-14 2:26 PM
To: Sloan, Glen: CMB-DGCM

Cc: Rathier, Gilles: DGSO-DGOGS
Subject: RE: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Yes. Please contact Gilles Rathier. pF

From: Sloan, Glen: CMB-DGCM

Sent: September-02-14 11:22 AM

To: Fleming, Philip: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: G&M/ IMSI catchers/ Today 5m

Hi Philip, I'm trying to find out who can respond to a couple of follow-up questions on a recent
media call on “Stingrays.”

Did you help James with this last week?

Thanks,
Glen

From: Sloan, Glen: CMB-DGCM
Sent: September-02-14 2:20 PM
To: Fancy, Lynne: DGSO-DGOGS
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Subject: FW: Follow-up: Media Call: mG&M/ IMSI catchers/ Today 5m

Hi Lynne,

19(1) so | have a question for you = did you help him with this “Stingray” media call
last week?

Trying to find out who can respond to the two follow-ups below.

Thanks,
Glen

From: CMB-Media Relations

Sent: September-02-14 12:09 PM

To: CMB-ASG-SITT; CMB-ASG-Strategic Policy (M. McGrath)

Cc: CMB-Media Relations; Vignola. Lucie: CMB-DGCM

Subject: Follow-up: Media Call:|  19{1)  |G&M/ IMSI catchers/ Today 5m

Hi folks!

We've told the reporter to contact PS and RCMP on the subject on unauthorised use but| 19{1)
19(1) |has one main follow-up question below. In addition, he’d like to know what role, if any, the
CRTC plays in this process.

Thanks, Stéfanie

REPORTER: 19(1) Globe and Mail, 19(1)
TOPIC: IMSI catchers
DEADLINE: Today, Sept 2, 5pm

FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?

INITIAL REQUEST ~ RESPONSE PROVIDED AUGUST 22 ;
19(1) IMSI catchers—sometimes referred to colloquially as Stingrays—for The

Globe and Mail and was wondering if Industry Canada has any knowledge of their use in Canada.
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Stingrays are devices that masquerade as legitimate cellular base stations or cellular towers by
piggy-backing onto a telecommunication provider's network, allowing law enforcement agencies to
covertly collect and monitor identifying information about mobile devices in the immediate area.
This all happens unbeknownst to the target(s) and others in the area. There are reports of their use
in the U.S., but none that | can find in Canada. Stingray is manufactured by the Florida
headquartered Harris Corporation.

Any information you can provide by the end of the week on how and where Stingrays are used in
Canada—if at all—would be much appreciated.

RESPONSE :

In order for a IMSI catcher to be legally used in Canada it would have to be required to be certified
under a Radio Standards Specification (RSS) - namely, RSS 132, RSS 133 or RSS 139 - and would also
require a radio station licence.

When you say used legally, do you mean that the company manufacturing the equipment would
need to certify the IMSI catcher under an RSS, and the operator would require a radio station
license?

Also, what about illegal operation? Is there any way, at present, to detect the unauthorized use of
IMSI catchers? ie. this Newsweek story from June suggests foreign intelligence services could use
such devices to spy on Americans in the U.S., and | can't imagine they would acquire a radio station
license were they to do the same here. If you can suggest any other department government
department that might be worth contacting on this particular question, I'd appreciate it.
RESPONSE :

Legal use of radio equipment in Canada requires that technical acceptance be obtained from
Industry Canada that it meets the applicable RSS. This does not mean it is authorized for use,
however. With the exception of equipment exempt from this requirement, a licence from Industry
Canada authorizing the use of this station or device must be obtained by an operator before it may
be used.
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From: - e - RN

To: Puguay, Daniel; DGEPS-DEGPN; Chay, Peter; DOEPS-DEGPN

Ce: ackson PN

Subject: Re: Fw: Fallow-up: Media Call G&M/ IMSI catchers/ Today 5m
Date: September-03-14 2:48:56 PM

Merci daniel, apres notre breve discussion sur cette premiere ebauche, voici une autre proposition
pour le second paragraphe ( ou tout le texte).

However, in the case of an ISMI catcher, the above process would not be applicable as it is a device
intended to be used by specialized law enforcement/ pucblic safety agencies. The onus would be on
these users to approach Industry Canada for a special authorization,

lean-Claude Brien from/du Blackberry
Director, Directeur CEB/BHS
DGEPS/DGGPN

SITT/STIT

Industry Canada/Industrie Canada

De : Brien, Jean-Claude: DGEPS-DGGPN {NCR-RCN)

Envoyé : Wednesday, September 03, 2014 02:28 PM

A : Duguay, Daniel: DGEPS-DGGPN; Chau, Peter: DGEPS-DGGPN

Cc : Jackson, Margot: DGEPS-DGGPN

Objet : Re: Fw: Follow-up: Media Call: G&M/ IMSI catchers/ Today 5m

Daniel, having read the previous response, here is my take on how to provide the gentleman with a
more factual response :

From a different perspective, any radio apparatus to be sold and/or offer to users on the Canadian
market must first meet the prescribed technical requirements set forth in the applicable standards
published by industry Canada (the Radio Specification Standards or RSS). The grant of a technical
acceptance does not result in the grant of an authorization to use the apparatus. Consequently, the
user, once it acquired the apparatus duly certified, must seek a license to operate/ use it unless
specifically exempted by the regulations.

In the case of an ISMI catcher device, the manufacturer would first need to get its equipment
certified before offering it to Canadian potential users. In the case at hand, the device would need
to meet the before mentioned RSS 132, 133 and 139 covering the frequency bands generally used
by cell/smart phones. By the nature of the device and the technical and administrative requirements
necessitated by the Canadian certification process, it would be very difficult for a manufacturer of
ISMI catcher device to obtain a certification.
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Jean-Claude Brien from/du Blackberry
Director, Directeur CEB/BHS
DGEPS/DGGPN

SITT/STIT

Industry Canada/Industrie Canada

De : Duguay, Daniel: DGEPS-DGGPN
Envoyé : Wednesday, September 03, 2014 01:01 PM

A : Brien, Jean-Claude: DGEPS-DGGPN (NCR-RCN
Objet : Fw: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Note what was already provided,

D
Ths msge thmb typd fm my Bkbry

From: Hill, Peter: DGSO-DGOGS

Sent: Tuesday, September 02, 2014 03:45 PM Eastern Standard Time

To: Gillis, Kelly: SITT-STIT; Duguay, Daniel: DGEPS-DGGPN; Bérubé, Jean Luc: CRC (NCR-RCN);
Pereira, Rachel: SITT-STIT (NCR-RC

Subject: Fw: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today Sm

We're getting this one on multiple fronts. Some more info below.

From: Cepella, Rob: DGSO-DGOGS

Sent: Tuesday, September 02, 2014 03:42 PM

To: Corbin, Marc: DGSO-DGOGS

Cc: Rathier, Gilles: DGSO-DGOGS; Hill, Peter: DGSO-DGOGS; Fleming, Philip: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Marc - for your consideration:

FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from
Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?

3. In addition, the reporter would like to know what role, if any, the CRTC plays in this process.
SUGGESTED RESPONSE:

As previously mentioned, legal use of radio equipment in Canada requires, as appropriate, technical
acceptance be obtained from Industry Canada. This does not mean that Industry Canada would

H
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authorize the use of these sorts of devices by issuing a licence.

Industry Canada is respansible for enforcing the Radiocommunication Act and therefore would deal
with unauthorized use of radio equipment in Canada. We suggest that you contact the CRTC directly
regarding any role that it might play.

From: Rathier, Gilles: DGSO-DGOGS

Sent: September-02-14 2:36 PM

To: Cepella, Rob: DGSO-DGOGS

Cc: Corbin, Marc: DGSO-DGOGS

Subject: FW: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Rob — 2 follow up guestion on this media call.

Here is a start...

We've told the reporter to contact PS and RCMP on the subject on unauthorised use buj  19(1)
19{1) has one main follow-up question below. In addition, he'd like to know what role, if any, the
CRTC plays in this process.

Industry Canada is responsible for the enforcement of the Radiocommunication Act.
FOLLOW-UP REQUEST:

1. So the company that develops an IMSI catcher must first obtain technical acceptance from

Industry Canada. And then an operator must gain a license from Industry Canada authorizing its
use?

2. What department or agency would deal with the unauthorized use of such a device in Canada, ie.
an IMSI catcher that is used without a license and/or technical acceptance from industry Canada?
ANSWER:

As previously mentioned, Legal use of radio equipment in Canada requires that technical
acceptance be obtained from Industry Canada that it meets the applicable RSS. This does not mean
that Industry Canada would permit such devices from entering Canada or authorized for it for use,
however.

Again, Industry Canada is responsible for enforcing the Radiocommunication Act and therefore
would be dealing with illegal use of radio equipment in Canada.

Fis
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From: Fleming, Philip: DGSO-DGOGS
Sent: September-02-14 2:26 PM
To: Sloan, Glen: CMB-DGCM

Cc: Rathier, Gilles: DGSO-DGOGS
Subject: RE: Follow-up: Media Call: 19(1) G&M/ IMSI catchers/ Today 5m

Yes. Please contact Gilles Rathier. pF

From: Sloan, Glen: CMB-DGCM

Sent: September-02-14 11<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>