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'"_mgmbﬁr s w:ig was bﬁm in ' O @il{)wmg B

o the. bmhnﬂ gwm b\f CFN(‘ U, and due to the nature of t;he Cf-%ﬂ[men*xbaf S pammm and e

 the mk mml%d a joint deammn betwwn hlm%lf and hm supﬁrmt‘s v *afs made m Lanml;j_.,r-j_-_ RO

hu&_ nm dut\f travcl ‘tf:}

(U S "Ihe C F memhw. 5 m? {m*;.%ubbhqucmlv mfmmad hlm B

_'thmh sh@rtl\f after the date he and: hm wxfe had bﬁﬁm %fhﬁ‘i‘du'ﬁd to arrive

The was not verbally or physically aggressive; e
h()WhV er., BQC&US e th ¢ C'F | o

o ,'_n'nmnbcr s in-laws. .haw., never mf:t htm they wem Ui’iﬂbi m aﬁﬁwlﬁ*f mi}sl f}f ﬂw

- -quwh{ma

6 (© o« FNC' u A“*‘iy st ‘i‘ﬁmmem This situation clearly S

.mdsmtm that the CF member was a person of interest for

The (,,F member indicated ‘that he di d o

“provide his passport mtmmatlm and recent. pmmr&% wath his

 interest to

o Visa: dpphcmmn (:swmi | | _' _ ' | ' _
- the nature of the CF member’s work, he very likely has knowledge which would be of

The interest in learning the CF member’s background ma}; .

indicate ' ' This mudent'_ o
~ highlights the importance of attending Ha&enswe Semﬁt}f Br:ﬂimg (f)‘%%} pi‘mr m N

o *,inmgn travel to regions of s&:curit‘y concern.

'_%--Mi R% vm UNs()l i(f m D r mMﬁll %

o U CANVA%&IN(J 01 DN_!U M

?;f T ( C7 2 cl }1 NCH thwa Dﬁmmmmi r@p{}m:d ihat {m 04_}_ "

- Aug i._lj, a CF member received an e-mail at his work address

((; I CFNCIU Amly%t Cﬂmmem
DHDKLF members are known m haﬁm reegzewafthzs e#maﬂ
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- ( E;) Ti’w ﬁ}!!awmg mf@mmtzm has &wm ';' !

o ‘attaché in Netherlands (NLD), a Gl
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laged cm the fact that
addresses are readily available on open mume%
Open source information shows that
has also posted his request on various m

RENSEIGNEMENTS NON CLASSIFIE‘

”_?;__?_{f;..ﬂ'ltmy and mnamlllmr} e

-~ websites. CF membem who receive thlb e-mmi am advmed nm to establmh mmact Wlth_ e
Any DND/CF member who receives. unmhmt&d e-mail from a ﬁt‘we1gn.:_:jf_fij;_i*:..;. ST

auanal wath a Llear Ci nexuq shﬁuld f‘orwmd 1t m the nﬂar&:{_;s--‘

S -
- l i

A Tﬁarmm 0 ’dé‘m‘f ”’ﬁ‘
A sz;:‘-permmff _ Tm
S4) o /{ F

- various sec tmw miellzgence ihreats bﬁmg mndm:*wd ag-‘_;_mst

st CFNCIU detach et ff' LA

' ‘-} (U) Ac:mrdmg tu Dutch medla re:‘:pm‘tsg Rusma is uwcslwvi in an espmna%g gagg.};_-i_z-_:f.f:f]-"5'-

“a Dutch pilot had been arrested for trying
Accc)rdmg to Dutch p‘ubltc broadcaster NOS, the F

o inv th ing a former F- 16 p.]m in the Dutgh mthtmy n Aprﬂ 2!1 1ot bemme knﬁwn i:hat - o
ying to. %il iawﬁe'f?{**-}_.:m fmrmatmn tf::» Balams S
F-1 6 pilot was arrested duringa

 meeting with the defence attaché of the Russian Embassy. The Russian diplomat issaid

 ' _;1‘.0 have bwn recalled to Mmmw under pressure. from the N etherlands. The F-16 p}lotﬂ_’;f_}f;- " g

 had worked at Defence for 13 years and catried out bcrmbma rmdg in Kmnm and At

'Aigﬁhanma‘n HL mknx}wledgﬂ@d thdi he has imdnmal pmb]ems

(%f S CFNCEU Analyst Cﬁmment Thf; mcadem mmal! T R

_QLLU rrcd in Mar 2011 when a mfmer _j_ L

€0

- F-l6 thHQk}EV to Belarus, wh& in turn pasmfghlm to: th@”R”ngn

U ﬂf

ﬂcer

N F-16 pulm tried to *«aeﬂ saur&t mfmmamn;f_:j:f-"‘_i:-'é’_;’f-_

o 'mgardma upgraded A/C software, avionics, mg,m and Gth@r sensitive e!emmts relatedto
eration ( RP)
The fmrm@r pilot was arrested duringa

© meeting with the RF Defense Attaché (DA) in NLD. The former pilot is being held in

- pre-trial gugwdy becausa he was assessed as a ﬂight ﬂsk 1 tis also assessed that he: may o |
- flee if released on bail. This mudent demm'stt‘ateﬁ that even a long-serving member | m o
--:fga;md gtfmdm;:, can. bfﬁ exploued hy a Fc}fmgn lm&lhgence ,;;‘f&;'i__i;_f;fslwa (FIS), paﬁwularlv lf

“circumstances such as fi nancial pmblf:m&s make the member more whwmb!e Mli@wmg

~ the initial C1 mvegtlgatmn NLD authmltlég ﬁ}{pﬂ”ﬂd th@ !A In r&mm the RF
| _]_'___g,m:fcrnmesm expelled the- fmmu NLD DA ina rem'rncai amtﬁ:m Ihe ﬁf;smmr L F Eé

o -pi](‘?t is to be tmd in murt on espmnage charges in Aug 2!! 1
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it - - . .".'a' e o . o, . "H'-
-.'.‘.r.-;-- ________ m o e A e o i e S 1 i e v --l-.- -.l-.-'h--- A A iR P A i e e i b M e o e P i i e 1 e e L b e e ey i i =, -.._
¥

"I hf;' 5mpe @f‘ tlm Cﬁunter-lnmlhgeme Summarv 35 m rgpm*t on kmf:nm or -._;'._gs;ble termmt a‘apl@aageﬁ R

1 subversion, and %abmage threats within or. affﬁmng thfz: !;anadmn I‘ors;:e:f«: (CP) ané the Departmem caf Nai;mnal ___ DR
Defence (DND) in order 10 mdace the vulnarabnhty of ;:mgmme “and ﬁiﬁl]!tlﬁ?‘; It mrthu summarizes. a;&thu_-s_-I__.;-ij'_.._’_j
events of interest for situational awareness.  This d@wmﬁﬁt constitutes a remrd whmh may be wbwct tof
mandamry emmpﬁm undﬁ:r t]m .«,mcea‘:; m mfammzm m.:t or th@ pmaay ac;t lh@ pmwsmm ﬁ‘}f Sﬁﬂtfﬁn 37 and o
38 m“ the Canada Ewdenw Act may alsa }:‘E’?E"‘Eed th@ mfmmatmn m 1ntﬁlllgeme The mmrmatmn er;:ﬁ;_;
'-'mmilz ﬁmce mmt nm be diﬁ:Ci(ﬁ’?%d or uscd as ewdama thhs:tut Hrior mnaultaﬂm mth th@ CFNCIU, - g

1L e but de ce résumeé de c(}ntre~1nﬂ@rence ec-;i cfmf()rm@r et o 1dﬁnt1ﬁer iss:s; menaces pﬁgcaab'leq qm p@«:’.ent mntra{;_g o

les Forces umad;mnm (FC). et e mmlstere de la Dﬁfen% ‘nationale (MDN) ‘concernant le terrorisme, i DR

) ﬁ%mmnagn la wbmmmn ei le %db{}tagn dam le but de redmre la vulnerabahtc du pf:rs;cmnei et éer}:

§ installations. De plus, le résumeé pmqem@ C@ﬂﬁi!’i'& wenemams d"‘mwret pour maintenir la perception. de la

{ situation. [*mﬁ}rmalmn ou les tensugmmamfa peuvem Lgai&mﬁ%m étre pntéges en vertu des artmles 37 €138 d-r; S

- flaLoi sur la preuve. au (_dnada Cette information ou ces mnsmgnemems ne: s:im‘v@ﬁt étre ni cmmmumqueg nig
o ium;acg mmme pmwe sans conmltanm prealabla avas:: I Umie natmnalm de: ﬁﬂ!’it‘f‘&*ﬁﬁpiﬁﬁﬂ&g& dw meﬁ:@f_;'_-_',_-_}-.‘__**-f_f o
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SR Nﬂt!ﬁﬂﬂl Cﬁﬁﬂt@l‘*intﬁ"lg@ﬂﬁﬁ Ul’llt dﬂs F@t‘(‘;@ﬁ Qﬂﬂﬂdiﬂﬂﬂés L S
Ma;m -General George R. Pearkes Bmldmg '”‘f'?-f."_'Edif' ice Mag c:ar-'“ "éneral (.:wrg._.,e R Pearkes;

P O‘tt‘awaﬁ Qn‘tdl m C anada K i A GKE .i

.................................
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.......

(‘5; On ?O Sep 1 1 Le Jaumal df: Mmtreal pnbhshad an mterwew w1th a :'.5  515(1)

- Ma m"“‘ PROVQST second in command of the militia group Milice P_ammlquc Du
Quebec (MP_) In the mterx iew, “Major PROV_,‘S’I f;mtes tf_?-_f?at the "-'.;.:;:.1[3_}_;_;'

: _ 18 trai mng ta*:a - - | o
~ defend Quebec from the rest of Canada in the inevitable separation of the prm?mw Al*%0_;;_{:'__{j_'i.._':: SETRSE
~ from the article, the MPQ indicated its intent to build a secret training base to unpmve I’E&

o mﬁ:mher s dbrhw to axuqulm %knil m wmpﬂn& hmdlm& and umbm (}p@mlmnht g

~ activities to date and demonstrates a much more public profile than before.

 threat to cause death and threatenmg to burn. He continues to be held in mswdy as h@

2. (%/ Ihe artm]@ mcludﬁ,d thrw '-mtureg m‘ "“'_;':_'f__”"_;_ajar PROV.ST a‘t an
- unknown firearms range focation lmlchng a V? 58 semi aummauc rifle, an umdenufmd

o :plswl dnd a hum;m type bolt acu@n nﬂe wnh a telm@pm b&()?b ()thm* lﬁleidL‘lgﬂS can

_f 3 h (Sz

This recent. mtewww constitutes an;:r-j‘ther changt m th@ group’s

The group rewmly boasted that they now have

. members in all the regions of southernfl_.ucbw Ttis t..:xpec:t@d thdt ‘thm mtumew may

" increase the positive exposure of the group to the papuldw and increase their mcmztmg
'.'.:(}.}f}__p-{}rtmf]:iﬁ_i,_&.

- ENDCOMMENT

. M“PDHP 10 BO B_INGLiRE el

= :-_relatlfm m a d()me%tm W{:rle:nc:e m‘\fe;?‘tlaéiu@ﬁ SI E7 S W’ifﬁ Pfﬁ'ﬁeﬂmd palm& Wﬁh
a recordi ing m &de in lul 10 of STA ;_j'ﬁ;[k,? ailagedlv mdkmg a ‘thrmi 10 mrry’ outan
“explosive attack at CF B Petawawa STANIKZY has been held on char ges of aﬁsault

 attempting to pmsses;'% an @xplmwe subatam,ﬁé; wungﬂﬂmg o mmmn theﬂ ut‘tarmg a

~is considered a ﬂighi risk, is not a Canadian C itizen and is mtraﬁg@d from his C anadmn . S R
] men@;hlp ‘%mnsar ;Mr %’I ANIK/ ‘f has n’:f-'_f_ﬁ”‘ffannl'v bemnd hiS wnfe m Canadd.- e

_ (%; STANIKZ? :.' was nc;t in pc;s%gmcm @f any _
: expl%w% at the time of his Mrt;st Mr S”e{;ﬁANE.XT;; ZY was attﬁmptmé, 1o coerce lms w1feﬁ

- an empmyﬁte of Atomic Energy of Canaﬁa-*f';"f-'-:_imnfzd (AEC L), to obtain explmweﬁ f‘c}r

~ him from her place of work, which she refused.

| o - SECRET s
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o - AECL and obtain expkmve% for him, which she could not

~The manufacturer’s sales information on UNIM
o pﬂmu for Amm@mum Nttmte and Fuel Oll (Az;{;

- DND/CF personnel or assets has been 1denmmd at thl$ mm, CF]
R mc;)mmn thew ﬁ%nts thl‘{)ﬂéh Pm’mw A‘-

R fﬂpﬁmmn wuwd only minor damage and no injuries.

- SECRET;;

~ fora Pembmk@ pmm rmtaurant asa pl?m dﬁshwr}f drwer ;t is unhkely he traveilf:d o
- C } B Pemwmm as pdﬂ ()f ih@m duma dS? the basr: 18 ﬂmmde the n@m’mi d@llvery radlu&

6. (S CIANALYST COMMENT:

BREL EASED UNDER THE AIA — UNCLASSIFIED INFORMATION
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‘%{:&me af th@ ar&un’af:ﬂis;_' L

' betwmn Mr. STANIKZY and his wife s::enmmd on has mms{ence that she quit her jobat Lol

-'50;_
7Y had realized that she could not obtain

- ‘battering ag:dmat his wife, Mr. STANI_]:_?'__-_:-'r'

o ': _::mplmﬂ ses for him.

. On the day of the al Ieged’,-.;'fﬁff',."__ PRE RN

rather than direct threats to the CF. There are no mdmd‘tmm Eny

| ~ that at the time ot his arrest, Mr. STANIKZY had ih@ t:apabimms to conduct an a’ttack
~ on CFB Petawawa. The trial for Mr, STANIhZJE‘ | ] to be :
- C FN( [U wﬂl wntmue to mammr the ﬂ:nuanon EN D COMMENT

is scheduled th-’f%m on ?0 _..:_ct 88 A R

o A m a ammgﬁf I ﬂcmmn nmr f‘ o
'__'%amt %Qphm PQ b} a gﬁup oi 4 or 5 armed Uﬂld@ﬂtlﬁﬁ"d men. The thieves secured ﬂ";é_ o

- two blasting company wor l«.uﬁ, and ihen !mdui the explosives

~ into two vehicles.

8 Cl ANALYST COMMENT: Iitial police investigations

ndicate

- F) md a mﬂety of other demi:shtmn
 purposes.. In another missing e\ip[ﬂswe% case, on 01 Ocz 0%3 ﬁfﬁugg‘lut}g ﬂf“‘i?’mﬂf .
- boosters were stolen from a storage facility in Ottawa.

No thmm ti}

“:.,f - On 05 %p l 1 a crudu [,'__j

_;enmw E-

N _%uwmcheheu across the river from thc., Canadian F orces. ::-.j':'ﬂ@mﬁ School (CFRS). ““‘
I N YST CMM E‘NT

IAX state the matenial can be used as a

?C‘ !"U is mnh num g m G

ﬁ?ﬁpi&dEd at a ms;demg in %Heanu FE

No Cl nexus wac; identifi eé R . |

- however, it is important to note that dug to the pmmmﬁy of this mmd@m itis behwe:d

that CFRS ataif muld pmemmll} bewmﬂ ccllmual wmm {’!f m} - FND

- C UMMEN”H

o - SECRET/
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: _dft@l unduwvu agentc; leamed he was planmng m use a -_;_:_.'-5561‘1"191&3 ff--"f_;tmtml (f_}-‘{f;’C) mmmfi

~ filled wﬂh expl osives to target the Pentag@n and/or the US Capitol Building. The mte&nt
- was to cause a fire which would force an evacuation ()3-_'_;fj;i’i_the building, where he anc :--f’mme
umd@nhﬁ@d acu.)mphceg wauld have directed the evacuees t;xsmg further small mplmwe
- charges into canahzmg &rmmd in hOpea of f{:&ﬁmng a "’"‘kﬂl zone”. F mallyﬂ, th&y would

o “have med AK_ 47 and grenadeq 10 klll the mmdmdcr sur wvms tmppﬂd in thff: ‘*‘kﬂ! ?Gﬁﬁf A : N

(L) P w‘,,E{IZ)AU % mlemm ns we.,re revwled m t?-f_.fc‘:f BI bd S{:rurc:@ kmwled ;;ea l@ S
N Qs mt _""'-ﬁ_i}s and recruiters, mt.:t '
o mth I hRDAU‘S aewral tmm*; re@ewmg {mm hlm aa mmw as 12 {:ellular phﬁmes
_"n“mdlﬁs;’-‘:d to act as IED tri ggers E'I;RA[J' ‘% wafs grdtaﬁgd whm hc was told one (}f hh
~ modi fied phﬁmg had bem used to- k:ll US service. }:{.___ersmnnel in Imq Sta‘tmg | h.at was
~ exactly what | wanted"* FE R{f)-at_fl S also %upplw_f}the FBI _3"-{__5311{5 with an mgmmlmal
~ wvideo on hmw to mmmrt acell phon&: for use as a trigger. The F BI agﬁmtg supphed thf@é&
- inert grenades, six non-functional AK-47, 1.25 pnunis of real C4 plastic exph}mm and

i ’?4 poundq m‘ mmatmn C --4 ﬁ:)r the contmummn (:zf' PRDUal’Iegedpim b .

- '} 3 ' (U) (.)n 13 3 Ma} 1 1 INLRDA[;}}Z:::'S mnducted :51 mmnnmswm:e m t‘hf: pmxpwtw&
o ﬂ.-__ldrg?m (US Capitol and F&ntagﬂn) as well as the p]ann&d R/C aircraft launch site at l:,a*st SRR
- Potomac Park. Details from this scouting were par fjfﬁ?z(}'-: f.é'ij."a_. detmled mpﬂm p“i‘(md&rd to l.hﬁ SO

" undexmvm I Bl Agﬂma at amth@r meetmg m hmﬁ: 11

g a false namff: Qbimn@d all ] ﬂﬁ* sczale Rf(;
R nwdd mmraﬁ w;th the mmntmn of fil Img it thh c::xtpimwea 1aunchm& fmm hast
~ Potomac Park and ﬂymg it into uthm' the Penmgﬁn or US ff_;._fapaiu bmldm& “I hﬁt‘ REC

o ()n 21 ) U]* 11, Fhiﬂ)}ﬂ& uf;m': .

__ * aircrafi was ai,()md wnth thf: iake explmwm ina rmmi umt in memgham L e o
Mmmghugntta AT f B T '_ R
1 S’ ' (C A Cl ANALYST C'.'MMFNT Thn% mufmt ShOWQ ﬂw wntmuad |

' B imm wnhm i:hen hf:rmﬂ c.,(mmrv I hme: mdmdualg whe n@@d i. mbtam te@hmcal

N _Lm::wlcdg?n in order to ccgmduct an attmk can garner it thmug,h the internet with lltﬂL

~ intended attack, although FBI agents felt the threat was xmmmfmt' Mr. FERDAUS is

- ocury ently bemg held on a number of prl{)gwes and wmpon& Chﬁl‘ﬂ@b I‘leﬁ;d m his &ﬁde
~ plans. The Um]asmﬁed information contained in Para 11 - 14 of this report was. (}biamed

| 'ﬁom the U mtt.,d Smtes '1strmt Cuurt Dlstrzct @i’ ;'..f:___'-f.f_ja%achusem Endxcimmt ef Re_.gwm : -
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Unité nationale de contre-espionnage s.15(1)
des Forces canadiennes

Edifice Major-général George R. Pearkes s.16(1)(a)
Ottawa, Ontario, Canada K!A 0K?2

Canadian Forces

National Counter-Intelligence Unit
Major-General George R. Pearkes Building
Ottawa, Ontario, Canada K1A 0K?2

COUNTER-INTELLIGENCE SUMMARY

November/December 2011 — January 2012
CI INTSUM Covering the Period: (1 Nov 2011 - 31 Jan 2012)

i,

References: A. Cl 760-001-09 (CFENCIU Standing Task)
B. DAOD 8002-1 (National Counter-Intelligence Program)

T ————— — T —————————— — — . — S— == ———————— — — —— ———————————— L ————— I —— —

, (U) Highlights:

} Para 1: (U) Civilian impersonating CF member — Winnipeg, MB

f Para 5: (U) Canadian Civilian impersonating Military Police —

[ Para 9: (U) CF member arrested on espionage charges — Halifax, NS

d Para 11: (U) Spear Phishing attempt towards CF members — Gagetown, NB

. e A

Please note, the CI Monthly INTSUM can be found at the following locations:

e CSNI/WEB PUBLISHING: CDI/ CENCIU / Intelligence / INTSUM

e SPARTAN: CDI/ Disseminated Products / Products by Originator / DND /
Counter-Intelligence

e MANDRAKE: http://www.m2.gov.ca/ Latest Postings / CDI Latest Intelligence
Products / Disseminated Products / Products by Originator / DND / Counter-
Intelligence

® (Questions may be directed to (+ CFNCIUINTCELL@NCIU.CMIL.CA) or
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s.15(1)
(U) CANADIAN CIVILIAN IMPERSONATES CF MEMBER — WINNIPEG, MB s.16(1)(a) }
16(1)(b 5
1. (S/ On 01 Nov 11, MP responding to a call from a local Cadet unit > 19((1))( )
S.

found an individual dressed in CADPAT who adamantly asserted he was a member of
the CF. This Canadian Citizen provided a service number (SN) and a list of CF
members from the local area who would vouch for him. indicated the
SN was not valid. Once the Canadian Citizen was informed his information was not
valid, he agreed to attend the MP Detachment and turn in the CADPAT uniform.

2. (S/ On 02 Nov 11 this person was subsequently arrested by the MP
for impersonating a CF member. During an interview, the Canadian Citizen indicated
that he had attempted to join the CF; however the trade he had wanted to join was full.

so as to portray himself as a member
of the CF to his family and friends so as to appear successful. He would wear his
CADPAT to family gatherings and claim he was “on duty” to build his story. A local
newspaper ran a story of the Canadian Citizen regarding his deployment in 2009 as part
of the PPCLI Battle Group to Afghanistan.

3. (S,

4. (C/ CI COMMENT: The Canadian Citizen claims to suffer from
low selt esteem and was envious of the respect the community had for CF members
returning from overseas deployments. He then obtained CF clothing and convinced his

family, friends and spouse he was a CF member. The Canadian Citizen carried this out
over a pertod of at least three years.

no threat to DND/CF personnel or assets has been
identified,

END COMMENT

2/5
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(U) CANADIAN CIVILIAN IMPERSONATING MP —  s.15(1)
: C s.16(1)(a)
6. (C/ CI COMMENT:

END COMMENT

(U) PLANNED PROTEST — HALIFAX, NS

7. (C /1 In Dec 11, Source reporting indicated that the Halifax Peace
Coalition was planning to conduct a peaceful protest at the gates of Stadacona in
Halitax on 16 Jan 12. This group has conducted similar protests at this location
previously and has always maintained a peaceful attitude.

8. (C// The protest was conducted as scheduled with four (4) persons
in attendance. The theme of this protest was the planned purchase of F-35 fighter
aircraft. Protestors were in attendance for approximately 45 minutes. No incidents
were reported.

(U) CF MEMBER ARRESTED ON ESPIONAGE CHARGES —HALIFAX, NS

9. (U) On 14 Jan 12, OSINT reported that the RCMP had arrested SLt J.P.
DELISLE in Halifax NS on charges related to the 2001 Security of Information Act.
He is alleged to have communicated “to foreign entity information that the Government
of Canada is taking measures to safeguard”. No information on which foreign entity he
was reportedly been communicating with has been publicly released. SLt DELISLE is
being held in custody pending a bail hearing scheduled for late Feb 12. None of the
charges against SLt DELISLE have been proven in court.

10.  (C/ CI COMMENT: CFNCIU is monitoring the RCMP
investigation and conducting a parallel counter intelligence investigation. END
COMMENT

(U) SPEAR PHISHING ATTEMPT — GAGETOWN, NB

11. (C/, On 18 Nov 11, CFNCIU was alerted that a spear phishing type
email message had been received at the DWAN email accounts of an unconfirmed
number of CF members. Below is the original text contained in the email:

3/5
SECRET

A0373404_3-A-2013-00005 - 26




RELEASED UNDER THE AIA — UNCLASSIFIED INFORMATION

DIVULGUE EN VERTU DE LA LAI — RENSEIGNEMENTS NON CLASSIFIES

SECRET /

s.15(1)

2. (C CI COMMENT:

no specific threat to DND/CF personnel or assets was identitied n
this incident, S _

END COMMENT

13. (U)  On 25 Dec 11, the “hacktivist” group known as “Anonymous”
successfully breached the security of the STRATFOR Intelligence website and removed
membership information for more than 857,000 accounts. Included in this information
were the name, phone number, email address, password and credit card data of members.

CENCIU
advises any DND/CF member with a STRATFOR account which shares a password with
any other site to change their passwords as soon as possible. As well, affected members
are advised to contact their financial institution for advice on the possibility of your
credit card being compromised.

i

The scope of this Counter-[ntelhgence Summary 1S to report on known or possﬂ)le terrorlst esplonage \
| subversion, and sabotage threats within or affecting the Canadian Forces (CF) and the Department of National |
| Defence (DND) in order to reduce the vulnerability of personnel and facilities. It further summarizes other ‘
5 | events of interest for situational awareness. This document constitutes a record, which may be subject to |
| mandatory exemption under the access to information act or the privacy act. The provisions of section 37 and
| 38 of the Canada Evidence Act may also protect the information or intelligence. The information or |
| intelligence must not be d1sclosed or usedaseldncewnut pr rior onsultatlon with the CFNCIU '
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| I’espionnage, la subversion et le sabotage, dans le but de réduire la vulnérabilité du personnel et des |
| installations. De plus, le résumé présente certains événements d’intérét pour maintenir la perception de la '
| situation. L’information ou les rensei gnements peuvent également €tre protéges en vertu des articles 37 et 38 de |
| 1a Loi sur la preuve au Canada. Cette information ou ces renseignements ne doivent €tre ni communiqués ni |

| utilisés comme preuve sans consultation préalable avec 1’Unité nationale de contre-espionnage des Forces
canadiennes (UNCEFC).
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Canadian Forces National Counter Intelligence Unit
Quarterly Counter-Intelligence Summary
September to December 2012

CHIEF OF DEFENCE INTELLIGENCE Canadian Forces National Counter-Intelligence Unit
CHEF DU RENSEIGNEMENT DE LA DEFENSE Unité nationale de contre-ingérence des Forces canadiennes
s.15(1)

e .

[The scope of his Counter-imeligence Summary 1s to repart on known or_possiole ferorist |

| espionage, subversion, and sabotage threats within or affecting the Canadian Forces (CF) and the ‘
| Department of National Defence (DND) in order to reduce the vulnerability of personnel and facilities.

| 1t further summarizes other events of interest for situational awareness. This document constitutes a
record, which may be subject to mandatory exemption under the access to information act or the:
privacy act. The provisions of section 37 and 38 of the Canada Evidence Act may also protect: the
| information or intelligence. This information is for official use only. This report is not to be distributed .
| outside of your organization without prior approval of CFNCIU. The information or intelligence must

| not be disclosed or used as evidence without prior consuitation with the CFNCIU.

!
|
Le but de ce résumé de contre-mgerence est d’informer et d'identifier les menaces p033|bles qui

pésent contre les Forces canadiennes (FC) et le ministéere de la Défense nationale (MDN),

concernant le terrorisme, I'espionnage, la subversion et le sabotage, dans le but de réduire la
| vulnérabilité du personnel et des installations. De plus, le résumé présente certains evenements |
| d'intérét pour maintenir la perception de la situation. L'information ou les renseignements peuvent | ;
?; également étre protégés en vertu des articles- 37 et 38 de la Loi sur la preuve au Canada. Cette |
1 information est pour usage officielle seulement. Ce document ne peut pas étre partagé en dehors de
votre organization sans ['‘authorisation préalable de [I'UNCIFC. Cette Information ou ces
renseignements ne doivent étre ni communiqués ni utilisés comme preuve, sans consultation

préalable avec I'Unité nationale de contre-ingérence des Forces canadiennes ('UNCIFC)
INTRODUCTION
1. (S/ CFNCIU produced this summary to inform

recipients on the type of threats that some DND/CF members were faced with during
the reporting period. This summary focuses on threats emanating from individuals
involved in the collection of information for potential use in acts of Terrorism, Espionage,
Sabotage, Subversion and Organized Crime (TESSOC). The summary also
demonstrates some instances where DND/CF members used poor OPSEC practices,
which could have facilitated adversarial collection.

. ommmps [
roeod

A

ELICITATION

[T1 Y
TR L. | it SR

2. (S Attempts of elicitation. An elicitation
attempt means an adversary that is attempting to approach a DND/CF member and
identify if he/she could be a potential candidate for recruitment with access to sensitive
information. The final aim of elicitation is for the adversary to gain access to sensitive
and classified information that they would otherwise not have access to. Here are
incidents that have been reported:

1/5
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a. (S ) Case 1. A DND/CF member
attended a and after the course was
contacted, via DWAN e-mail, by a who attended the same
course. The CF member had exchanged his work DWAN address with other
course participants, but not with this particular The

had received the individual’s e-mail address by another course mate
whom the DND member had exchanged e-mail information with. The
was able to contact the DND member, and invited him to

to discuss issues together. The DND member politely

declined the offer and has not been contacted by the individual
since.

b. (S/ )} Case 2. A DND/CF member who

had traveled to | in the fall of 2012 for a holiday, met

with who he subsequently started dating. While on holiday

the member frequented a local bar and, once intoxicated, mentioned to the
bartender that he would likke to meet a

The bartender subsequently introduced him to a
who the member has been dating since. According to the member, it was love
at first sight. The member’s girlfriend then moved back to and he flew
there to be introduced to her family in Dec 12. Although this report does not
iIndicate any attempts at recruitment the

c. (Si Case 3. A DND/CF member who
was browsing the internet, met with an unknown woman on a live web site.

After a brief conversation, this unknown woman asked the member to take his
clothes off, to which he complied. The pair then began masturbating while
watching each other. Once this interaction was completed, the DND/CF
member signed off the web site, at which point he received a personal emaill
from the woman. Through the e-mail the woman advised the member that he
had been filmed while masturbating and demanded a large sum of money to
be sent to her via Western Union, or the video would be uploaded to a
FACEBOOK page. The member immediately informed his family and Chain of
Command of what had occurred. This member was likely a victim of simple
internet extortion scam, to which he reacted in reasonable fashion. If the
member would have complied with the request, the scam could have been
possibly used to further manipulate and blackmail him in delivering sensitive
DND information.

d. (S ) Case 4. A DND/CF member was
compromised by unknown persons, during Duty

2/5
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Travel (DT) The DND/CF
member frequented a local bar in where he was approached
by a

While intoxicated, the member was persuaded to provide

sensitive information

saved this information on
a phone, and proceeded to inform him of their intent to use such information
against him. The members’ request to get the information deleted from the
device was denied. He later reported the incident to the CFNCIU. Although

SURVEILLANCE

3. (S/ ) Attempts at surveillance. Surveillance is
the systematic observation of aerospace, surface, or subsurface areas, places, persons,
or things, by visual, aural, electronic, photographic, or other means. In Canada, only a
few mandated governmental authorities can conduct domestic surveillance on
individuals or establishments of interest. Any other type of surveillance is illegat,
considered as “trespassing” by the Criminal Code of Canada, where an individual could
face a summary conviction. The CFNCIU investigates cases where unknown
individuals conduct unwarranted surveillance against DND/CF facilities and personnel,
for the purpose of collecting information used during any TESSOC act.

a. (S/ ) Case 1. A DND/CF member was
exiting on foot and proceeded to his vehicle
when he noticed an SUV parked along the fence line in a no-parking zone.
He noticed that the sole occupant of the vehicle was holding a DSLR-type
camera, which he lowered on his lap once detected. The SUV driver then
drove away, at which time the DND/CF member contacted the Military Police
and passed on the license plate. The SUV driver was

however there where no further grounds to continue

police activity. |

b. (S! ' Case 2. A DND/CF member

involved In a was Invited to
participate in a "get together” being held at the
downtown The get together included DND/CF members and other

governmental agencies, which all gathered for lunch. While sitting
at one of the balconies overlooking an adjacent street, the aforementioned
member noticed an unknown male and female standing by the sidewalk,
taking pictures of the conference participants sitting at the table. The member

'%
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noticed the male using a DSLR-type camera, while the female used a point-
and-shoot smaller device. The DND/CF member left the establishment in an
attempt to challenge both individuals, at which point both suspects fled the
scene on foot. The DND/CF member returned to the establishment to rejoin
his group and finish his lunch. An hour passed, and the couple reappeared at
the same original point, pretending to consult a map. One of the group’s
participants which
startled them, at which point they rapidly departed the scene.

OPERATIONAL SECURITY

4. (Sl ) Operational Security (OPSEC). CFNCIU
often deals with cases where a DND/CF member demonstrates poor judgment, and
disregards all OPSEC theories and principles, making themselves and other DND
members vulnerable to TESSOC activities. The following examples demonstrate
situations where DND/CF members exposed themselves unnecessarily, whether
because of inexperience, or ignorance of TESSOC threats.

a. (S ) Case 1. A DND/CF member had
posted a video of himself flying a CF-18 Fighter Aircraft on Facebook.

The
video has been removed from the social media site since the incident was
reported. *

b. (S Case 2. A DND/CF member was

reported to have posted a message to his ex-girlfriend on a social network
site, informing her on

The member was
reprimanded by his Chain of Command (CoC) for his actions.

c. (S Case 2. A DND/CF member
stated during a conversation with a DND peer
that he believed his personal computer had been compromised by hackers.
During an interview it was discovered that the DND member also experienced

a separate incident where he was reportedly befriended by a

where the DND/CFE
member was invited who he had previously met
on the internet. had in fact invited the member to an

When the investigator asked the member if he believed
this attempt to court his friendship had anything to do with

4/5
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Such attitude
towards OPSEC usually is an indicator of a DND/CF member's unwillingness
to recognize the threat, o

CONCLUSION (U)

5. (S CFENCIU will continue to assist DND/CF
members involved in activities that could expose them to TESS threats. Ve assess that
events similar to the aforementioned ones are often an

Any DND/CF members that experience similar situations should
contact the CFNCIU as soon as possible. See the CFNCIU Intranet Website (DVWAN)
at “http://cdi.mil.ca/sites/page-eng.asp?page-3029° for contact information of the
CFNCIU Detachment nearest you. .

6. (U) For questions related to this Cl Summary, please contact the CFNCIU Ops O at
the CFNCIU HQ),

Please note, the CFNCIU Quarterly Counter-Intelligence Summary can be found at the
following locations:
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