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L. AUTHORITIES

This review was conducted under the authority of the CSE Commissioner as articulated
in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA).

The review is in conformance with signals intelligence (SIGINT) ministerial
authorizations (MAs) permitting the unintentional interception of private communications
(PCs) - as defined in section 183 of the Criminal Code - under collection programs
Known as

MA
activities).' Section 273.63 and subsection 273.65(8) of the NDA mandate the CSE
Commissioner to review activities carried out under MAs.

The review is also in accordance with ministerial directives (MDs) on “Accountability
Framework™?, “Privacy of Canadians”>, and that
indicate that associated activities will be subject to review by the CSE Commissioner or
that require CSEC to cooperate fully with the Commissioner in the exercise of reviews.

. INTRODUCTION

Paragraph 273.64(1)(a) of the NDA mandates CSEC “to acquire and use information

tfrom the global information infrastructure for the purpose of providing foreign
intelligence [FI], in accordance with Government of Canada [GC] intelligence priorities”

[part (a) of CSEC’s mandate].
To comply with the NDA.:

* CSEC must distinguish those communications which involve foreign entities
located outside Canada and those that are not; and

« CSEC’s targeting activities must contain measures
to protect the privacy of Canadians.

In a SIGINT context, rargeting means “to single out for collection or interception
purposes”.” CSEC collects operationally meaningful data CSEC policy
OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the

' Activities conducted under MA must be undertaken in accordance with conditions set out by the Minister
of National Defence in the MAs, e.g., respecting measures to protect intercepted PCs. This review
encompassed MA activities under the MAs in
effect from December 23, 2007 to December 22, 2008 and from December 23, 2008 to December 22, 2009.
* Issued June 19, 2001.

} Issued June 19, 2001.

* Issued March 9, 2005.

> OPS-1, p. 51 (CERRID# 142875-v6E).

A LAT — RENSEIGNEMENTS NON CLASSIFIES

s.15(1)
s.16(2)(c)
s.21(1)(a)
s.21(1)(b)
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Conduct of CSE[C] Activities, effective December 23, 2009, indicates

- . NP~ S

 The Canadian SIGINT Operations Instruction (C501) C501-4-4,

In CSEC, there are two approaches to targeting
(CSOI-4-4 refers):

1. Targeting ' . which allows SIGINT to direct its

targeting activities at foreign entities’ located outside Canada and which are
associated with foreign intelligence requirements.

Another approach to targeting

(OPS-3-1, Procedures for activities.)

6

" An entity means: “a person, group, trust, partnership, or fund or an unincorporated association or

organization and includes a state or political subdivision or agency of a state.” (NDA, section 273.61).
¢

I
1
1
1
9

Targeting for is described at pp. 28-30.

A0344661_5-000005
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The NDA requires that activities under part (a) of CSEC’s mandate “shall not be directed at
Canadians or any person in Canada” [paragraph 273.64(2)(a)].""

One of the conditions to 1ssue an MA under the NDA is that the Minister of National
Defence (Minister) must be “satisfied that the interception will be directed at foreign

entities located outside Canada” [paragraph 273.65(2)(a) of the NDA].
All MAs include the following requirement:

To tacilitate the review by the Commissioner of the Communications
Security Establishment of the statutory requirement that
interceptions of private communications must be directed at foreign
entities located outside Canada, the Communications Security
Establishment [Canada]

Targeting activities are also conducted pursuant to ministerial
direction. Specifically, the MD on “Privacy of Canadians” indicates:

..it Is incumbent upon you, as Chief of CSE[C], to ensure that CSE{C] does not target
the communications of Canadians and will continue to adopt procedures to |

(p- 1)

CSEC’s OPS-1 policy requires, at a minimum, to be subject to annual review to
ensure they remain consistent with the GC intelligence priorities.

Rationale for conducting this review

CSEC’s FI collection activities conducted under MA involve a number of distinct methods
of acquiring information from the GII.

Rather than examine thoroughly
individual MAs, it was assessed as more effective to examine thoroughly each process
common to CSEC’s FI collection activities under MA. This new approach, which cuts
across the collection methods, 1s referred to as horizontal review and is designed to provide
the Commissioner with an even more comprehensive understanding of how CSEC
conducts 1ts activities. Ultimately, its objective is to increase the degree of assurance the

' In a crisis situation where the life and safety of Canadian individuals are threatened,

NFLIRIVIA | 100

b

NON CLASSIFIES

s.15(1)
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Commissioner can provide to the Minister that CSEC is complying with the law and
protecting the privacy of Canadians.

Targeting are at the foundation of CSEC’s SIGINT collection
programs. SIGINT collection relies on targeting. Specific and important controls are placed
on SIGINT targeting activities to ensure compliance with legal,

ministerial and policy requirements.

III. OBJECTIVES

The objectives of the review were to:

¢ document CSEC SIGINT’s targeting: _ “activities and
assoclated processes and practices;

» assess whether the activities comply with the law; and

« assess the extent to which CSEC protected the privacy of Canadians in
carrying out the activities.

A0344661_7-000007
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IV. SCOPE

The Commissioner’s office examined CSEC's processes and practices in place while the
review was being conducted — September 2009 to December 2010 — and tested specific
activities for the period September 2008 to August 2009, that is, the period immediately
preceding the start of the review, given that review is of past activities.

In addition to acquiring detailed knowledge of CSEC SIGINT’s targeting
activities, the Commissioner’s office examined:

1. the legislative and policy framework;

4. whether are 1n accordance with GC intelligence requirements
(GCRs)'' and consistent with CSEC’s

’

5. the extent to which technology 1s used and other efforts are applied to protect
the privacy of Canadians;

6.

7. how (e.g., to ensure they remain in accordance with GC
intelligence priorities)

8.

9.

A0344661_8-000008
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10. CSEC’s activities in response to previous associated findings and s.21(1)(b)
recommendations of the Commissioner, namely: a number of findings in the
March 2008 review report respecting . (see pp. 48-49 and p. 56)

as well as finding no. 6 and recommendation no. 1 in the June 2008
review report and the September 2008 response from the

Minister of National Defence (see pp. 49-50 and p. 56). (The March 2006
report on and the February 2005 report also provide
background information respecting targeting : ; and

11. CSEC’s activities in response to previous associated recommendations of
CSEC’s Audit, Evaluation and Ethics Directorate, namely: recommendations
2.8.2 of the Directorate’s April 2006 SIGINT Legal Compliance tinal report

respecting (See p. 51)
The review did not include an examination of:

« information technology security activities under part (b) of CSEC’s

mandate”;

« targeting activities in support of federal law
enforcement or security agencies under part (c¢) of its mandate '®

- and

'Y Paragraph 273.64(1)(b) of the NDA mandates CSEC “to provide advice, guidance and services to help
ensure the protection of electronic information and of information infrastructures of importance to the
Government of Canada.”

"> The Commissioner’s March 2009 report respecting CSEC’s

' paragraph 273.64(1)(c) of the NDA mandates CSEC “to provide technical and operational assistance to
federal law enforcement and security agencies in the performance of their lawful duties.”

'" This will be addressed in a separate review.

'” This will be addressed in a separate review.

A0344661_9-000009
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V. CRITERIA

A) Legal Requirements

The Commissioner expected that CSEC conducts its targeting

activities in accordance with the NDA, Privacy Act, Criminal Code,
Canadian Charter of Rights and Freedoms and any other relevant legislation and
Justice Canada advice.

B) Ministerial Requirements

The Commissioner expected that CSEC conducts its targeting
activities in accordance with ministerial direction, namely the
requirements and approval frameworks outlined in relevant MAs and MDs.

C) Policies and Procedures
The Commissioner expected that CSEC:

1) had appropriate policies and procedures that guide its targeting -
) activities;
1) had personnel who are aware of and comply with the policies and procedures; and
11) had an ettective management control framework to ensure that the integrity of the
activities 1s maintained on a routine basis, including appropriately accounting for
important decisions and information.

V. METHODOLOGY

The Commissioner’s office examined relevant written and electronic records, files,

correspondence and other documentation, mcludmg policies and procedures and legal
advice.”’ Throughout the course of the review, CSEC provided answers to a number of '
written questions.

The Commissioner’s office conducted interviews with  CSEC managers and other

employees involved in the activities (Annex B). With the assistance of CSEC employees
acting under our direction, we tested the contents of relevant databases and systems to

ensure conformity with legal and ministerial requirements and associated policies and
procedures.

As a first step, the Commissioner’s office documented and described CSEC’s targeting,

activities, processes and systems, the legislative and policy
framework, and ensured a common understanding of concepts and terminology.

L — -

I legal advice given to CSEC is shared with the Commissioner’s office, this is done on the understanding
that the sharing by CSEC of information which is subject to solicitor-client privilege does not constitute a
waiver by CSEC of its privilege.

A0344661_10-000010
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Subsequently, we assessed CSEC’s activities against the established criteria and developed
conclusions respecting the objectives. This is a report of the outcomes of the review.

Prior to forwarding a draft report to CSEC for comment as to factual accuracy, the
Commissioner’s office presented a summary of our findings to CSEC.

VII. BACKGROUND

In CSEC, there are two approaches to targeting
(CSOI-4-4 refers):

|. Targeting which allows SIGINT to direct its
~targeting activities at foreign entities located outside Canada and which are
associated with foreign intelligence requirements.

Another approach to targeting

! . (OPS-3-1, Procedures for activities.)

1. authorities

CSEC’s - and 1ts analysts21 are responsible to
. namely:

« to conduct research and document that all conditions for targeting have been
met;

« submit targeting requests to CSEC’s
~and

« on an annual basis, or more frequently as required,

“! In this report, references to a analyst may include

A0344661_11-000011
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A analyst

A analyst

* Section 2.8, CSOI-4-4, p. 10.

“> Section 3.4, CSOI-4-4, p. 16.

A0344661_12-000012
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2. Targeting tools s.21(1)(a)
s.21(1)(b)

On October 15, 2009, the Commissioner’s office received a technical brief respecting
targeting tools.

TOP SECRET/COMINT/HCANADIAN EYES ONLY
l*| Communications Security  Canire de La sdcurmd

1= T e PR it . , T T N L R T Tort B TR T b R D A R ———— e ok oy bppeinjeiefii B S sl bl bRl e
e e e L T T e A

e e
ala ' [ L1 . b ] HE
A R R ST ', e e T ol ik =, e ' on muE .
r . L F Pk il ' il_'l'"- . P el . :Ji.-'- 1*-?". "y I I P .
= WL L b - r—?-i-i?‘“ n-:"-'f--‘. '-E" [ L T L TR . . bl ﬁe‘"" e P S e R DL RS

CERRID# 368869, October 15, 2009, slide 6, e-mail from
November 27, 2009. Note: The above representation of a targeting system i; a simpliﬁed
version for presentation purposes.

A0344661_13-000013
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** CERRID# 338097-v1A, November 27, 2009, e-mail from
p. 7 and CERRID# 699823, February 8, 2011, e-mail from Director,

p. 6.

A0344661_14-000014



Page 15
Is withheld pursuant to sections

est retenue en vertu des articles

15(1), 16(2)(c), 21(1)(a), 21(1)(b)

of the Access to Information

de la Loi sur lI'acces a l'information
Loi sur l'acces a lI'information



-{'I'_‘ .1

NON CLASSIFIES

_ 16 - TOP SECRET/COMINT/CEO s.15(1)
5.16(2)(c)
3. How the tools s.21(1)(a)
s.21(1)(b)

TOP SECREY/COMINT//ICANADIAN EYES ONLY

ROl SIS Sminiasons conai

Y P A T ety )
. - [} . i_! - r ™ ' ]

CSE analyst

FIRRTRTFNT A i (L 1]

Canadi
CERRID# 368869, slide 14, October 15, 2009, e-mail from

, November 27, 2009. Note: The above representation of a targeting system is a simplified
version 1or presentation purposes.
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TOP SECRET/COMINT/CANADIAN EYES ONLY

Communications Secunty
.*l Emm WGM

T L JTA TR L el SR L L] e g -
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L R 4-‘|-l..' - ' - L AL Aol % . HT
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- Tl f'l-

CSE analyst

Canada
B D

CERRID¥# 368869, slide 13, October 15, 2009, e-mail from
November 27, 2009. Note: The above representation of a targeting system is a simphfed

version for presentation purposes.
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4. How the tools process targeting s.21(1)(a)
s.21(1)(b)

S. authorities

roles and responsibilities respecting targeting are namely:

 to validate and action, if appropriate, a targeting request of a analyst; and

e toinform a analyst of the status of a targeting request

authorities are detailed in CSOI-3-7,
| . For a targeting request, in accordance with CSOI-3-7, targeting is actioned
by provided that:

* the targeting is directed at a foreign entity outside Canada;

* the targeting is related to an active GC intelligence requirement; and

(pp. 24-27 and 34-36

If all elements of a targeting request are valid

If the request is deemed not valid, .

0 Effective September 2, 2008.

A0344661_18-000018



RELEASED UNDER THE AIA — UNULAS  INFURMATION

DIVULGUE EN VERTU DE LA LAI — RENSEIGNEMENTS NON CLASSIFIES

s.15(1)
- 19 - TOP SECRET/COMINT/CEO 5 16(2)(c)

i _ il

— -— s.21(1)(a)

On November 25, 2009, the Commissioner’s office received a demonstration and brieting  s.21(1)(b)
from the . '

In addition, the Commissioner’s office examined examples of

A0344661_19-000019



214 — LJNLL A » 3T LI I~ LI

A | AT — REM NEMENTS NON CLASSIFIES

s.13(1)(a)
-20 - TOP SECRET/COMINT/CEO s.15(1)

* o s.16(2)(c)

0. volume Of ¥argeting requests

6. Volume of targeting requests s.21(1)(a)

Respecting the quantity of generally processed by the Commissioner’s office s.21(1)(b)

asked CSEC for information concerning the targeting requests
in June to August 2009. CSEC responded:3 4

3* CERRID# 338097-v1C, e-mail from

January 8, 2010, p. 21.
> CERRID# 338097-v1H, e-mail from

September 1, 2010, p. 2.

A0344661_20-000020
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— —  s.16(2)(c)
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37 Supra, note 35, at p. 3.
* Supra, note 35, at p. 3.

A0344661_21-000021
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s.15(1)
- . . . $.16(2)(c)
The Commissioner’s office also asked for information respecting the number of
analysts’ CSEC s-21(1)(a)
responded:™ s.21(1)(b)

** Supra, note 34, at p. 23.
*! Supra, note 34, at pp. 23-24.

A0344661_22-000022
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7. Targeting

Targeting

CSO1-4-4,

March 5, 2009, (p. 33) describes a
as follows:

Section 2.5 of CSOI-3-7 indicates that

P - — A —— ml—

* According to CSOI-4-4,

- A0344661_23-000023
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o o . . e,

s.21(1)(a)
s.21(1)(b)

In accordance with CSOI1-3-7 and CSOI-4-4,

“ CERRID# 338097-vl E, February 19, 2010, e-mail from
pp. 12-13 and CERRID# 699823, February 8, 2011, e-mail from Director,

p. 8.

* OPS-5-14, June 2006, -

A0344661_24-000024
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Associated GCRs and priority
The . analyst must associate the with an entity

of Fl interest. Accordiné to CSEC, the GCRs are
prioritized regularly

Foreign assessment

The analyst must make an informed assessment of the foreign status
of the entity .

In 1solation, some of these factors may be insufficient to make an assessment. It is the
analyst’s responsibility to determine whether there is enough information to make an
Informed assessment of the foreign status of the entity. |

A analyst .
or a Canadian dual-national, e.g., intelligence suggests that the person studied or worked
in Canada or has relatives in Canada. In such a case, an analyst may obtain passport or

CS0I1-4-4 was effective March 11, 2009.
*” The Commissioner receives a copy of the CSEC Intelligence Priorities Ministerial Directive that outlines
the yearly GC intelligence priorities as approved by the Ad Hoc Committee of Ministers on Security and
Intelligence. The MD directs CSEC to use these priorities to guide its FI activities in accordance with its
legislative authority. CSEC derives the GCRs from this direction. CSOI-1-1

A0344661_25-000025
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s.21(1)(a)
s.21(1)(b)
Once the assessment to determine foreignness is made, the analyst must document

it by assigning the entity

The analyst

CSOl1-4-4

CSOI-4-4

brief and interviews, November 25, 2009, and August 25, 2010.
"7 Section 3.4, pp. 15-16.

A0344661_26-000026
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s.16(2)(c)

50 s.21(1)(a)

According to CSEC as indicated in CSOI-4-47", s.21(1)(b)

analysts perform ongoing maintenance

Once a analyst sends

¥ Section 3.3, Demonstrating Legal Compliance, p. 15.

51 Demonstration and interviews, October 5, 2009.

>2 Interview, November 25, 2009.

>3 CSOI1-4-4, section 3.12, p. 20.
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The Commissioner’s office asked CSEC to explain the rationale

CSEC explained

8. Targeting

On December 22, 2009, a | analyst provided an overview briefing on targeting 1 .
including targeting processes, roles and responsibilities, associated documentation,

* Supra, note 35. at p. 3.
> E-mail from October 6, 2010.

% — UNULAS U INFURIVIA T IO

AT — RER NEMER NON CLASSIFIES

s.15(1)
s.16(2)(c)
s.21(1)(a)
s.21(1)(b)
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B s.21(1)(a)
and information repositories. s.21(1)(b)

0PS"'3" 1 1
December 23, 2009, conducted under both parts (a) and
(c) of its mandate.

Commissioner Gonthier’s February 26, 2009, review

report respecting CSEC activities under the 2004 to 2007 Ministerial Authorizations
The analyst interviewed by the Commissioner’s office indicated that he
>® E-mail from _ _ November 25, 2010.

are described in OPS-3-1,

3
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o ., _ _ — - — s.16(2)(c)
s.21(1)(a)
s.21(1)(b)

Like targeting involving -and 1n accordance with OPS-1, all targeting

requests for requires the following information to be researched by a analyst

and documented in

However, CSOI-4-4 does not apply to: Section 1.3 of CSOI-4-4 notes:

OPS-3-1 doec nat contain detailed onidance like the OCQONI1-4-4 inctmictinne (See findino
no. 16, .

9. Targeting for.
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s.21(1)(a)
s.21(1)(b)

8 Supra, note 28, at p. 13.
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*> CERRID# 368869-v1, e-mail from
. November 27. 2009, at slide 4 (with amendments).

¢

°¢ Supra, note 59.
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" Supra, note 43, at p. 7.
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—i pap—

' Supra, note 43, at pp. 7-8.
> Supra, note 43, at p. 8.
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s.21(1)(b)

CSOI-4-4 contains detailed guidance respecting the actions, roles and responsibilities
respecting the process for

The Commissioner’s office questioned the following statement in CSOI-4-4:

66

°" Supra, note 35, at p. 5.
*% Ibid.
*” Section 4.4, , pp. 25-26.
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% Supra, note 28, at pp. 2-3.

A0344661_36-000036



RELEASED UNUER THE ALA — UNULAS U INFURNIAT ION

— ' DIVULGUE EN VERTU DE LA LAI — RENSEIGNEMENTS NON CLASSIFIES
s.15(1)
- 37 - TOP SECRET/COMINT/CEO s.21(1)(a)
o - - s.21(1)(b)
The Commissioner’s office accepts CSEC’s explanation and has no remaining questions
respecting targeting. CSEC has indicated

that it will consider revisions to its procedures and we will monitor any changes made.

' E-mail from ~ December 10, 2010.
"? Supra, note 28, at p. 4.
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10. Volume of/metrics

> Supra, note 35, at p. 18.
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s.21(1)(a)

As of 31 August 2009, the following s.21(1)(b)

'* Supra, note 34, at pp. 18-19.

A0344661_39-000039



NON CLASSIFIES

s.15(1)

s.16(2)(c)
s.21(1)(a)
s.21(1)(b)

- 40 - TOP SECRET/COMINT/CEO

The Commissioner’s office asked CSEC: ©
CSEC responded:

CSEC’s written response is consistent with the answers provided by analysts in
Interviews.

The Commissioner’s office asked CSEC a number of questions

CSEC
responded:

"> Supra, note 28, at p. 12.
'® Supra, note 28, at p. 6.
T Supra, note 28, at pp. 6-7.
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11. Targeting by CSEC

" Supra, note 43, at pp. 10-11.
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Assessment to determine foreignness

Targeting

Associated GCR

el

%0 CERRID# 605885, September 1, 2010, e-mail from
pp. 2-14.
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VII1. FINDINGS AND RECOMMENDATION

A) LEGAL REQUIREMENTS

Finding no. 1: Compliance with the Law

Based upon the information reviewed and the interviews conducted, CSEC

conducts its SIGINT targeting activities in accordance
with the law.

*' Supra, note 43, at pp. 4-5.
* CERRID# 452880, February 19, 2010, e-mail from

*} Supra, note 43, at p. 5.
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Finding no. 2: Protection of Canadians

CSEC has sufficient policies and processes to satisfy the legal requirement not to
direct its SIGINT interception activities at a Canadian (anywhere) or any person
in Canada.

The NDA requires that activities under part (a) of CSEC’s mandate, 'including SIGINT
targeting . activities, shall be:

» consistent with the GC intelligence priorities (paragraph 273.64(1)(a))"*;

* not directed at Canadians or any person in Canada (paragraph 273.64(2)(a)); and

* subject to measures to protect the privacy of Canadians in the use and
retention of intercepted information (paragraph 273.64(2)(b)).

The Commissioner’s office’s examination and sample results indicate that CSEC is.

consistent with the GC intelligence priorities.

The number of analysts’

The number of | analysts’

Finding no. 3: Targeting by CSEC for

% According to OPS-1, are subject to annual review to ensure they are consistent with GC
intelligence priorities.
*> CERRID# 699823, February 8, 2011, e-mail from Director, p. 10.
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Finding no. 4: Targeting by CSEC for

Finding no. 5: Targeting by CSEC Government of
Canada Intelligence Requirements

Finding no. 6: Demonstrating Legal Compliance

It 1s a positive development — that assists in demonstrating compliance with the
law, ministerial requirements and policy
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Finding no. 7: Targeting Systems that Promote
Privacy Protection

CSEC takes measures in the design of its targeting

to promote compliance with the law and the protection of
the privacy of Canadians.

Finding no. 8: Targeting

The Commissioner’s office will monitor ongoing CSEC efforts to address
targeting

A0344661_46-000046
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The Commissioner’s office will monitor CSEC efforts

The Commissioner’s office will also monitor CSEC efforts

1. Targeting of

L

Finding no. 9:

During the period under review, CSEC responded appropriately to
l

Sections 2.6 and 2.7 of OPS-1 and section 3.15 of CSOI-4-4 require CSEC

el e U A _ T N P —

?f Supra, note 80, at pp. 3-14.
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3. CSEC’s activities in response to the 2008 review of CSEC’s activities conducted
under the MD and MA

Finding no. 10: Demonstrating Legal Compliance — Follow-up to
Commissioner’s 2008 Review

The improvements to CSEC’s policies and procedures — namely CSOI-3-7 and
CSOI-4-4 -

——

in the Commiss-ioner’s 2008'review o-fCSE(f ’S
activities.

Specifically, the Commissioner’s office considers findings 12, 13, 25, 27 and 28 of
Commisstoner Gonthier’s 2008 review as addressed.”

89

 CERRID# 3451009, October 22, 2009, e-mail from

=
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CSOI-4-4 requires inalysts to record

4. CSEC’s activities in response to the 2008 review of CSEC’s

activities
Finding no. 11: . Targeting Requests — Follow-up to 2008 Review
of CSEC’s . Activities

Improvements to CSEC’s policies and procedures — namely CSOI-4-4 -

] ) _ - 1n the Commisgioner’s 2008
review of CSEC’s activities.

Finding no. 6 in Commissioner Gonthier’s 2008 review report was:

Finding no. 28:

’* This is a requirement of all MAs
> Supra, note 28, at p. 8.
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The Minister responded to the report In a September 10, 2008, letter:

In your letter, you questioned how CSEC can confirm

CSQI-4-4, section 3,

CSEC has also invested significant development resources to address this previous
finding of the Commissioner.

CSEC described the status of this work as follows:

Presently, CSEC is finalizing work «

** Ibid, at p. 7.
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3. CSEC’s activities in response to 2006 CSEC audit of SIGINT Legal Compliance

Finding no. 12: Targeting Requests — Follow-up to 2006 CSEC
Audit of SIGINT Legal Compliance

The Commissioner’s office is satisfied that CSEC

in CSEC’s 2006 SIGINT Legal Compliance Final (audit) Report
targeting requests.

An April 12, 2006, audit by CSEC’s Directorate of Audit Evaluation and Ethics (DAEE)
entitled “SIGINT Legal Compliance Final Report”

As a follow-up to the 2006 audit, the Commissioner’s office asked CSEC how it has
addressed this recommendation of DAEE

CSEC responded:

6. Legal Advice

Finding no. 13:

i — L

» Ibid, at pp. 14-15.
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The Commissioner’s office has no questions |

B) MINISTERIAL REQUIREMENTS

Finding no. 14: Ministerial Direction

Based upon the information reviewed and the interviews conducted, CSEC
conducts its SIGINT targeting activities in accordance
with ministerial direction.

CSEC met the requirement in the ministerial authorizations to facilitate the review by the
CSE Commissioner of the statutory requirement that interceptions of private
communications must be directed at foreign entities located outside Canada by

il A A A

o7 Supra, note 43, at p. 8.
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s.21(1)(a)
s.21(1)(b)

CSEC met the requirement in the Ministerial Directive on Privacy to have procedures ._

One of the conditions to issue an MA under the NDA is that the Minister of National
Detence must be “...satisfied that... the interception will be directed at foreign entities

located outside Canada” [paragraph 273.65(2)(a)].

C) POLICIES AND PROCEDURES

Finding no. 15: Appropriateness of Policies and Procedures

Operational policies and procedures for SIGINT targeting ~
activities are in place and provide sufficient direction to CSEC employees respecting
the protection of the privacy of Canadians.

The Commissioner’s office expected that CSEC would have appropriate policies and
procedures that guide its SIGINT targeting activities. CSEC has
a number of policy instruments — issued under the authority of the Chief, CSEC —

and procedures — issued under the authority of the DC, SIGINT, CSEC - that contain
guidance respecting targeting : Overall, the following policies
and procedures provide comprehensive guidance for targeting and selector management
activities:

a) OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance
in the Conduct of CSEC Activities, effective and last updated March 11, 2010
(CERRID# 142875-v61]);

OPS-1 1s CSEC’s “cornerstone” policy and provides direction respecting the
protection of the privacy of Canadians in the use and retention of intercepted
information and compliance with the laws of Canada, including Part V.1 of
the NDA, and with ministerial direction.

b) OPS-1-13,
(CERRID# 319956-v5);

A0344661_53-000053
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s.21(1)(b)

¢) OPS-3-1.
(CERRID# 317036-v3);

d) OPS-4-3,
(CERRID# 198900-v2);

e) CSOI-1-1, .

f) CSOI-3-7,

g) (CSOI-4-4,

* Interview, Manager, August 25, 2010.
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Finding no. 16: Policies and Procedures for

CSOI-4-4

e
i
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CSEC’s activities in response to the 2008 reviews of CSEC activities conducted

under

MASs

Finding no. 17: Guidance for Targeting . — Follow-up
to 2008 Reviews of CSEC’s Activities

Improvements to CSEC’s policies and procedures — namely CSOI-3-7 and CSOI-
4-4 — address the recommendation in the Commissioner’s 2008

Recommendation no. 1 of the 2008 MA report was that: “CSEC adopt and
publish, as soon as practicable, written guidance respecting the process analysts are
to follow"

On September 18, 2008, CSEC promulgated CSOI-3-7 which addresses the authorities
and responsibilities of . analysts CSOI-4-4

Finding no. 18: Awareness of Personnel

CSEC employees interviewed and observed were aware of relevant policies and
procedures and their application to SIGINT targeting: =
activities.

Finding no. 19: Policies and Procedures

Based upon the information reviewed and the interviews conducted, CSEC met
the policy requirement that . are subject at a minimum to annual review to
ensure that the remain consistent with the Government of Canada
intelligence priorities.

MEN NON CLASSIFIES

s.15(1)
s.16(2)(c)
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L A

The Commissioner’s office expected that CSEC employees would be aware of and
comply with the policies and procedures respecting SIGINT targeting .
activities.

All of the CSEC employees with whom the Commissioner’s office spoke were
forthcoming and demonstrated knowledge of and a professional approach to the activities
under review. The managers and employees in and in that we interviewed
demonstrated a mastery of SIGINT targeting activities and
associated policies and procedures.

The Commissioner’s office conducted interviews with analysts to assess their
awareness of and compliance with the policies and procedures. Annex F provides details
respecting the approach and sample for the interviews. The employees
interviewed and observed were aware of relevant policies and procedures and their
application to SIGINT targeting activities. The information and
documentation reviewed indicated that the actions of the employees were in
compliance with policies and procedures. The analysts regularly reviewed

to ensure that the remain consistent with the GC intelligence priorities.

Finding no. 20: Management Control Framework

CSEC managers routinely and closely monitor SIGINT targeting
_ activities to make certain the activities comply with governing
authorities.

The Commissioner’s office expected that CSEC would have an effective management
control framework to maintain the integrity of SIGINT targeting
activities, including appropriately accounting for important decisions and

A0344661_57-000057
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information. To assess CSEC’s compliance with this criterion, the Commissioner’s office
asked CSEC a number of questions respecting its active and compliance monitoring

activities.

The Commissioner’s oftice asked CSEC: pursuant to section 2.8 of CSOI-4-4,

CSEC responded:

LY

The Commissioner’s office asked CSEC whether ménagement monitoring occur annually

or more frequently. CSEC responded: “Monitoring is ongoing, with a minimum
requirement of once per year. CSEC team leaders send reminders to their team members

to conduct validation. )
Interviews with employees and mangers

confirmed that validation occurs on an ongoing basis.
The Commissioner’s office asked CSEC: consistent with section 2.1 of QPS-1-8,

please describe in concrete terms what

does respecting CSEC SIGINTs targeting
activities. CSEC responded:

In accordance with OPS-1-8 and
ensure that:

« staff 1s familiar and complies with all policies and instructions that impact
targeting;

* Supra, note 28, at p. 14.
"% Ibid.
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« staff validates at least once per year.

While not in the period of review, CSOI-5-8,

f identifies a problem in a
given area, meets with the supervisor and staff of that area, and provides
additional guidance to ensure compliance and prevent further incidents.'”"

The Commissioner’s office asked CSEC: Consistent with section 1.5 of OPS-1-8, please
provide copies of documentation maintained for audit and review purposes respecting
activities in relation to CSEC SIGINT’s targeting

activities tor the period of June 1, 2009, to August 31, 2009. CSEC
responded:

and

' Supra, note 43, at p. 10.
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For the period under review, has produced the following monthly
reports:

« CERRID #322588 (August 9 to August 31, 2009); and

+  CERRID #317976 (July 9 to August 6, 2009).

[The Commuisstoner’s ottice reviewed and has no questions respecting these
reports (CERRID# 447609 and 447612).]

In accordance with CSOI-5-8,

Finally, the Commissioner’s office asked CSEC: please describe in brief the differences
between CSEC responded:

In accordance with OPS-1-8,.

'92 1bid, at pp. 10-11.
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, in accordance with CSOI-5-8,

CSEC’s answers to the above questions, as well as the results of the interviews with

- and employees, permit the Commissioner’s office to conclude that, .

, CSEC has a robust management control framework for SIGINT

targeting - activities. While not in the period of review,
appears to provide a solid foundation of SIGINT
targeting activities.

IX. CONCLUSION

CSEC’s Fl1 collection activities conducted under MA

. Rather
than examine thoroughly individual MAs, it was assessed as more effective to examine

s — S — S e iy, ——————

' Ibid, at pp. 11-12.
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thoroughly each process common to CSEC’s FI collection activities under MA. This new
approach, which cuts across the collectton methods, is referred to as horizontal review and
is designed to provide the Commisstoner with an even more comprehensive understanding
of how CSEC conducts its activities. Ultimately, its objective is to increase the degree of
assurance the Commissioner can provide to the Minister that CSEC is complying with the
law and protecting the privacy of Canadians.

To comply with the NDA, CSEC must distinguish those communications which involve
foreign entities located outside Canada and those that are not. CSEC’s targeting

activities must also contain measures to protect the privacy of
Canadians.

The objectives of the review were to: document CSEC SIGINT s targeting :

activities and associated processes and practices; assess whether the activities
comply with the law; and assess the extent to which CSEC protected the privacy of
Canadians in carrying out the activities.

Based upon the information reviewed and the interviews conducted, CSEC conducts its
SIGINT targeting activities in accordance with the law. CSEC
has sufficient policies and processes to satisty the legal requirement not to direct its
SIGINT interception activities at a Canadian (anywhere) or any person in Canada. During
the period under review, CSEC responded appropriately to the |

CSEC takes measures in the design of its targeting
to promote compliance with the law and the protection of the privacy of
Canadians. As identified in this report, recent enhancements made or planned
assist in ensuring and demonstrating compliance with the law,
ministerial requirements and policy.

A | AT — REN NEMED NON CLASSIFIES

s.15(1)
s.16(2)(c)
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Based upon the information reviewed and the interviews conducted, CSEC conducts its

SIGINT targeting activities in accordance with ministerial
direction.
Operational policies and procedures for SIGINT targeting activities

are in place and provide sufficient direction to CSEC employees respecting the protection of
the privacy of Canadians. CSEC employees interviewed and observed were aware of relevant
policies and procedures and their application to SIGINT targeting .

activities. CSEC managers routinely and closely monitor SIGINT targeting
activities to make certain the activities comply with governing authorities.

[n addition to the above-noted objectives, the Commissioner’s office examined CSEC’s
activities in response to previous associated findings and recommendations of the
Commissioner in the June 2008 review report and the March 2008 review

report respecting

Finally, the Commissioner’s oftice examined CSEC’s activities in response to previous
assoclated recommendations of CSEC’s Audit, Evaluation and Ethics Directorate. The
Commissioner’s office is satisfied that CSEC
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A list of findings and the recommendation is enclosed at Annex A.

Robert Décary, Commissioner
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ANNEX A — Findings and Recommendation

Finding no. 1: Compliance with the Law

Based upon the information reviewed and the interviews conducted, CSEC conducts its
SIGINT targeting : activities in accordance with the law.

Finding no. 2: Protection of Canadians

CSEC has sufficient policies and processes to satisfy the legal requirement not to direct
its SIGINT interception activities at a Canadian (anywhere) or any person in Canada.

Finding no. 3: Targeting by CSEC

Finding no. 4: Targeting by CSEC for

Finding no. 5: Targeting by CSEC for

Finding no. 6: Demonstrating Legal Compliance -

It is a positive development — that assists in demonstrating compliance with the law,
ministerial requirements and policy — that in March 2009, were required —
by policy and by technical means — to record

Finding no. 7: Targeting that Promote Privacy
Protection

CSEC takes measures in the design of its targeting .

to promote compliance with the law and the protection of the privacy of
Canadians.

A0344661_66-000066



RCLCADED UNDUER THE ALA — UNULAS L INFURIVIAT IUN

DIVULGUE EN VERTU DE LA LAI — RENSEIGNEMENTS NON CLASSIFIES

- 67 - TOP SECRET/COMINT/CEO s.15(1)
— — — —  s.16(2)(c)
Finding no. 8: Targeting
The Commissioner’s office will monitor ongoing CSEC efforts in

targeting
Finding no. 9:

During the period under review, CSEC responded appropriately to

~ ——

Finding no. 10: Demonstrating Legal Compliance — Follow-up to Commissioner’s
2008 Review

The improvements to CSEC’s policies and procedures — namely CSOI-3-7 and CSOI-4-4

Finding no. 11: Targeting Requests — Follow-up to 2008 Review of
i Activities

Improvements to CSEC’s policies and procedures — namely CSOI-4-4 -

Finding no. 12: Targeting Requests — Follow-up to 2006 CSEC Audit of
SIGINT Legal Compliance

The Commuissioner’s office is satisfied that CSEC |
CSEC’s 2006 SIGINT Legal Compliance Final (audit) Report
targeting requests.

Finding no. 13:

Finding no. 14: Ministerial Direction
Based upon the information reviewed and the interviews conducted, CSEC conducts its

SIGINT targeting activities in accordance with ministerial
direction.
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Finding no. 15: Appropriateness of Policies and Procedures
Operational policies and procedures for SIGINT targeting activities

are in place and provide sufficient direction to CSEC employees respecting the protection of
the privacy of Canadians.

Finding no. 16: Policies and Procedures for Targeting

Operational policies and procedures applicable to

Finding no. 17: Guidance for Targeting — Follow-up to
2008 Reviews of CSEC’s

F 5

Improvements to CSEC’s policies and procedures — namely CSOI-3-7 and CSOI-4-4 —
address the recommendation in the Commissioner’s review and the
finding in the 2008 review relating to guidance for targeting

Finding no. 18: Awareness of Personnel

CSEC employees interviewed and observed were aware of relevant policies and
procedures and their application to SIGINT targeting activities.

Finding no. 19: Policies and Procedures
Based upon the information reviewed and the interviews conducted, CSEC met the policy
requirement that: are subject at a minimum to annual review to ensure that the

remain consistent with the Government of Canada intelligence priorities.

Finding no. 20: Management Control Framework

CSEC managers routinely and closely monitor SIGINT targeting
activities to make certain the activities comply with governing authorities.

Recammendanon no. 1: Pﬂllﬁlﬂ§ ami Pmcedurm fm' T
-- Tal'geting SRS VR T o
CSEC should rovide speclﬁc mdance far targehng o o l

s.15(1)
s.16(2)(c)
s.21(1)(a)
s.21(1)(b)
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ANNEX B — Interviewees

Director,
Manager,
Manager,
Manager,
Manager,
Team Leader,
Analyst,
Specialist - Linguist, Middle East and North Africa.
Intelligence Analyst,
Intelligence Analyst,
Intelligence Analyst
Intelligence Analyst,
Intelligence Analyst,
Intelligence Analyst,
Intelligence Analyst,
Intelligence Analyst, Office of Counter Terrorism,

Senior Advisor,

Director,
A/Director.
Manager, |
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ANNEX C - Generic “Screenshots”

Source: CERRID# 364700, 10 pages, hand delivered by
] on November 2, 2009.
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ANNEX D -

Source: CERRID# 358663, six pages, e-mail from
October 22, 2009 and one page
handout trom | November 25, 2009.
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ANNEX E — Summary of

Source: CERRID# 345109, one page, e-mail trom
| October 22, 2009.
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ANNEX F — Interviews

We conducted interviews with analysts to assess their awareness of and
compliance with the policies and procedures respecting SIGINT targeting
activities. '

Initially, CSEC proposed a list of names of  analysts with varying lengths of
experience in  and at CSEC. We randomly selected analysts:

1. Analyst with less than one year experience at CSEC;

2. Analyst with less than .
three years of experience;

3. Analyst with between three and
10 years expertence; and

4. | Analyst with over ten years of experience.

CSEC provided the number of | produced by the analysts (as primary author) by
month for the period of review. We selected for review, again at random, the “nth™ report
from specific months:

We reviewed with the above  r analysts.

Following these interviews, we selected, at random using the directory of employees on
CSEC’s Intranet (i.e., not from a list proposed by CSEC), an additional analysts.
As was done previously, CSEC provided the number of analysts produced as
primary author by month for the period of review and we selected at random, specific
reports for review:

'% We did not question the analyst respecting this

'95 Not completed due to time constraints.
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This next set of analysts accounted for an additional , reviewed.

Proceeding in this manner permitted us to prepare questions in advance respecting the
we selected and provided the analysts with time to refresh their memories.

We asked each analyst general questions respecting their work designed to test their
knowledge of the policies and procedures respecting SIGINT targeting

activities. For each of the analysts’ . we assessed whether the selectors
and documentation in | associated with the complied with the
policies and procedures. We used the following checklist to record our findings.

Reports:
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Source: CERRID# 605885, September 1, 2010, e-mail from
pp. 15-23.
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