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MEMORANDUM FOR THE MINISTER

PROPOSED CONSULTATION STRATEGY ON ACCESS TO

CUSTOMER NAME AND ADDRESS INFORMATION
(For Decision)

ISSUE

e [aw entorcement and CSIS officials often require quick access to basic
contact information (customer name, address, telephone number,
e-mail/Internet Protocol address) for telephone and Internet service
customers. This information may be publicly available but officials
require the most accurate information, quickly, which 1s best obtained
directly from the telephone or Internet provider.

e As aresult of deregulation of the telecommunications sector there are
hundreds of companies providing telephone and Internet services. When
police request basic contact information on customers, some companies

provide 1t while others refuse. This compels police to seek a court order to
compel disclosure.

Not relevant
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Not relevant

Past Consultations

e Numerous organizations and individuals were consulted during the 2002
and 2005 consultations on lawful access. TAB B contains a list of those
organizations and individuals.

e Stakeholder views on the subscriber information proposals were varied.
Law enforcement stakeholders provided examples of how uncertainty in
the law has resulted 1n delays to important investigations. Privacy
advocates expressed concern with any proposal that may infringe on the
privacy rights of Canadians. Industry stakeholders were primanly
concerned with the details of the proposals, such as the timeframe 1n which
they would have to provide the information and whether they would be
compensated. TAB C contains an overview of the views expressed 1n
consultations as they relate to the customer name and address proposal.

Proposed New Consultations

e There are several 1ssues that should be considered with respect to additional
consultations, namely: stakeholder composition; the proposed content; and
the location, timing and format.

Stakeholders:

e The lawtul access initiative brings together a diverse group of stakeholders
with sometimes competing interests. For example, the police have lobbied
for prompt action to maintain their investigative capabilities, while industry
has pressured government officials to ensure that the proposals will not
restrict the growth and evolution of communications technology. Human
rights advocates have consistently expressed concern that government
action not erode or infringe upon personal privacy or other human rights.

e (ven this diverse range of stakeholders, 1t 1s recommended that the
consultation be reflective of these groups. A proposed list of stakeholders
1s contained 1n TAB D, and represents members of the telecommunications
industry, consumer and privacy advocates, and law enforcement. The list
also contains names of individuals and organizations that were supplied by
officials in your Office.
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What:

e C(Considerable work has taken place in the development of the administrative
model for accessing customer name and address information. The TALEA
proposals were informed by the previous consultations, and represent a

balancing of the needs of law enforcement, industry and privacy groups. It
1s recommended that the proposed consultation focus on this administrative

model and seek to reaffirm stakeholders’ views on this model.
Where:

e [|ti1s recommended that the consultation occur 1n Ottawa. Transportation
costs for those coming from outside of Ottawa will be borne by the

individual participants.
Iiming:

o Officials were asked to undertake a summer consultation, however, given
the difficulty 1n securing adequate participation during this period, and due
to the fact that a summer consultation may be viewed by some as
minimizing the importance of this 1ssue, it 1s reccommended that the  Not relevant
consultation be held in early to mid-September

lype:

e Regarding the format of the proposed consultation, a roundtable style
meeting is recommended. The meeting would begin with stakeholders
being briefed by government officials on the proposal, and then feedback
from the stakeholders would be solicited during subsequent roundtable

discussion.
CONSIDERATIONS

e A third round of consultations on the customer name and address proposals
will confirm the government’s commitment to an informed and balanced
approach. It will also signal that all relevant views are being considered and
that a balance will be struck among divergent perspectives. At the same
time, the need for consultations may be questioned by some participants,
since proposals will be substantially the same as in past consultations.

e [ti1s anticipated that law enforcement stakeholders who have 1n the past
objected to the slow pace of this initiative will likely raise concerns that the
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government 1s not proceeding quickly enough with legislation. As they
have done 1n the past, privacy advocates will likely criticize the government
for considering proposals that they view as eroding Canadians’ privacy.
Industry stakeholders will likely be cautious and express an understanding
for the need for this information by the police. However, some may voice
concerns over the privacy rights of their customers, particularly when
questioned by the media.

e Another consultation will also likely raise the profile of this 1ssue. It 1s
anticipated that there would be media articles and strong negative reactions
from some more entrenched stakeholders/advocates who oppose both the
customer name and address proposals and the interception capability
element of the package.

Not relevant

RECOMMENDATION

e [Iti1s recommended that we proceed as proposed.

SAhoelyae

Suzanne Hurtubise

Enclosures: (4)
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TAB A

Access to Customer Name and Address Information

- International Comparison -
Not relevant

Canada — TALEA proposals

United States

In the U.S., this information can be obtained by a Grand Jury Subpoena in a
criminal investigation. The subpoena 1s 1ssued by the court clerk’s office,
completed by the prosecuting attorney, and served on the company, usually by a
police officer or federal marshal. This is also used to obtain much more than just
subscriber information — subscriber information such as name and address is often
available to U.S. law enforcement through public source information. In the
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TAB A

context of a national security investigation, U.S. law enforcement obtains this
information pursuant to a national security letter, authorized under the Patriot Act.

Australia

Not relevant

In Australia, there 1s a legislative scheme for such access
et out in the Telecommunications Act 1997. Under the Act,
a law enforcement agency can request subscriber information from a service
provider where the disclosure of that information 1s reasonably necessary for the
enforcement of the criminal law, a law imposing a pecuniary penalty or the
protection of the public revenue. The Australian Security Intelligence
Organization (ASIO) can request the disclosure of subscriber information where
the disclosure i1s connected with the performance of its functions. The request will
be made by an authorized officer of a law enforcement agency (usually Inspector
or above) or an authorized employee ot ASIO. These authorizations must be
1ssued in writing by the head of the relevant agency. Records of these disclosures
must be kept by the service providers for three years, and there are annual reports
on the number of disclosures, broken down by reason of request, as part of the
annual report prepared by the industry regulator. There are no specific oversight
or review mechanisms for this access.

United Kingdom

Not relevant

In the United Kingdom, there 1s a legislative scheme for such access
¢t out 1n the Regulation of Investigatory Powers Act

2000 (RIPA).

Under RIPA, Part 1, Chapter II, there are provisions for access to all types of
communications data, including subscriber data. RIPA sets out how public
authorities can be granted access to data (it lists some public authorities 1n its
schedules and more have been added over time by means of orders approved by
Parliament), who can authorize access (internal authorization of designated
persons at various specified levels of seniority depending on the type of data to be
accessed), specific purposes for which data can be acquired and how data is
acquired (two methods: a notice served on a TSP or an authorization which
permits online access to this information). There is also provision for a statutory
code of practice to be created — a draft of this was recently provided to Parliament
for approval. There are provisions for oversight — access 1s overseen by the
Interception of Communications Commaissioner, as provided for by Part IV of
RIPA. The Commissioner reports annually to the Prime Minister and the
unclassified portion of this report is published in Parliament — it contains, for
example, information on numbers of requests.

A0011890_7-000007



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Lol sur I'acces a I'information

TAB A

Ireland Not relevant

In Ireland, there 1s

a legislative scheme for such access,

although perhaps what was proposed by the Parliamentary
Committee for PIPEDA would be a closer parallel, as Irish authorities access this
information under their Data Protection Acts, 1988-2003. This legislation
provides that restrictions on disclosure of personal data do not apply if, inter alia,
the disclosure 1s:

e in the opinion of a member of the Garda Siochana [national police service}
not below the rank of chief superintendent or any officer of the Permanent
Defence Force who holds an army rank not below that of colonel and is
designated by the Minister for Defence, required tfor the purpose of
safeguarding the security of the State;

e required for the purpose of preventing, detecting or investigating offences,
apprehending or prosecuting offenders or assessing or collecting any tax,

duty or other moneys owed or payable to the State;

e required in the interests of protecting the international relations of the State;

e required urgently to prevent injury or other damage to the health ot a
person or serious loss of or damage to property; and

e required by or under any enactment or by a rule of law or order of a court.

Only the Garda Siochéna [national police service, which also acts as the State’s
internal security service] and the Permanent Defence Force may obtain
subscriber information. In the case of the Garda Siochana, only officers at chiet
superintendent rank or above may make requests for subscriber information

and, in the case of the Permanent Defence Force, only officers at colonel rank or
above may make such requests. A record of each request 1s prepared. There are
no specific oversight or review mechanisms. Subscriber information may be
obtained in the interests of national security and for the purpose of preventing,
detecting or investigating any offence. There is no public report in relation to the
number of nature of these requests.
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TAB B
- Previous Consultation Stakeholders -

List of Stakeholders That Responded to the 2002 Public Consultation Document

Industry E-commerce Market Development
ITAC Privacy Advocates

IBM Canada

Motorola Canada Privacy Commissioner of Canada
Rogers Cable Osler, Hoskin and Harcourt

Bell Canada Office of the Privacy Commission
AT&T Canada Davies Ward Phillips & Vineberg
Telus DataPrivacy Partners Ltd.

Call-Net Computer Professionals for Social
Microcell Responsibility

Shaw University of Ottawa, Faculty of Law
Cogeco Civil Liberties — NCR

Rogers Wireless Inc. Queen’s University

Bell Mobility Information and Privacy Commission of
Telus Mobility Ontario

AOL University of Toronto/CPSR
Microcell Public Interest Advocacy Centre

Ontario Tel. Ass.

Vidéotron Télécommunications
Zero-Knowledge Systems Inc.
SecureOps Inc.

SipherShare Systems Inc.

Entrust Inc.

ABT Advanced Biometric Techno
AEPOS Technologies Corporation
CAIP

CWTA

EWA Canada

CRIM

CCTA

MTS

CATA

Mouvement Desjardins
Transcontinental Medias
Telecommunications Workers Union
Privaterra

Prolesta

Digital Discretion

EWA-IT

Spyrus

Cottingham Group

Fites & Associates

Carrefour mondial de ’1nternet citoyen
Ligue des droits et libertés

Barreau du Québec

Option Consommateurs

Direction informatique

Institut du commerce €lectronique
Association des €tudiants en droit de
"UQAM

Commuission d’acces a I’'information
Association €tudiante - science politique
et droit - UQUAM

Commuission d’acces a I'information
College des médecins du Québec
Ligue des droits et libertés

BC Civil Liberties Association

BC Institute of Technology

BC Freedom of Information and Privacy
Association

British Columbia Civil Liberties
Association

Telecom Consultant

Committee for Racial Justice

Margo Langford, Barrister & Solicitor,
New Media Specialist

SFU School of Communications
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TAB B
- Previous Consultation Stakeholders -

Canadian Bar Association

Corporate Privacy and Information
Access Branch, Gov. of BC

Privacy Prime Consulting

Digital Discretion

Manitoba Association for Rights and
Liberties

Law Enforcement

Abbotsford Police Department
Barrie Police Service

Brantford Police Service
Brockville Police Service

Calgary Police Service

Canadian Association of Chiefs of
Police

Charlottetown Police Department

Chatham-Kent Police Service
CN Police

Criminal Intelligence Service Alberta

Département de police de la ville de
Laval

Durham Regional Police Service
Edmonton Police Service

Greater Sudbury Police Service
Guelph Police Service

Halton Regional Police Service
Hamailton Police Service

Lethbridge Police Service

London Police Service

New Liskeard Police Service
Niagara Regional Police Service
Oak Bay Police Department
Ontario Provincial Police

Ottawa Police Service

Oxford Community Police
Peterborough Lakefield Community
Police Service

RCMP - Calgary
RCMP - Edmonton

RCMP — Halifax

RCMP - Kelowna

RCMP - London

RCMP — Montreal

RCMP — New Brunswick

RCMP - Ottawa

RCMP - Prince Edward Island
RCMP — Quebec City

RCMP — Red Deer

RCMP - Strathcona County Detachment
RCMP — Toronto

RCMP — Vancouver

RCMP — Whitehorse

Régie intermunicipale de police — Vallée
du Richelieu

Regina Police Service

Royal Newtfoundland Constabulary
Saint John Police Force

Saskatoon Police Service

Sault Ste. Marie Police Service

Suret€¢ municipale de Mont-Tremblant
Thunder Bay Police

Timmins Police Service

Toronto Police Service

Truro Police Service

Vancouver Police Department
Waterloo Regional Police Service
Weyburn Police Service

Winnipeg Police Service

Other

Department of Computer Science
(University of British Columbia)
Vancouver Community Network
Government of Alberta Innovation and
Science

Camosun College

Simon Fraser University Library
Faculty of Commerce — University of
British Columbia

Government of Ontario
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TAB B
- Previous Consultation Stakeholders -

2005 List of Stakeholders That Participated In The In-Depth Follow-up Consultations

Industry Vendors/Manufactures/Solution
Providers

Information Technology Association of

Canada (ITAC) Cisco Ericsson

Canadian Wireless Telecommunications TopLayer Spectronic

Assoclation (CWTA) SS8 Juniper

Canadian Cable Telecommunications ETI Connect Siemens

Association (CCTA) Motorola Aqsacom

Canadian Advanced Technology Lucent Detica

Alliance (CATA) Verint Nortel

Bell Canada

Bell Mobility

TELUS Law Enforcement

Telemobile

Rogers Communications CACP Law Amendments Committee

Rogers Wireless (LAC)

Quebecor/Videotron CACP Lawtully Authorized Electronic

MTS Allstream Surveillance (LAES) Sub-group

Cogeco RCMP Special 1

Supernet

Mobile Satellite Ventures

Telesat

Y ahoo

Shaw
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TAB C

PREVIOUS CONSULTATIONS ON LAWFUL ACCESS
- CUSTOMER NAME AND ADDRESS PROPOSALS -

BACKGROUND

e The issue of lawful access has been the subject of two rounds of
consultations 1in 2002 and 2005. Additional discussions were held with
select industry representatives and police organizations in 2006 and 2007.

2002 Consultations

» In the fall of 2002, representatives from the former Solicitor General’s
Department, Justice Canada, Industry Canada, the Competition Bureau, the
RCMP and CSIS undertook consultations on lawful access. These officials
held over 20 meetings with a broad range of stakeholders, based on a
consultation document. This document was also posted on Justice Canada’s
website for review and comment by the general public. Over 300 written
submissions were received, and a summary of these submissions was
released to the public on August 6, 2003.

e In terms of specific stakeholder feedback resulting from the 2002
consultations, the law enforcement community responded by emphasizing
the importance of addressing lawful access 1ssues in an expeditious fashion
and provided concrete examples of how new technologies and outdated
laws are compromising public safety. Industry representatives expressed
the view that the consultation document lacked detail and called for further
consultation, including the opportunity to comment on the draft legislation
prior to introduction in Parliament. Human rights advocates (as well as the
federal and some provincial privacy commissioners) were concerned about
the scope of the proposals and their potential impact on privacy and civil
liberties.

o As aresult of this feedback, the proposals were modified and in 2005,
additional in-depth consultations (often eight hours in duration) were held
with approximately 30 stakeholders, containing a detailed (over 200 pages)
presentation based on extracts of the proposed legislation and regulations.

¢ During these consultations, telecommunication service providers (TSPs)
indicated that there is significant common ground between their views and
the federal government’s proposals, and commented that while they were
willing to absorb some costs for public safety, these costs must be kept to a
minimum. The industry support for absorbing some capital costs was tied to

A0011890_12-000012
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TAB C

an expectation that they would receive compensation for the assistance that
they provide in implementing interceptions, and for compliance ordered by
the Minister of Public Safety.

o With respect to the industry’s reactions to the customer name and address
proposals, most industry representatives did not express significant
concerns with the proposed administrative nature of the proposals, as 1t was
seen as addressing their primary concern, 1.€., when to provide this
information. Lack of clarity in this area was the principal concern for most
industry stakeholders. Concerns expressed by these stakeholders usually
related to the details of proposals such as the timeframe in which they
would need to provide customer name and address information and whether
they would receive compensation. Only one company consistently
expressed concern from a privacy perspective in relation to the proposals
(Videotron).

2005 Consultations

e The views of the federal and some provincial Privacy Commissioners
(Ontario, Alberta and British Columbia), as well as civil liberties groups,
were also obtained during the 2005 consultations. Although specific
concerns were allayed by these consultations, such as the fact that the
proposals will not prohibit the personal use of encryption, and will not
change Canada’s 1998 Policy on Cryptography, the Privacy Commissioner
of Canada, along with several of her provincial counterparts, and human
rights advocates, can be expected to continue to advocate for additional
safeguards for privacy, in keeping with their mandates.

e With respect to the customer name and address information proposals,
some privacy stakeholders did note with approval that the government was
not proposing to require companies to collect and retain information about
their subscribers or their communication activities (mandatory data
retention); nor to create a national database of such information; nor require
these companies to have to verify the identity of their subscribers, as has
been done in some other jurisdictions.

¢ These stakeholders did however express concern about the proposal to
provide for law enforcement and CSIS to access customer name and
address information without a court authorization. Privacy Commaissioners
and their officials recommended, at a minimum, that additional
administrative and privacy protections be included in the proposed
legislation. Privacy advocates such as the B.C. Civil Liberties Association,
were clearly of the view that judicial oversight was necessary.
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e Following these consultations, the proposals were amended to increase the
number of safeguards, as recommended by privacy advocates, which

include:

o limiting the number of designated persons who can request the
information to 5 persons or 5% of an agency’s employees;

o designated persons must create a record of all requests;

o agency heads must ensure regular internal audits and report to their

responsible Ministers on those audits.

2006/2007 Consultations

e [n 2006/2007, further discussions were undertaken with industry and police
representative associations. As a result, amendments were made to the

proposed TALEA that will help address privacy concerns including: a
review of the legislation by Parliament after five years and clarification of

the limited scope of information to be obtained respecting customers.
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TAB D

Proposed List of Stakeholders for 2007 Consultation

Based on a list provided by officials in your office, it 1s recommended that the
following individuals and groups be part of the proposed 2007 consultations on the
customer name and address proposals.

Industry:

Information Technology Association ot Canada (Bill Munson)
The Canadian Wireless Telecommunications Association (CWTA)
Canadian Association of Internet Providers (CAIP)

Select representatives from the Canadian Coalition Against Internet Child
Exploitation

Consumer/Privacy Advocates/Academics:

Anver Levin — Ryerson University

Alicia Wanless — International Perspectives

Martin Rudner — Carleton University

Stephen Johnson — Federal Privacy Commission

Canadian Bar Association

John Boufford — Canadian Information Processing Society

Paul-Andre Comeau — Professor (ENAP)
e Michael Geist — Professor (University of Ottawa)

Law Enforcement/Victims and Crime Prevention:

¢ Royal Canadian Mounted Police (National Child Exploitation
Co-ordination Centre)

Canadian Association of Chiefs of Police
Toronto Police Service — Project “P”
Cybertip.ca

Canadian Resource Centre for Victims of Crime
B’nai1 Brith

A0011890_15-000015



e kL LT mara— L )

Document Released Under the Access to
Information Act / Document divulgue en vertu

l* z:?]if;:ﬂfew (S;izgt: i}ublique u. Fite/Docket No. — N° dossier de la Loi sur I'accés a l'information
ACTION FICHE DE

REQUEST  SERVICE .

To-A: L:jﬂt}'\. C ia‘i(l"“""\» Date: A\'ﬂ 29 / 400

Jor ‘J'iimk“‘ft

Purpose/Urgency — But/Urgence

LCLN'F\‘\ A ClLesd CO{\@» H‘Vx)ﬁﬂ OS

Subject/Remarks — Sujet/Remarques

C.C. [ ] Chantal Bernier [] Elisabeth Nadeau

[] J. Scott Broughton/ [] Daniel Lavoie
Lynda Clairmont

| 1 Richard Wex [ ] Richard Fiutowski

[ ] Kristina Namiesniowski

Consultations undertaken / Consultations entreprises :
Legal / Services juridigues
Corporate Management / Gestion ministéneile
PCO-IGA / BCP-AIG

Name/Signature Date
Nom/Signature
Originator ‘>/ ‘ . Auws. 249/
initiateur Ai~e 'qua/l.,_ o, 1
Director 0
Directeur LG' “d '(n

Deputy Director General
Directeur général adjoint

Director General
Directeur general

SADM/Assoc. ADM, EMNS J. Scott Broughton/
SMAP/SMA déléguée, GMUSN

Lynda Clairmont

ADM, CSPB
SMA, SPP

ADM, CMB
SMA, GM

Comptroller
Contrdleur

ADM, PLEIB
SMA, SPALI

ADM, SPB
SMA, DPS

Ministerial Services Division

Division des services ministeriels |

Associate Deputy Minister
Sous-ministre délégue

Deputy Minister
Sous-ministre

PS-51-E (2/05)

wotl il o R
.-'.Hr.'l" .‘1_"" I;.I:‘III

R

3.
2
||J-
¥

i

e

‘l‘- T

A0011892_1-000016



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Lol sur I'acces a I'information

Public Safety  Sécurité publique S.23
Canada Canada

Ottawa, Canada
K1A OP8

6950-1 \ 348139

MEMORANDUM FOR THE SENIOR ASSISTANT DEPUTY MINISTER

CONSULTATION PACKAGE FOR DISTRIBUTION TO SELECT
STAKEHOLDERS FOR CONSULTATIONS ON THE ACCESS TO
CUSTOMER NAME AND ADDRESS (CNA) INFORMATION COMPONENT
OF DRAFT LAWFUL ACCESS LEGISLATION

(For Signature)
SUMMARY

e NSPD officials are moving forward for a series of individual and small group
consultations on the issue of access to CNA information by law enforcement
and the Canadian Security Intelligence Service (CSIS), targeted to begin
September 7" (TAB A — draft critical path).

o Attached for your approval and signature are the documents proposed for
mail-out to identified stakeholders (TAB B) to mitiate the consultations:
an 1nvitation letter from you to stakeholders (TAB C); and,

a consultation document that would form the basis for in-person meetings,
teleconterences or written input (TAB D).

O O

e These documents have been shared with the Privy Council Otfice, Industry
Canada (IC) and Justice Canada

e IC has expressed a desire to expand the scope of stakeholders consulted. Once
IC’s list of stakeholders is confirmed, additional invitation letters will be sent
to you for signature.

Scope and Format of Consultations

e (Considerable work has taken place in the development of an administrative
model for gaining access to CNA information. Current TALEA proposals
were informed by broad-based consultations 1n 2002 and 2005 and more
targeted consultations in 2006. They represent a balancing ot the needs
expressed by law enforcement, industry and privacy groups. The current
consultations will focus on this administrative model.

bl

Canadi

A0011892_2-000017
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e Further to direction, small group and individual consultations with select
stakeholders are being pursued. Stakeholders will be grouped by sector.
Consultations with industry and law enforcement will be split into two
separate sessions. Consultations with privacy and civil society advocates will
occur 1n smaller groups as appropriate. Certain high-profile privacy
stakeholders will be invited to meet on a one-on-one basis, e.g., the Office of
the Privacy Commissioner and the Canadian Bar Association. Consultations
will be carned out by teleconference 1f required.

e As previously advised, it 1s expected that there may be media attention as a
result of the distribution of the consultation document and consultation
discussions; some participants may ask for more time to respond, beyond the
September 25" deadline indicated in the letters.

e A Question Period note for the Minister 1s being prepared on the
consultations and will be forwarded shortly for approval.

RECOMMENDATIONS

e [tis recommended that you approve the consultation document and sign the
invitation letters attached (TAB C — mvitation letters in English and French).

(Q))%,\; /S

R. Evans
DG, NSPD

Enclosures: (4)
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TAB A

DRAFT CRITICAL PATH FOR CONSULTATIONS ON CUSTOMER
NAME AND ADDRESS (CNA) INFORMATION

> Consultation Target Date: September 7 to 25, 2007

August 31 - Mail-out consultation packages to stakeholders, comprising
Consultation Document and Invitation Letter signed by
SADM

September 4 - Make advance calls to stakeholders regarding

interest/availability for consultations

September 4 to 7 - Create consultation schedule (including date/time/location)
based on stakeholder interest/availability; follow up with
stakeholders regarding consultation schedule

September 7 to 25 -  Consultations with stakeholders

September 30 - Draft consultation report provided for DM review

A0011892_4-000019
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TAB B

Proposed List of Stakeholders for 2007 Consultation

[t 1s recommended that the following individuals and groups be part of the
proposed 2007 consultations on the customer name and address proposals.

Industry:

Information Technology Association of Canada (ITAC)
The Canadian Wireless Telecommunications Association (CWTA)
Canadian Association of Internet Providers (CAIP)

David Elder, Bell Canada
[Industry Canada to propose additional participants]

Consumer/Privacy Advocates/Academics:

Avner Levin — Ryerson University

Alicia Wanless — International Perspectives

Raymond D’Aoust — Office of the Privacy Commissioner
Canadian Bar Association

John Boufford — Canadian Information Processing Society
Paul-Andre Comeau — Protessor (ENAP)

Michael Geist — Professor (University of Ottawa)

Law Enforcement/Victims and Crime Prevention:

e Royal Canadian Mounted Police (National Child Explottation Co-ordination
Centre)

Canadian Association of Chiefs of Police (Law Amendments Committee)
Ontario Provincial Police — Project “P”

Cybertip.ca

Canadian Resource Centre for Victims of Crime

B’na1 Brith
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I*. Public Safety  Sécurité publique

Canada Canada

Ottawa, Canada
K1A OP8

Inspector Andy Stewart

Ontario Provincial Police Child Pornography Section
1201 Wilson Ave., Building E, Suite 224
Downsview, Ontario

M3M 1J8

Dear Inspector Stewart:

Public Safety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address information held by telecommunications service

providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations 1n 2002 and 2005.
As suggested in the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring approprate safeguards for the protection of privacy.

Your input on any or all of the issues 1dentified in the consultation
document 1s welcomed. A series of in-person meetings in Ottawa or
teleconferences are being arranged to begin shortly. Alternatively, you may
wish to submit input in writing to the address included in the attached document.
If you choose to do so, please provide your written comments by September 25,

2007.

Should you have an interest 1n participating in the consultations, I
would ask that you please contact Ms. Amanda Tait, Policy Officer, at 613 949-
3184 or Amanda.tait(cps.gc.ca, for additional details and to arrange your

participation.

i+l
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[ thank you for your interest in this important public safety issue
and look forward to receiving your comments.

Sincerely,

i

Lynda Clairmont

Associate Assistant Deputy Minister
Emergency Management and National
Security
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M. Bernard Amyot

Président, L.’association du Barreau canadien
8635 Carling Avenue, Suite 500

Ottawa, Ontario K1S 5S8

Monsieur Amyot,

Sécurité publique Canada aimerait obtenir, au cours des semaines a
venir, vos commentaires sur les mesures a prendre pour répondre aux exigences
en maticre d’acces 1€gal des organismes responsables de 1’application de la loi et
de la sécurité nationale, relativement aux renseignements sur les noms et adresses
des clients que tiennent les fournisseurs des services de télécommunications.

Pour votre examen, vous trouverez ci-joint le document de travail
qui servira de base aux discussions. L’acces 1€gal a fait I’objet de deux séances
de consultation avec les intervenants en 2002 et 2005. Comme indiqué dans le
document ci-joint, les prochaines consultations porteront exclusivement sur les
approches qui permettraient aux organismes responsables de 1’application de la
lo1 et de 1a sécurité nationale d’obtenir ’acces nécessaire aux noms et adresses
des clients, tout en assurant la protection des renseignements personnels.

Vos commentaires sur toute question relative au document de
travail seront les bienvenus. Des télécontérences ou des réunions en personne se
tiendront prochainement a Ottawa. Vous pouvez €galement soumettre vos
commentaires par écrit a 1’adresse mentionnée dans le document ci-joint. Dans
cette éventualité, veuillez transmettre vos commentaires écrits avant le 25
septembre 2007.

S1 vous ou votre organisation désirez participer aux consultations,
je vous invite a communiquer avec Mme Amanda Tait, agente chargée des
politiques, au numero de telephone ou a ’adresse €lectronique suivants : 613
949-3184, Amanda.tait(wps.gc.ca.

i+l

Canada
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Vous étes €galement invité a communiquer avec Mme Tait pour
obtenir des renseignements supplémentaires et confirmer votre participation.

Je vous remercie de ’intérét que vous portez a cette importante

question de securité publique, et ¢’est avec plaisir que j’attends vos
commentaires.

Veillez agréer mes salutations les plus distinguées.
Lynda Clairmont
Sous-ministre adjoint associ€e

Secteur de la gestion des mesures
d’urgence et sécurit¢ nationale

bl

Canadi
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M. Raymond D’ Aoust

Commuissaire adjoint a la protection de la vie privée
Commissariat a la protection de la vie privée du Canada
112 Kent Street, Suite 300

Ottawa, Ontario K1A 1H3

Monsieur D’ Aoust,

Sécurité publique Canada aimerait obtenir, au cours des semaines a
venir, vos commentaires sur les mesures a prendre pour répondre aux exigences
en maticre d’acces légal des organismes responsables de 1’application de la lo1 et
de la sécurité nationale, relativement aux renseignements sur les noms et adresses
des clients que tiennent les fourmisseurs des services de télécommunications.

Pour votre examen, vous trouverez ci-joint le document de travail
qui servira de base aux discussions. L’acces l€gal a fait I’objet de deux s€ances
de consultation avec les intervenants en 2002 et 2005. Comme indiqué dans le
document ci-joint, les prochaines consultations porteront exclusivement sur les
approches qui permettraient aux organismes responsables de 1’application de la
loi et de la sécurité nationale d’obtenir 1’acces nécessaire aux noms et adresses
des clients, tout en assurant la protection des renseignements personnels.

Vos commentaires sur toute question relative au document de
travail seront les bienvenus. Des téléconférences ou des réunions en personne se
tiendront prochainement a Ottawa. Vous pouvez également soumettre vos
commentaires par €crit a I’adresse mentionnée dans le document ci1-joint. Dans
cette eéventualité, veuillez transmettre vos commentaires écrits avant le 25
septembre 2007.

S1 vous ou votre organisation dé€sirez participer aux consultations,
je vous mnvite a communiquer avec Mme Amanda Tait, agente chargée des
politiques, au numeéro de téléphone ou a I’adresse €lectronique suivants : 613

949-3184, Amanda.tait(ps.gc.ca.

Canada
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Vous étes également invité a communiquer avec Mme Tait pour
obtenir des renseignements supplémentaires et confirmer votre participation.

Je vous remercie de I’intérét que vous portez a cette importante
question de sécurite¢ publique, et ¢’est avec plaisir que j’attends vos
commentaires.

Veillez agréer mes salutations les plus distinguc€es.

e

Lynda Clairmont

Sous-ministre adjoint associée
Secteur de la gestion des mesures
d’urgence et sécurite nationale

A0011892_11-000026
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M. Paul-Andre Comeau

Professeur invite, Ecole nationale d’administration publique
373 Sussex Drive

Ottawa, Ontario, Canada

K1N 6Z2

Monsieur Comeau,

Sécurité publique Canada aimerait obtenir, au cours des semaines a
venir, vos commentaires sur les mesures a prendre pour répondre aux exigences
en matiere d’acces légal des organismes responsables de 1’application de la o1 et
de la sécurité nationale, relativement aux renseignements sur les noms et adresses
des clients que tiennent les fournisseurs des services de tél€écommunications.

Pour votre examen, vous trouverez ci-joint le document de travail
qui servira de base aux discussions. L’acces 1égal a fait I’objet de deux séances
de consultation avec les intervenants en 2002 et 2005. Comme indiqué dans le
document ci-joint, les prochaines consultations porteront exclusivement sur les
approches qui permettraient aux organismes responsables de 1’application de la
lo1 et de la sécunté nationale d’obtenir I’acces nécessaire aux noms et adresses
des clients, tout en assurant la protection des renseignements personnels.

Vos commentaires sur toute question relative au document de
travail seront les bienvenus. Des téléconférences ou des réunions en personne se
tiendront prochainement a Ottawa. Vous pouvez egalement soumettre vos
commentaires par ecrit a I’adresse mentionnéee dans le document ci1-joint. Dans
cette eventualité, veuillez transmettre vos commentaires écrits avant le 25
septembre 2007.

S1 vous desirez participer aux consultations, je vous invite a
communiquer avec Mme Amanda Tatit, agente chargée des politiques, au numéro
de teléphone ou a ’adresse électronique suivants : 613 949-3184,

Amanda.tait{c ps.gc.ca.

Canadi
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Vous €tes €galement invit€¢ a communtquer avec Mme Tait pour
obtenir des renseignements supplémentaires et confirmer votre participation.

Je vous remercie de I’'interét que vous portez a cette importante
question de sécurité publique, et ¢’est avec plaisir que j’attends vos
commentaires.

Veillez agreer mes salutations les plus distinguées.

H ol

Lynda Clairmont

Sous-ministre adjoint associée
Secteur de la gestion des mesures
d’urgence et sécunté nationale

A0011892_13-000028
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Deputy Commuissioner Peter Martin
Royal Canadian Mounted Police

RCMP Headquarters, Nicholson Building
1200 Vanier Parkway, Room G322

KI1A OR2

Dear Deputy Commissioner Peter Martin:

Public Safety Canada will be seeking the input of the National
Child Exploitation Coordination Centre over the next several weeks regarding
possible measures to address law enforcement and national security agencies’
lawtul access requirements as they pertain to customer name and address
information held by telecommunications service providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested 1n the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropnate safeguards for the protection of privacy.

Your input on any or all of the 1ssues identified in the consultation
document 1s welcomed. A series of in-person meetings in Ottawa or
teleconferences are being arranged to begin shortly. Alternatively, you may
wish to submit input in writing to the address included in the attached document.
It you choose to do so, please provide your written comments bySeptember 25,

2007.

Should the NCECC have an interest in participating in the
consultations, [ would ask that you please contact Ms. Amanda Tait, Policy
Officer, at 613 949-3184 or Amanda.tait{@ps.gc.ca, for additional details and to

arrange your participation.

hd_

Canadi
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I thank you for your interest in this important public safety 1ssue
and look forward to receiving your comments.

Sincerely,

f o

Lynda Clairmont
Associate Assistant Deputy Minister

Emergency Management and National
Secunty

Ll

Canada
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Professor Michael Geist

Canada Research Chair in Internet and E-commerce Law
University of Ottawa, Faculty of Law, Common Law Section
57 Louis Pasteur, Box 450, Stn. A

Ottawa, ON KIN 6N35

Dear Professor Geist:

Public Safety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address information held by telecommunications service

providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested 1n the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropriate safeguards for the protection of privacy.

Your 1input on any or all of the 1ssues i1dentified in the consultation
document 1s welcomed. A series of in-person meetings in Ottawa or

teleconferences are being arranged to begin shortly. Alternatively, you may
wish to submit input in writing to the address included 1n the attached document.
It you choose to do so, please provide your written comments by September 25,

2007.

Should you have an interest in participating in the consultations, I
would ask that you please contact Ms. Amanda Tait, Policy Officer, at 613 949-
3184 or Amanda.tait(@ps.gc.ca, tor additional details and to arrange your
participation.

Bl

Canadi
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I thank you for your interest in this important public safety i1ssue
and look forward to receiving your comments.

Sincerely,

D irnd

Lynda Clairmont

Associate Assistant Deputy Minister
Emergency Management and National
Security

A0011892_17-000032
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Deputy Chief Constable Clayton Pecknold and
Assistant Director Pierre-Paul Pichette
Co-Chairs, Law Amendments Commaittee
Canadian Association of Chiefs of Police

582 Somerset St. W

Ottawa, ON

K1R 5K2

Dear Deputy Chief Constable Pecknold and Assistant Director Pichette:

Public Safety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address information held by telecommunications service
providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested in the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropnate safeguards for the protection of privacy.

Y our input on any or all of the 1ssues 1dentified in the consultation
document 1s welcomed. A sertes of in-person meetings in Ottawa or
teleconterences are being arranged to begin shortly. Alternatively, you may
wish to submit input in writing to the address included in the attached document.
If you choose to do so, please provide your written comments by September 25,

2007.

Canada
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Should the Canadian Association of Chiefs ot Police have an
interest 1n participating in the consultations, I would ask that you please contact

Ms. Amanda Tait, Policy Officer, at 613 949-3184 or Amanda.tait(@ps.gc.ca, for
additional details and to arrange your participation.

| thank you for your interest in this important public safety issue
and look forward to receiving your comments.

Sincerely,

J ourr

Lynda Clairmont
Associate Assistant Deputy Minister

Emergency Management and National
Security

Canadi
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Mr. Avner Levin
Faculty of Business
Ryerson University
350 Victona Street
Toronto, Ontario
M5B 2K3

Dear Mr. Levin:

Public Satety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address information held by telecommunications service

providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested 1n the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropriate safeguards for the protection of privacy:.

Your input on any or all of the 1ssues 1dentified in the consultation
document 1s welcomed. A series of in-person meetings in Ottawa or
teleconferences are being arranged to begin shortly. Alternatively, you may
wish to submit input in writing to the address included in the attached document.
If you choose to do so, please provide your written comments by September 25,

2007.

Sd_

Canada
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Should you have an interest in participating in the consultations, I
would ask that you please contact Ms. Amanda Tait, Policy Ofticer, at 613 949-

3184 or Amanda.tait@ps.gc.ca, for additional details and to arrange your
participation.

[ thank you for your interest in this important public safety 1ssue
and look forward to receiving your comments.

Sincerely,

1

Lynda Clairmont
Associate Assistant Deputy Minister

Emergency Management and National
Security

A0011892_21-000036
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Mr. Michael Mostyn
Director of Government Relations, B’nai Brith Canada

Fuller Bldg. 75 Albert Street
Ottawa, Ontario K1P SE7

Dear Mr. Mostyn:

Public Safety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address information held by telecommunications service

providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested in the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropnate sateguards for the protection of privacy.

Your input on any or all of the 1ssues 1dentified in the consultation
document is welcomed. A series of in-person meetings in Ottawa or
teleconferences are being arranged to begin shortly. Alternatively, you may
wish to submit input in wniting to the address included in the attached document.
[t you choose to do so, please provide your written comments by September 25,

2007.

Should B’nai Bnth Canada have an interest in participating in the
consultations, I would ask that you please contact Ms. Amanda Tait, Policy
Officer, at 613 949-3184 or Amanda.tait’a.ps.gc.ca, for additional details and to

arrange your participation.

Ll

Canadi
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[ thank you for your interest in this important public safety issue
and look forward to receiving your comments.

Sincerely,

o

Lynda Clairmont
Associate Assistant Deputy Minister

Emergency Management and National
Security

A0011892_23-000038
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S1gny Amason

Director, Canadian Centre for Child Protection
615 Academy Road

Winnipeg, Manitoba
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Dear Ms. Amason:

Public Safety Canada will be seeking your input over the next
several weeks regarding possible measures to address law enforcement and
national security agencies’ lawful access requirements as they pertain to
customer name and address imntformation held by telecommunications service

providers.

Please find attached for your consideration the consultation
document that will serve as the basis for discussions. Lawful access has been the
subject of two previous rounds of stakeholder consultations in 2002 and 2005.
As suggested 1n the attached document, the upcoming consultation process will
exclusively address possible approaches for law enforcement and national
security agencies to gain necessary access to customer name and address
information, while ensuring appropnate safeguards for the protection of privacy.

Y our input on any or all of the 1ssues 1dentified in the consultation
document 1s welcomed. A series of in-person meetings in Ottawa or
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