Lacroix, Lise: SBTMS-SMTPE

From: Phillips, James: SSC-SPC
Sent: Monday, January 28, 2013 15:20

To: Network Security - Securite De Reseau; IT Security
Subject: FW: [CE2013-1678] Possible| 16[2](c]|infection(s) at IC
FYI ...

From: 15(1) [mailtoi 16{1) @CSE-CST.GC.CA]
Sent: Monday, January 28, 2013 1:27 PM
To: Phillips, James: SSC-SPC; CTEC

Subject: RE: [CE2013-1678] Possible| 16[2](c] infection(s) at IC
Classification: UNCLASSIFIED

Hi James,

The information ultimately came from a victim. However, at this point it has been determined that the

information is likely a false positive.

180 |
GC-CTEC Cyber Duty Officer
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From: james.phillips@ssc-spc.gc.ca [mailto: james. phillips@ssc-spc.gc.cal
Sent: January 28, 2013 12:15 PM

To: 15(1)

Cc: NSGSecurity-SecuriteGSR@ic.gc.ca

Subject: RE: [CE2013-1678] Possible| 16[2](c] linfection(s) at IC

Hi[15(1)]

What signature or detection technique are you using to classify the flow as " 16{2)(c)

James Phillips

Technical Specialist, Network Security | Spécialiste technique, sécurité du réseau

Shared Services Canada - Industry Canada | Services partagés Canada - Industrie Canada
Industry Canada | Industrie Canada

235 Queen Street, Ottawa ON K1A OHS | 235, rue Queen, Ottawa ON K1A OH5
James.Phillips@ic.gc.ca

Telephone | Téléphone 613-941-7874

Facsimile | Télécopieur 613-941-4615

Teletypewriter | Téléimprimeur 1-866-694-8389

Government of Canada | Gouvernement du Canada

From: Edwards, Robert: SSC-SPC

Sent: Thursday, January 24, 2013 3:55 PM

To: Fournier, Denis: CIO-BI; NSG Security - Securité GSR

Cc: IT Security

Subject: RE: [CE2013-1678] Possible infection(s) at IC
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Denis, we will need to go back to CTEC for more details, specifically external targets which were
impacted by a DDOS.

Cheers,

Rob

From: Fournier, Denis: CIO-BI

Sent: Thursday, January 24, 2013 3:32 PM

To: NSG Security - Securité GSR

Cc: IT Security

Subject: FW: [CE2013-1678] Possible 16(2)(c] infection(s) at IC
Importance: High

Hi,

An issue on the network was raised from CTEC. Can you please do the recommended checks and come back to
us if there are concerns

Thank you

From: 15(1)  [mailto{ 15{(1) |@CSE-CST.GC.CA]
Sent: Thursday, January 24, 2013 3:21 PM

To: IT Security; CTEC

Subject: [CE2013-1678] Possible| 16[2)(c] infection(s) at IC
Importance: High

Classification: UNCLASSIFIED

Hello,

GC-CTEC has received information from a trusted partner indicating that one or more hosts behind the

\ 16{2)(c) Imay be infected with the| 16(2)(c) | There are indications that host
16{2)(c)
GC-CTEC recommends that] 16[2)ic)
| 16(2)(c)
For more information on 16(2)(c) \
16(2)(c)

To report incidents affecting GC infrastructures, please contact GC-CTEC at ctec@cse-cst.gc.ca. Any
government department suspecting they have incidents related to this activity are requested to provide a written
report to GC CTEC.

http://publiservice.tbs-sct.gc.cal/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimt-eng. rif

Thanks,
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REU
GC-CTEC Cyber Duty Officer
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Lacroix, Lise: SBTMS-SMTPE

From: Cullen, Jennifer: CIO-BI

Sent: Wednesday, February 6, 2013 10:53

To: Gorman, Joseph: CIO-Bl (NCR-RCN); Fournier, Denis: CIO-BI
Subject: FwW: CE2013-1703

Fyi. I have given this Cyber Event IT Security Incident number ITSINC-2013-027.
Thanks,
Jen

————— Original Message-----

From: Fournier, Denis: CIO-BI

Sent: Wednesday, February 6, 2013 9:34 AM
To: Cullen, Jennifer: CIO-BI

Subject: FW: CE2013-1703

————— Original Message-----

From: CTEC [mailto:CTECECSE-CST.GC.CA]

Sent: Tuesday, February 5, 2013 4:49 PM

To: Fournier, Denis: CIO-BI

Cc: CTEC

Subject: CE2013-1703

Classification: PROTECTED B

Hello Denis,

Please find attached tipper for your action as soon as possible.

Regards,

15(1)

1501)

GC-CTEC - Incident Handler

1501 |
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RE: Infected computer sending Spam Page 1 of 2

Lacroix, Lise: SBTMS-SMTPE
From: Farah, Elias: SSC-SPC
Sent:  Wednesday, January 23, 2013 10:38

To: Fournier, Denis: CIO-BI

Subject: FW: Infected computer sending Spam
Hi Denis,

The message below was meant for you.

Elias

From: Begin, Denis: SSC-SPC (NCR-RCN)

Sent: Wednesday, January 23, 2013 10:36 AM
To: Farah, Elias: SSC-SPC; Fournier, Denis: CIO-BI

Subject: Re: Infected computer sending Spam

Sorry, which Denis.... Me or Fournier?

For me, | provided Denis Fournier with\ 18(2)(c)
16{2)(c)

From: Farah, Elias: SSC-SPC
Sent: Wednesday, January 23, 2013 10:28 AM
To: Fournier, Denis: CIO-BI; Edwards, Robert: SSC-SPC; NSG Security - Securité GSR; MDP Team

Cc: IT Security
Subject: RE: Infected computer sending Spam

Hi Denis,

Can you please provide us with all the information you have regarding this incident? Including the ctec
alert and timeline of events.

Thanks,

Elias

From: Fournier, Denis: CIO-BI

Sent: Wednesday, January 23, 2013 8:33 AM

To: Edwards, Robert: SSC-SPC; NSG Security - Securité GSR; MDP Team
Cc:  IT Security; NSG Operations - Exploitation GSR

Subject: RE: Infected computer sending Spam

Rob, here are the 4 examples of emails that were sent with the account.
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RE: Infected computer sending Spam Page 2 of 2

<< Message'| 16(2)ic) >> << Message| 16(2)ic)
>> << Message:\ 16(2)(<) >> << Message:\ 16[2](c) \>>

From: Edwards, Robert: SSC-SPC

Sent: Wednesday, January 23, 2013 8:29 AM

To:  Fournier, Denis: CIO-BI; NSG Security - Securité GSR; MDP Team
Cc:  IT Security; NSG Operations - Exploitation GSR

Subject: RE: Infected computer sending Spam

Can you provide an original message which went outbound? As well, within the mail logs, if enable, the
ability to see originating IP address. You need to look deep.

Cheers,

Rob

From: Fournier, Denis: CIO-BI

Sent: Wednesday, January 23, 2013 8:27 AM

To: NSG Security - Securité GSR; MDP Team

Cc:  IT Security; NSG Operations - Exploitation GSR

Subject: Infected computer sending Spam
Hi Guy's,
We have an internal computer that sent Spam on\ 16{2)(c)

We have the logs that show this was sent and we have the account sent items that show all the emails.

21{1)a).21(1)(b)

Thanks

Denis Fournier, CISSP CCNA

IT Security Officer | Agent de Securité des T

Chief Informatics Office | Bureau de ['informatique

Small Business and Marketplace Services | Services axés sur le marché et les petites entreprises
Industry Canada | Industrie Canada

235 Queen Street, Ottawa ON K1A 0C8 | 235, rue Queen, Ottawa ON K1A 0C8
Denis.Fournier@ic.gc.ca

Telephone | Téléphone 613-946-4343

Facsimile | Télécopieur 613-946-3367

Blackberry 613-868-4784

Teletypewriter | Téléimprimeur 1-866-694-8389

Government of Canada | Gouvernement du Canada

16(2)(c)
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Lacroix, Lise: SBTMS-SMTPE

From: Cullen, Jennifer: CIO-Bl

Sent:  Wednesday, February 13, 2013 11:44
To: 15(1) |

Cc: CTEC,; Fournier, Denis: CIO-BI

Subject: RE: CE2013-1602 - |C ITSINC-2013-003

Thank you for the update 15[1] |

Jennifer

From:| 15(1) [mailto 15(1) @CSE-CST.GC.CA]
Sent: Wednesday, February 13, 2013 11:39 AM

To: Cullen, Jennifer: CIO-BI

Cc: CTEC; Fournier, Denis: CIO-BI

Subject: RE: CE2013-1602 - IC ITSINC-2013-003

Classification: PROTECTED B

Hi Jennifer, analysis on 1602 is still ongoing. As soon as the forensics are complete a Technical
Analysis Report (TAR) will be approved for release and | will be in fouch re handover. | am sorry
but | cannot promise an ETA for the TAR but assure you that as soon as it's released it will be
issued.

15(1)

Cyber Threat Evaluation Centre
Communications Security Establishment Canada
Centre d'évaluation des cybermenaces

Centre de la sécurité des télécommunications Canada

| 18(1)  |FAX: 613.949.5377

] 15(1) [call 15(1) 'before sending a secure fax]
=] 15(1) |

Contactez/reach CTEC? ctec@cse-cst.gc.ca
CSEC : Among National Capital Region’s Top Employers 2013 / CSTC : I'un des meilleurs
employeurs de la région de la capitale nationale (RCN) pour 2013

From: Jennifer.Cullen@ic.gc.ca [mailto:Jennifer.Cullen@ic.gc.ca]
Sent: February 13, 2013 10:14 AM

To: 15(1) \

Cc: CTEC; Denis.Fournier@ic.gc.ca

Subject: RE: CE2013-1602 - IC ITSINC-2013-003
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Hi| 15(1)

We are trying to update our files and, as such, would it be possible to get an update on CE2013-16027 In regards

to response activities from a CSEC perspective, 16[2)(c) |
| 16(2)(c) |

Thank you,

Jennifer

From:| 15(1) [mailto] 15(1) @CSE-CST.GC.CA]

Sent: Wednesday, January 16, 2013 3:19 PM
To: Fournier, Denis: CIO-BI

Cc: Cullen, Jennifer: CIO-BI

Subject: CE2013-1602

Classification: PROTECTED B

Denis,

Aftached is a fransmittal receipt for your records. | will deal with you on this file, as per Jennifer's
instructions.

| 15(1) |

Cyber Threat Evaluation Centre
Communications Security Establishment Canada
Centre d'évaluation des cybermenaces

Centre de la sécurité des télécommunications Canada

| 15(1) |FAX: 613.949.5377

| 15(1) [call 15(1)  before sending a secure fax]
[=]] 15(1) |

Contactez/reach CTEC? ctec@cse-cst.gc.ca
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Tuesday, April 17, 2012 16:13

To: CTEC

Subject: [CE2012-514]: Canada Post "Phishing" Email Leads to System Compromises

Classification: UNCLASSIFIED

A recent Pastebin posting describes a Canada Post "Phishing™ email for a
\ 16(2)(c) | Those receiving this fake notice are
prompted to visgit a link in order to reschedule; but the link actually
leads to an executable pif file that tries to install malware onto the
visiting

system. | 16(2)(c) \
) The Pastebin posting can be found here: http://pastebin.com/pnBjzPMN

At least one system within your organization was observed visiting this
link between | 16(2)(c) | 2012 and therefore your threat
exposure i1g rated by GC-CTEC as very high . GCCTEC highly recommends

16(2)(c).21(1)(a)

Incidents affecting GC infrasturectures should be reported to GC-CTEC at
ctecllecse-cst.gc.ca. Any government department suspecting cyber
incidents should provide a written report to GC-CTEC (see below).

http://www. ths-sct.gc.ca/sin-gsi/publications/docs/2009/itimp-pginti/iti
mp-pgimti-app-ann-D-eng.rtf

This email is for the purpose of protecting Government of Canada
computer networks. It may be disseminated within your department for the
protection of your networks. No further dissemination is permitted
without approval from GC-CTEC.
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Wednesday, May 16, 2012 15:59

To: IT Security

Cc: CTEC

Subject: [CE2012-615]: University of New Brunswick Compromised - Information Posted to Public
Forum

Classification: UNCLASSIFIED
Hello,

Farlier this week, it was revealed that a hacking group had broken into
a computer system at the University of New Brunswick. This group then
posted some of the stolen data onto a public website known as
Pastebin.com. Details of this story can be found at the CBC link here:

http://www.cbc.ca/news/canada/new-brunswick/story/2012/05/15/nb-unb-hack
ed.html

Your agency 1is being contacted because someone working there has had
their contact information as an employer and/or their user names and
passwords posted on Pastebin and may be at risk.

Anyone who's login credentials were exposed should take the following
precautions:

16(2)(c).21(1)(a)

Those whose contact information was exposed may be targeted by cyber
criminals pretending to be from UNB or related agencies.

Contact Information Exposed:

<none>

Login Credentials Exposed:

19(1)

Should vyou reguire further information please contact us.

15(1) |

GC-CTEC Cvber Duty Officer
Cyber Threat Evaluation Centre
Tel# | 15[1) |

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC)
provides a focal point for the GC's cyber threat and vulnerability
warning, analysis and response. GC-CTEC helps ensure that critical GC
infrastructures are secure through: monitcring threats; providing
leading-edge guidance and strategic advice; and coordinating a federal

1
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response to cyber security incidents of national interest. The GC-CTEC
team, within the Communications Security Establishment Canada (CSEC),
aims to strengthen the security of federal information and informaticn
systems. To report incidents affecting GC infrastructures, please
contact GC-CTEC at cteclcse-cst.gc.ca Need to report an incident? Find
the Incident Report Form here:
http://www.ths-sct.ge.ca/sim-gsi/publications/docs/2009/itimp-pginti/iti
mp-pgimti-app-ann-D-eng.rtf
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Friday, June 1, 2012 15:27

To: IT Security

Cc: CTEC

Subject: [CE2012-698]: Login Credentials Exposed on Public Website

Classification: UNCLASSIFIED
Hello,

Farlier this week, it was revealed that a hacking group had broken into
a "Canada Email"™ website and posted some of the stolen data onto a
public website known as Pastebin.com.

Your agency is being contacted because someone working there has had
their user name and password from this website posted on Pastebin and
may be at risk.

Anyone who's login credentials were exposed should take the following
precautions:

16(2)(c).21(1)(a)

Login Credentials Exposed:

19(1)

Should you require further information please contact ug.

15(1)

GC-CTEC - Cyber Duty Officer
| 15(1] |

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC)
provides a focal point for the GC's cyber threat and vulnerability
warning, analysis and response. GC-CTEC helps ensure that critical GC
infrastructures are secure through: monitoring threats; providing
leading-edge guidance and strategic advice; and coordinating a federal
response to cyber security incidents of national interest. The GC-CTEC
feam, within the Communications Security Establishment Canada (CSEC),
aims to strengthen the security of federal information and information
systems. To report incidents affecting GC infrastructures, please
contact GC-CTEC at cteclcse-cst.gc.ca Need to report an incident? Find
the Incident Report Form here:
http://www.ths-sct.gc.ca/sim-gsi/publications/docs/2009/itimp-pginti/iti
nmp-pginti-app-ann-D-eng.rtf
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Tuesday, November 20, 2012 8:15

To: IT Security

Cc: CTEC

Subject: [CE2012-1429]: Login Credentials Exposed in Online Posting

Classification: UNCLASSIFIED
Hello,

A hacking group has broken into an unknown website and posted
information stolen from it to Pastebin.com.

Your agency 1s being contacted because someone working there has had
their user name and password posted online and may be at risk. The

following information was exposed:

Frail : password

1901)

GC-CTEC recommends the following precautions be taken:

16(2)(c).21(1)(a)

Should you require further information please contact ug.

Thank vou,

{mm——mmmmmm - >

15(1) |

GC-CTEC Cyber Duty Officer
Cyber Threat Evaluation Centre
CTECECSE-CST.GC.CA

15(1]

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC)
provides a focal point for the GC's cyber threat and vulnerability
warning, analysis and response. GC-CTEC helps ensure that critical GC
infrastructures are secure through: monitoring threats; providing
leading-edge guidance and strategic advice; and coordinating a federal
response to cyber security incidents of national interest. The GC-CTEC
team, within the Communications Security Establishment Canada (CSEC),
aims to strengthen the security of federal information and information
systems. To report incidents affecting GC infrastructures, please
complete this form:
http://publiservice.thbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pginti/itimp-
pgimt-eng.rtf and contact GC-CTEC at cteclcse-cst.gc.ca or
(613)991-2300.
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Wednesday, November 7, 2012 16:49

To: CTEC

Subject: CECM-GC - Cybercapsule GCCF12-009: Utilisation possible de I'outil HOIC dans le cadre de

la campagne de déni de service distribué contre le GC

Classification: UNCLASSIFIED

CECM-GC - Cybercapsule GCCF12-009
Date : 2 novembre 2012

Cette cybercapsule est destinée aux professionnels des TI et aux gestionnaires du
gouvernement fédéral.

TITRE

Utilisation possible de 1’cutil HOIC dans le cadre de la campagne de déni de service
distribué contre le GC

DETAILS

Cette cybercapsule est liée a la note d’information IN12-002 intitulée « Anonymous —
Attaque par déni de service distribué visant le GC » et aux mises a jour connexes.

High Orkit Ton Cannon (HOIC) est un outil multifil de déni de service distribué basé sur
Windows qui transmet des demandes HTTP. En regle générale, c¢’est Anonymous qui utilise
cet outil pour mener une attague. Pour qu’il fonctionnement de maniere efficace, HOIC
repose sur un script d’appoint (booster script) configurable qui est souvent affiché
publiguement. Les utilisateurs peuvent exploiter le script dfappoint de fagon a ce qu’il
précise une liste de rotation d’adresses URL pour les requétes HTITP GET ou POST (données
précisées par l’utilisateur). Leg utilisateurs peuvent également définir 17agent-
utilisateur de maniere aléatolire (en fonction d’une liste définie par l'utilisateur) et
créer des en-tétes personnalisés (composés de chaines définies par 1’utilisateur,
annexées dans 1’ordre de leur choix). L’utilisateur peut aussi régler le taux de requéte
(réglé par défaut a 2 filsg).

ATTENUATION

Atténuation réseau

16{2)(c).21(1){a).21(1){b)

(A-2012-00734) - Page: 18



16{2)(c).21(1)(a).21(1){b)

Afin de réduire au minimum les répercussions de cet outil d’attagque sur les sites Web,
le CECM-GC recommande aux administrateurs Webk du GC de mettre en cuvre les mesures
d’atténuation suivantes, dans la mesure du possible

16(2)(c).21(1){(a).21(1)(b)

Bien que les noms et le contenu des en-tétes de requéte solent valides, 1/ordre dans
lequel les en-tétes sont définis dans la requéte ne correspond pas a celul dans lequel
leg navigateurs Web normaux les enverraient. Voici la caractéristique la plus facile a
remarquer : dans HOIC, 1l’en-téte de 1'hoéte apparalt toujours a la fin de la requéte,
mais ce n’est pas le cas pour les navigateurs Web légitimes.

16(2)ic)
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16{2)(c).21(1)(a).21(1){b)

Le trafic HOIC présente aussi la caractéristique suivante : le contenu des entétes de

requéte a souvent deux espaces en début de ligne. 16[2)(c).21[11(a).21(11[b]

16(2)(c).21(1)(a).21(1)(b)

Mesure dfatténuation tactique

En plus du trafic récurrent mentionné ci—dessus,‘ 16[2)(c).21(1](a).21[1](b]

16(2)(c).21(1){(a).21(1){b)

Avertissement

Le CECM-GC offre 1’information et les conseils dfatténuation ci-dessus en fonction des
menaces envers les réseaux du gouvernement du Canada et ne recommande pas gue cette
information soit utilisée a d’autres fins.

L/information contenue dans le présent message est fournie exclusivement aux fins de
reconfiguration défensive des biens appartenant au destinataire.

Le destinataire ne dolit en aucun cas participer a des activités de collecte
d’information a l’extérieur de son propre périmétre réseau au moyen des renseignements
contenus dans le présent document. Ces activités comprennent la vérification, le
téléchargement, la navigation et le balayage des sites mentionnés dans le présent
rapport.

SIGNALEMENT DES INCIDENTS

Les ministeres gui croient avolr été victimes d’un incident 1ié a 1l7activité décrite
dans le présent document doivent soumettre un rapport écrit au CECM-GC. Pour signaler un
incident, veuillez remplir le rapport dfincident (disponible a 1'adresse
http://publiservice.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pginti/itimp-pgint-fra.rtf)
et l’envoyer a cteclcse-cst.gc.ca.

AVIS : Le présent message et ses pieces jointes sont réservés a la personne ou a
l'entité a qui ils ont été adressés. Il est strictement interdit a toute persocnne autre
que le destinataire prévu de diffuser, de distribuer ou de copier leur contenu, ou de
prendre des mesures sur la fol de ce contenu. Si vous avez regu ce message par erreur,

veuillez en aviser 1’expéditeur a l’adresse indiquée ci-dessus et supprimer ce courriel.

Le présent message et ses pieces jointes contiennent des renseignements pouvant provenir
de sources externes et dont le CECM-GC ne peut pas vérifier exactitude ni 17intégrité.
Le CECM-GC ne sera pas responsable des conséguences négatives résultant de 17utilisation
de ces renseignements.

Les liens vers les sites Web sur lesquels le gouvernement du Canada n’exerce aucun

3
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contrdle scont fournis aux utilisateurs pour des ralscns de commodité seulement. Le GC
n‘est pas responsable de 1’exactitude, de 1l’actualité ni de la fiabilité du contenu. Il
n‘cffre aucune garantie a cet égard et n’est pas responsable des renselignements associés
a ces liens, pas plus gqu’il ne cautionne ces sites ou leur contenu.

NOTE AUX LECTEURS

Le Centre d’évaluation des cybermenaces du gouvernement du Canada (CECM-GC) est le
centre de coordination de 17analyse, des alertes et de 1/intervention liées aux
cybervulnérabilités et aux cybermenaces. Le CECM-GC aide a assurer la sécurité des
infrastructures essentielles du GC en surveilllant les menaces, en fournissant une
orientation d’avant-garde et des conseils stratégiques, et en coordonnant 1/intervention
fédérale relativement aux incidents de cybersécurité d’intérét national. L/égquipe du
CECM-GC, qui évolue au sein du Centre de la sécurité des télécommunications Canada
(CSTC), cherche a renforcer la sécurité de 1/information et des systemes d’/information
du gouvernement fédéral.

Pour signaler les incidents touchant les infrastructures du GC, veuillez communiguer
avec le CECM-GC par courriel a cteclcse-cst.gc.ca ou par téléphone au 613-991-2300.

(A-2012-00734) - Page: 21



CECM-GC - Cybercapsule GCCF12-010: Mesures d'atténuation pour la campagne visant ... Page 1 of 2

Lacroix, Lise: SBTMS-SMTPE

From: CTEC[CTEC@CSE-CST.GC.CA]
Sent: Wednesday, November 7, 2012 16:51
To: CTEC

Subject: CECM-GC - Cybercapsule GCCF12-010: Mesures d'atténuation pour la campagne visant les
formulaires de sites Web du GC

Classification: UNCLASSIFIED

English version previously sent.

CECM-GC - Cybercapsule GCCF12-010

Date : 2 novembre 2012

Cette cybercapsule est destinée aux professionnels des TI et aux gestionnaires

du gouvernement fédéral.

Mesures d'atténuation pour la campagne visant les formulaires de sites Web du
GC

DETAILS

Cette cypercapsule porte sur une campagne ciblant les formulaires de sites Web
du GC. Des serveurs Web du GC ont regu un grand nombre de formulaires
contenant des entrées invalides. Bon nombre de ces formulaires sont soumis a
1'aide de méthodes automatisées.

ATTENURTION

Afin de réduire au minimum les répercussions de ces attagques, le CECMGC
recommande aux administrateurs Web du GC de mettre en cuvre les mesures
d’atténuation suivantes, dans la mesure du possible

16{2)(c).21(1){(a).21(1){b)
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CECM-GC - Cybercapsule GCCF12-010: Mesures d'atténuation pour la campagne visant ... Page 2 of 2

Avertissement

Le CECM-GC offre 1'information et les conseils dfatténuation ci-dessus en fonction
des menaces envers les réseaux du gouvernement du Canada et ne recommande pas gue
cette information soit utilisée a d’autres fins.

L’information contenue dans le présent message est fournie exclusivement aux fins de
reconfiguration défensive des biens appartenant au destinataire.

Le destinataire ne doit en aucun cas participer a des activités de collecte
d’information a l’extérieur de son propre périmetre réseau au moyen des
renseignements contenus dans le présent document. Ces activités comprennent la
vérification, le téléchargement, la navigation et le balayage des sites mentionnés
dans le présent rapport.

SIGNALEMENT DES INCIDENTS

Les ministéeres qui croilent avoir été victimes d'un incident 1ié€ a l'activité décrite
dans le présent document doivent soumettre un rapport écrit au CECM-GC. Pour
signaler un incident, veuillez remplir le rapport d’incident (disponible a 1fadresse
http://publiservice.ths—sct.gec.ca/sim-gsi/sc—cs/docs/itimp-pginti/itimp-pgimkt—
fra.rtf) et 1l’envoyer a cteclcse-cst.gc.ca.

AVIS : Le présent message et ses piléces jointes sont réservés a la personne ou a
17entité a qui i1ils ont été adressés. T1 est strictement interdit a toute personne
autre que le destinataire prévu de diffuser, de distribuer ou de copier leur
contenu, ou de prendre des mesures sur la fol de ce contenu. Si vous avez regu ce
message par erreur, veuillez en aviser l'/expéditeur a 1’adresse indiguée ci-dessus
et supprimer ce courriel.

Le présent message et ses pleces jointes contiennent des renseignements pouvant
provenir de sources externes et dont le CECM-GC ne peut pas vérifier 1’exactitude ni
17intégrité. Le CECM-GC ne sera pas responsable des conséguences négatives résultant
de l1’'utilisation de ces renseignements.

Les liens vers les sites Web sur lesguels le gouvernement du Canada n’exerce aucun
contréle sont fournis aux utilisateurs pour des raisons de commodité seulement. Le
GC n’est pas responsable de 1l’exactitude, de 1l’actualité ni de la fiakilité du
contenu. Il n‘offre aucune garantie a cet égard et n’est pas responsable des
renseignements associés a ces liens, pas plus qu’il ne cautionne ces sites ou leur
contenu.

NOTE AUX LECTEURS

Le Centre d’évaluation des cybermenaces du gouvernement du Canada (CECM-GC) est le
centre de coordination de 1’analyse, des alertes et de 1’intervention liées aux
cybervulnérabilités et aux cybermenaces. Le CECM-GC aide a assurer la sécurité des
infrastructures essentielles du GC en surveillant les menaces, en fournissant une
orientation dfavant-garde et des conseils stratégiques, et en coordonnant
1’intervention fédérale relativement aux incidents de cybersécurité d’intérét
natiocnal. L’équipe du CECM-GC, qui évoclue au sein du Centre de la sécurité des
télécommunications Canada (CSTC), cherche a renforcer la sécurité de 1'information
et des gystémes d’information du gouvernement fédéral.

Pour signaler les incidents touchant les infrastructures du GC, veulillez communiguer
avec le CECM-GC par courriel a cteclcse-cst.gc.ca ou par téléphone au 613-991-2300.
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Tuesday, October 30, 2012 16:00

To: CTEC

Subject: CORRECTION: Cyber Flash / Cybercapsule GCCF12-008: DDoS campaign against the GC
Importance: High

Classification: UNCLASSIFIED

This Cyber Flash was errconecusly issued with the incorrect reference
number of GCFC12-007. The correct reference number is GCCF12-008.

We apologise for any confusion this may have caused.

B i i I e e i i i i e I I I I i i b

La version francaise sulvra.

GC-CTEC - Cybker Flash GCCF12-008
Date: 30 Octcber 2012

This Cyber Flash is intended for IT professionals and managers within
federal government.

DDoS campaign against the GC

DETATILS

This Cyber Flash is related to 'Information Note IN12-002: Anonymous
DDoS activity against GC' and all updates.

On 22 October, GC-CTEC was notified that some GC departments were
experiencing degraded states or periods of being offline. Further
investigation resulted in the discovery of DDoS related techniques that
looks to be beyond what has been characteristically attributed to
Anonymous or HOIC capabilities. 21(1)(b)

21(1)(b)

This campaign has had several characteristics that set it apart from a
typical DDoS event which typically use SYN or HTTP Get flooding:

16(2)(c).21(1)(b)
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16(2)(c).21(1)(b)

MITIGATION

16(2)(c).21(1)(a).21{1)(b)

Critical Note:

GC-CTEC provides this information and mitigation advice based on threats
to Government of Canada Networks and dces not recommend using this
information for any other purpose.

The information contained in this message is provided strictly for the
purpose of defensive reconfiguration of assets owned by the recipient.
The recipient shall not engage in any form of information collection
activities outside its own network perimeter using the information
within this product. Such actions include probing, downloading, browsing
or crawling sites contained within this report.

REPORTING

Any government department suspecting they have incidents related to this
activity are requested to provide a written report tc GC CTEC. To
report incidents please complete the Incident Report found here:
http://publiservice.thbs-sct.gc.ca/sin-gsi/sc-cs/docs/itimp-pginti/itimp-
pgimt-eng.rtf
<http://publiservice.tbs-sct.gc.ca/sin-gsi/sc-cs/docs/itimp-pginti/itinp
-pgimt-eng.rtf> and submit it to cteclcse-cst.gc.ca

NOTICE: This message and accompanying attachments contain information
that is intended only for the use of the individual or entity to whom it
is addressed. Any dissemination, distribution, copying or action taken
in reliance on the contents of this communication by anyone other than
the intended recipient is strictly prohibited. If you have received
this communication in error, please notify the sender immediately at the
above address and delete the e-mail.
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This message and accompanying attachments contains information which may
have been collected from external sources for which GC CTEC cannot
verify the accuracy and integrity. GC CTEC does not accept liability
for negative consequences resulting from the use of the information
herein provided.

Links to websites not under the control of the Government of Canada are
provided solely for the convenience of users. The government is not
responsible for the accuracy, currency or the reliability of the
content. The government does not offer any guarantee in that regard and
is not responsible for the information found through these links, nor
does it endorse the sites and their content.

NOTE TO READERS

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC)
provides a focal point for the GC's cyber threat and vulnerability
warning, analysis and response. GC-CTEC helps ensure that critical GC
infrastructures are secure through: monitcring threats; providing
leading-edge guidance and strategic advice; and coordinating a federal
response to cyber security incidents of national interest. The GC-CTEC
team, within the Communications Security Establishment Canada (CSEC),
aims to strengthen the security of federal information and information
systems.

To report incidents affecting GC infrastructures, please contact GC-CTEC
at cteclcse-cst.gc.ca or (613)991-23200.
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Friday, November 2, 2012 16:15

To: CTEC

Subject: Cyber Flash / Cybercapsule GCCF12-009: Possible use of HOIC for DDoS campaign against
the GC

Importance: High

Classification: UNCLASSIFIED

La version francaise suivra.

GC-CTEC - Cyber Flash GCCF12-009
Date: 02 November 2012

This Cyber Flash is intended for IT professionals and managers within
federal government.

Possible use of HOIC for DDoS campaign against the GC

DETAILS

This Cyber Flash is related to 'Information Note IN12-002: Anonymous
DDoS activity against GC' and all updates.

The High Orbit Ion Cannon (HOIC) is a Windows-based DDoS tool
characteristically attributed to Anonymous. HOIC i1s a multi-threaded
DDoS tool that transmits HTTP requests. In order for it to work
effectively, HOIC relies on a configurable "booster™ script that is

commonly posted publicly. Users may leverage the booster script to
specify a list of rotating URLs for HTTP requests, using either the GET
or POST (user-specified data) request methods. Users may also randomize

the user—-agent (based on a user-defined list) and create custom headers
(conmposed of user-defined strings, appended in the order of their
choice). The request rate can also be set (default is 2 threads).

MITIGATION

Network-based mitigation

16(2)(c).21(1)(a).21(1)(b)
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16(2)(c).21(1)ia).21(1)(b)

In order to help minimize the effect of this attack tocol on websites, GC
webgsite administrators are advised to take the following mitigative
actions where practical:

16{2)(c).21(1)(a).21(1)(b)
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16{2)(c).21(1){a).21(1)({b)

Tactical mitigation

In addition to the traffic patterns that may be cbserved above,

16(2)(c).21(1)(a).21(1}(b)

Critical Note:

GC-CTEC provides this information and mitigation advice based on threats
to Government of Canada Networks and does not recommend using this
information for any other purpose.

The information contained in this message is provided strictly for the
purpose of defensive reconfiguration of assets owned by the recipient.
The recipient shall not engage in any form of information collection
activities outside its own network perimeter using the information
within this product. Such actions include probing, downloading, browsing
or crawling sites contained within this report.

REPORTING

Any government department suspecting they have incidents related to this
activity are reqgquested to provide a written report to GC CTEC. To
report incidents please complete the Incident Report found here:
http://publiservice.tbhs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-
pgimt-eng.rtf
<http://publiservice.tbhs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp
-pgimt-eng.rtf> and subwmit it to cteclecse-cst.ge.ca

NOTICE: This message and accompanying attachments contain information
that is intended only for the use of the individual or entity to whom it
is addressed. Any dissemination, distribution, copyving or action taken
in reliance on the contents of this communication by anyone other than
the intended recipient is strictly prohibited. If vou have received

3
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this communication in error, please notify the sender immediately at the
above address and delete the e-mail.

This message and accompanying attachments contains information which may
have been collected from external sources for which GC CTEC cannot
verify the accuracy and integrity. GC CTEC does not accept liability
for negative consequences resulting from the use of the information
herein provided.

Links to websites not under the control of the Government of Canada are
provided solely for the convenience of users. The government is not
respensible for the accuracy, currency or the reliability of the
content. The government does not offer any guarantee in that regard and
ig not responsible for the information found through these links, nor
does it endorse the sites and their content.

NOTE TO READERS

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC)
provides a focal point for the GC's cyber threat and vulnerability
warning, analysis and response. GC-CTEC helps ensure that critical GC
infrastructures are secure through: monitoring threats; providing
leading-edge guidance and strategic advice; and coordinating a federal
response to cyber security incidents of national interest. The GC-CTEC
team, within the Communications Security Establishment Canada (CSEC),
aims to strengthen the security of federal information and information
systems.

To report incidents affecting GC infrastructures, please contact GC-CTEC
at cteclcse-cst.gc.ca or (613)991-2300.
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Cyber Flash / Cybercapsule GCCF12-007: DDoS campaign against the GC Page 1 of 3

Lacroix, Lise: SBTMS-SMTPE

From: Cullen, Jennifer: CIO-BI
Sent: Tuesday, October 30, 2012 15:35
To: Hagarty, Richard: CIO-BI

Subject: FW: Cyber Flash / Cybercapsule GCCF12-007: DDoS campaign against the GC
Importance: High

Hi Richard,

FYI. There is nothing new here from an Anonymous activity point of view. This CF provides mitigation
recommendations to departments. Tom will action it\ 19(1)

Thanks,

Jen

From: CTEC [ mailto: CTEC@CSE-CST.GC.CA]

Sent: Tuesday, October 30, 2012 3:20 PM

To: CTEC

Subject: Cyber Flash / Cybercapsule GCCF12-007: DDoS campaign against the GC

Importance: High
Classification: UNCLASSIFIED

La version francaise suivra.

GC-CTEC - Cyber Flash GCCF12-007
Date: 30 October 2012

This Cyber Flash is intended for IT professicnals and managers within federal

government.

DDhoS campaign against the GC

DETAILS

This Cyber Flash is related to 'Information Note IN12-002: Anonymous DDoS
activity against GC' and all updates.

On 22 Octchber, GC-CTEC was notified that some GC departments were experiencing
degraded states or periods of being offline. Further investigation resulted in
the discovery of DDoS related technigues that looks to be bevond what has been
characteristically attributed to Anonymous or HOIC capabilities.\ 21(1)(b)

21(1)(b)
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Cyber Flash / Cybercapsule GCCF12-007: DDoS campaign against the GC Page 2 of 3

This campaign has had several characteristics that set it apart from a typical DDoS
event which typically use SYN or HTTP Get flooding:

16(2)(c).21(1){a).21(1)(b)

MITIGATION

16{2)(c).21(1)(a).21(1}{b)

Critical Note:

GC-CTEC provides this information and mitigation advice based on threats to
Government of Canada Networks and does not recommend using this information for any
other purpose.

The information contained in this message is provided strictly for the purpose of
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Cyber Flash / Cybercapsule GCCF12-007: DDoS campaign against the GC Page 3 of 3

defensive reconfiguration of assets owned by the recipient.

The recipient shall not engage in any form of information collection activities
outside its own network perimeter using the information within this product. Such
actions include proking, downloading, browsing or crawling sites contained within
this report.

REPORTING

Any government department suspecting they have incidents related to this activity
are requested to provide a written report to GC CTEC. To report incidents please
complete the Incident Report found here: http://publiservice.tbs—-sct.gc.ca/sim-—
gsi/sc-—cs/docs/itimp-pgimti/itimp-pgimt-eng.rtf <http://publiservice.ths-
sct.gc.ca/sim—gsi/sc-cs/docs/itimp-pgimti/itimp-pgimt-eng.rtf> and submit 1t to
cteclcse-cst.gc.ca

NOTICE: This message and accompanying attachments contain information that is
intended only for the use of the individual or entity to whom it is addressed. Any
dissemination, distribution, copying or action taken in reliance on the contents of
this communication by anyone other than the intended recipient is strictly
prohibited. If vyou have received this communication in error, please notify the
gsender immediately at the above address and delete the e-mail.

This message and accompanying attachments contains information which may have been
collected from external sources for which GC CTEC cannot verify the accuracy and
integrity. GC CTEC does not accept liability for negative conseguences resulting
from the use of the information herein provided.

Links to websites not under the control of the Government of Canada are provided
solely for the convenience of users. The government is not responsible for the
accuracy, currency or the reliability of the content. The government does not offer
any guarantee in that regard and is not responsible for the information found
through these links, nor does it endorse the sites and their content.

NOTE TO READERS

The Government of Canada Cyber Threat Evaluation Centre (GC-CTEC) provides a focal
point for the GC's cyber threat and vulnerability warning, analysis and response.
GC-CTEC helps ensure that critical GC infrastructures are secure through: monitoring
threats; providing leading-edge guidance and strategic advice; and coordinating a
federal response to cyber security incidents of national interest. The GC-CTEC team,
within the Communications Security Establishment Canada (CSEC), aims to strengthen
the security of federal information and information systemns.

To report incidents affecting GC infrastructures, please contact GC-CTEC at
cteclicse-cst.goc.ca or (613)991-2300.
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Friday, October 26, 2012 16:22

To: CTEC

Subject: Information Note IN12-002: Anonymous DDoS activity against GC - Update 2
Importance: High

Classification: UNCLASSIFIED

La version frangaise suivra.

GC CTEC - Information Note IN12-002
Date: 25 Octoker 201

This Information Note is intended for IT professiocnals and managers within the federal
government.

ASSESSMENT

Limited traffic associated with a proposed Distributed Denial of Service (DDOS) attack
was identified on GC networks commencing on 22 October 2012. This traffic was limited in
volume and localized to specific departments. By 25 October 2012, at least 44
departments received traffic related to the DDOS. This activity is believed to ke
related to the Anonymous operation #OpPartyCrasher and related operations, which are
scheduled to occur from 3 to 15 November 2012. 21(1][b)

21(1)(b)

The departments receiving traffic related to this activity may be affected to varying
degrees, from no cbservable effect to a successful DDOS. The way the network responds to
this DDOS traffic depends on many factors, 18{2)(c)

16[2)(c) |

GC-CTEC advises that the scope and level of activity may increase as the targeted date
range approaches.

SUGGESTED ACTION

GC-CTEC is coordinating the incident response and the threat evaluation for this event.
Shared Services Canada will be leading the mitigation effort with the service provider.

If a department is observing any traffic related to this DDOS, or is experiencing any
outages please contact both
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- 38SC GOP Duty Analyst duty analyst 819-956-1006 or RCNGPSCPI.NCRSMDIPCHlssc-spc.gc.ca
- GC-CTEC Cyber Duty Officer cteclcse-cst.gc.ca

If a department is not experiencing any cutages or observing traffic, but requires
further infeormation on this information note please contact CTEClcse-cst.gc.ca

To report incidents please complete the Incident Report found here:
http://publiservice.tbhs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimt-eng.rtf
<http://publiservice.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimt-eng.rtf>
and submit it to cteclcse-cst.gco.ca

NOTICE:

This message and accompanying attachments contain information that is intended only for
the use of the individual or entity to whom it is addressed. Any dissemination,
distribution, copying or action taken in reliance on the contents of this communication
by anyone other than the intended recipient is strictly prohibited. If you have received
this communication in error, please notify the sender immediately at the above address
and delete the e-mail.

This message and accompanying attachments contain information which may have been
collected from external sources for which GC CTEC cannot verify the accuracy and
integrity. GC CTEC does not accept liakility for negative consequences resulting from
the use of the information herein provided.

Links to websites not under the control of the Government of Canada are provided scolely
for the convenience of users. The government is not responsible for the accuracy,
currency or the reliability of the content. The government does not offer any guarantee
in that regard and is not responsible for the information found through these links, nor
does it endorse the sites and their content.

Note to readers

The Government of Canada Cyber Threat Evaluation Centre (GC CTEC) provides a focal point
for the GC's cyber threat and vulnerability warning, analysis and response. GC CTEC
helps ensure that critical GC infrastructures are secure through: monitoring threats;
providing leading-edge guidance and strategic advice; and coordinating a federal
response to cyber security incidents of national interest. The GC CTEC team, within the
Communications Security Establishment Canada (CSEC), aims to strengthen the security of
federal information and information systems.

We would like to take this opportunity to remind IT Stakeholders of the importance of GC
IT IMP reporting from a situaticonal awareness perspective and we encourage departments

to contact us regarding IT Security concerns.

To report incidents affecting GC infrastructures, please contact GC CTEC at cteclcse-
cst.gc.ca
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Information Note IN12-002: Anonymous DDoS activity against GC Page 1 of 2

Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]
Sent: Thursday, October 25, 2012 13:24
To: CTEC

Subject: Information Note IN12-002: Ancnymous DDoS activity against GC
Importance: High
Classification: UNCLASSIFIED

La version frangaise suivra.

GC CTEC - Information Note IN12-002
Date: 25 Octoker 2012

This Information Note is intended for IT professionals and managers within the
federal government.

ASSESSMENT

On 20 October 2012, GC-CTEC was made aware of a Distributed Denial of Service
(DDoS) operation Anonymous was planning against the GC. The Anonymous activity
is being distributed under the name of #OpPartyCrasher, but several other
operations are also linked to this activity. The manifesto, schedule and the
configuration files for the attack, are being posted to public file sharing
sites. The tool being used for this campaign is the High Orbit Ion Cannon
(HOIC). The goal appears to be disruption of GC sites and services.

According to the publicly posted schedule, the operation is scheduled to run 3
to 15 Novermber 2012. Traffic that is related to this DDOS attack has been
cbserved as early as 22 October 2012. The level of activity appears to be

increasing on each subseguent day.‘ 16(2)(c)

\ 16(2](c) |, GC-CTEC advises that the scope and level of activity may

increase as we move into the targeted date range.‘ 21[1][b) ‘
21(1)(b)

SUGGESTED ACTION

GC-CTEC is coordinating the incident response and the threat evaluation for
this event. Shared Services Canada will be leading the mitigation effort with
the service provider.

To report any outages or suspicious network activities that require
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Information Note IN12-002: Anonymous DDoS activity against GC Page 2 of 2

mitigation , please contact both

- 5SC GOP Duty Analyst duty analyst 819-956-1006 or RCNGPSCPI.NCRSMDIPCEtpsgc-—
pwgsc.gc.ca
- GC-CTEC Cyber Duty Officer ctecllcse-cst.gc.ca

To report incidents please complete the Incident Report found here:
http://publiservice.tbhs-sct.gc.ca/sim—-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimt-
eng.rtf and submit it to cteclcse-cst.gc.ca

NOTICE:

This message and accompanying attachments contain information that is intended only
for the use of the individual or entity to whom it is addressed. Any dissemination,
distributicon, copying or action taken in reliance on the contents of this
communication by anyone other than the intended recipient is strictly prohibited. If
yvou have received this communication in error, please notify the sender immediately
at the above address and delete the e-mail.

This message and accompanhying attachments contain information which may have been
collected from external sources for which GC CTEC cannot verify the accuracy and

integrity. GC CTEC does not accept liability for negative consequences resulting

from the use of the information herein provided.

Links to websites not under the control of the Government of Canada are provided
solely for the convenience of users. The government is not responsible for the
accuracy, currency or the reliability of the content. The government does not offer
any guarantee in that regard and is not responsible for the information found
through these links, nor does it endorse the sites and their content.

Note to readers

The Government of Canada Cyber Threat Evaluation Centre (GC CTEC) provides a focal
point for the GC's cyber threat and vulnerability warning, analysis and response. GC
CTEC helps ensure that critical GC infrastructures are secure through: monitoring
threats; providing leading-edge guidance and strategic advice; and coordinating a
federal response to cyber security incidents of national interest. The GC CTEC team,
within the Communications Security Establishment Canada (CSEC), aims to strengthen
the security of federal information and information systemns.

We would like to take this opportunity to remind IT Stakeholders of the importance
of GC IT IMP reporting from a situational awareness perspective and we encourage
departments to contact us regarding IT Security concerns.

To report incidents affecting GC infrastructures, please contact GC CTEC at

cteclcse-cst.gco.ca
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Lacroix, Lise: SBTMS-SMTPE

From: CTEC [CTEC@CSE-CST.GC.CA]

Sent: Wednesday, November 7, 2012 16:55

To: CTEC

Subject: Mise a jour no 1: CECM-GC - Cybercapsule GCCF12-009: Utilisation possible de ['cutil HOIC

dans le cadre de la campagne de déni de service distribue contre le GC

Classification: UNCLASSIFIED
English version previously sent.

CECM-GC - Cykercapsule GCCF12-009
Date : 2 novembre 2012

AVIS : Le présent message et ses pieéces jointes sont réservés a la personne cu a
1l7entité a qui ils ont été adressés. Il est strictement interdit a4 toute personne autre
que le destinataire prévu de diffuser, de distribuer ou de copier leur contenu, ou de
prendre des mesures sur la fol de ce contenu. Si vous avez regu ce message par erreur,
veuillez en aviser l’expéditeur a 1’adresse indiquée ci-dessus et supprimer ce courriel.

Mise a jour no 1 : 5 novembre 2012
- Mise a jour de la section sur 1’atténuation
- Vérification du référent avec les domaines de moteurs de
recherche
- Utilisation de termes de recherche invraisemblables, y compris « http:// » en tant
qu’URT

Cette cybercapsule est destinée aux professionnels des TI et aux gestionnaires du
gouvernement fédéral.

Utilisation possible de 1'outil HOIC dans le cadre de la campagne de déni de service
distribué contre le GC

DETAILS

Cette cybercapsule est liée a la note d'information IN12-002 intitulée « Anonymous —
Attagque par déni de service distribué visant le GC » et a toutes les mises a jour
connexes.

High Orbit Ion Cannon (HOIC) est un outil multifil de déni de service distribué basé sur
Windows qui transmet des demandes HTTP. Anonymous est généralement 1'auteur des attaques
menées a l'aide de cet outil. Pour qu’il fonctionne de maniere efficace, HOIC repose
sur un script dfappoint (kocoster script) configurable qui est souvent affiché
publigquement. Les utilisateurs peuvent exploiter le script d’appoint de fagon a ce qu’il
précise une liste de rotation d’adresses URL pour les reguétes HTTP, au moyen des
méthodes de requéte GET ou POST (données précisées par l’utilisateur). Ils peuvent
également définir l’agent-utilisateur de maniere aléatcire (en fonction d’une liste
définie par l’utilisateur) et créer des en-tétes personnalisés (composés de chaines
définies par 1l’utilisateur, annexées dans 1’ordre de leur cheoix). Les utilisateurs
peuvent aussi régler le taux de requéte (réglé par défaut a 2 fils).
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ATTENUATION

Atténuation réseau

16(2){c).21(1)(a).21(1)(b)

Afin de réduire au minimum les répercussions de cet outil d’attagque sur les sites Web,
le CECM-GC recommande aux administrateurs Web du GC de mettre en cuvre les mesures
dfatténuation suivantes, dans la mesure du possible @

16(2)(c).21(1)(a).21(1)(b)

2
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16{2)(c).21(1){a).21(1)({b)

Bien que les noms et les données utiles des en-tétes de requéte soient valides, 1/ordre
dans lequel les en-tétes sont définis dans la requéte ne correspond pas a celui dans
lequel les navigateurs Web normaux les enverraient. Voici la caractéristique la plus
facile a remarquer : dans HOIC, 1l’en-téte de 1’héte apparait toujours a la fin de la
requéte, mais ce n’est pas le cas pour les navigateurs Web légitimes.

16(2)(c).21(1)(a).21(1}(b)

Atténuation tactique

En plus du trafic récurrent mentionné ci—dessus,‘ 16(2)(c).21(1)(a).21{1)(b)

16(2){c).21(1){(a).21(1)(b)

Avertissement

Le CECM-GC offre 1'information et les conseils d’atténuation ci-dessus en fonction des

menaces envers les régeaux du gouvernement du Canada et ne recommande pas gue cette
information soit utilisée a d’autres fins.
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L’information contenue dans le présent message est fournie exclusivement aux fins de
reconfiguration défensive des biens appartenant au destinataire.

Le destinataire ne dolt en aucun cas participer a des activités de ccllecte
d’informaticon a 1’extérieur de son propre périmetre réseau au moyen des renseignements
contenus dans le présent document. Ces activités comprennent la vérification, le
téléchargement, la navigation et le balayage des sites mentionnés dans le présent
rapport.

SIGNALEMENT DES INCIDENTS

Les ministeres qui croient avoir été victimes d'un incident 1ié a 1l'activité décrite
dans le présent document doivent soumettre un rapport écrit au CECM-GC. Pour signaler un
incident, veuillez remplir le rapport d’incident (disponible a 1’adresse
http://publiservice.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itinp-pgimt-fra.rtf)
et 1l’envoyer a cteclcse-cst.gc.ca.

AVIS : Le présent message et ses piléces jointes sont réservés a la personne ou a
17entité a qui i1ils ont été adressés. TI1 est strictement interdit a toute personne autre
que le destinataire prévu de diffuser, de distribuer ou de copier leur contenu, ou de
prendre des mesures sur la fol de ce contenu. Si vous avez regu ce message pPar erreur,
veuillez en aviser 1’expéditeur a 1lfadresse indiquée ci-dessus et supprimer ce courriel.

Le présent message et ses piéces jointes contiennent des renseignements pouvant provenir
de sources externes et dont le CECM-GC ne peut pas vérifier 1’exactitude ni 1/intégrité.
Le CECM-GC ne sera pas responsable des conséguences négatives résultant de 17utilisation
de ces renseignements.

Les liens vers lesg sites Web sur lesquels le gouvernement du Canada nfexerce aucun
contrdle sont fournis aux utilisateurs pour des raisons de commodité seulement. Le GC
n’est pas responsable de 1l’exactitude, de 17actualité ni de la fiabilité du contenu. Il
n‘offre aucune garantie a cet égard et n’est pas responsable des renseignements associés
a cesg liens, pas plus qu’il ne cautionne ces sites ou leur contenu.

Le Centre d’évaluation des cybermenaces du gouvernement du Canada (CECM-GC) est le
centre de coordination <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>