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Gibson2, Kelly-Anne (PS/SP)
Wednesday, February 01, 2017 2:43 PM
Green, Adam (PS/SP)

Laverdiere, Patricia (PS/SP)

FCM - Feedback on Draft Agenda

Follow up
Completed

I've had a-chance to speak with my Director with respect to the draft agenda we discussed on Monday. Further to the
comments that | made at the meeting, we’d like to reiterate that, from NCSD’s perspective, the only true cyber item in
section D is collective incident/response. If possible, we recommend that terrorist use of the internet be placed under
CVE or perhaps Counter-terrorism/evolving threats. In addition, as discussed at the meeting, we agree that ISP
engagement and encryption and lawful access could be collapsed into one item, and we do not see it as specifically a
cyber issue (more a legal or policy issue).

| understand that it is early days with respect to the agenda, but if you could take these comments into consideration it

would be appreciated.

Thanks very much,

Kelly-Anne Gibson
Manager / Gestionnaire

National Cyber Security Directorate / Direction de la cyber-sécurité nationale
Publi¢ Safety Canada/Sécurité publique Canada
340 Laurier Avenue, Ottawa, ON K1A OP8

Tel/tél: 613-990-9608

Email/courriel: Kelly-Anne.Gibson2 @canada.ca
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Shaeiro, Ariel (PS/SP) s
From: (PS/SP)
Sent: Friday, May 12, 2017 2:53 PM

To: Laverdiere, Patricia (PS/SP)

Cc: Green, Adam (PS/SP); (PS/SP)’
Subject: FW: FCM crypto
Attachments: CSB - ESS - Quintet - Canada.docx;

CSIB - ESS - FCMQuintet 2017 Session V -
CSIB - ESS - Quintet -

Canada comments.docx; ISD -
Canada comments.docx

Hi Patricia,

As discussed, here’s the materials Karen sent, including the stakeholder management plan.

| would flag, per the tracked changes in the first doc, that Karen is recommending that Ministerial endorsement of the
stakeholder engagement plan be removed from the intended outcomes in the Session V template.

| would also make this recommendation, because
1)
2)

Steve has a one pager reaction to the template | revised per my understanding of JD’s direction from the Sherpa call.
Will harmonize suggested changes in tracked changes to the template with those Karen is suggesting to ensure that
Canada is providing consistent feedback ’

From: Audcent, Karen [mailto:Karen.Audcent@justice.gc.ca]
Sent: Friday, May 12, 2017 12:44 PM

To: (PS/SP)
Subject: RE: FCM crypto

Thanks 1 wanted to discuss this with you, I tried calling but did not catch you. We had our Sherpa equivalent call
for the Quintet on Wed (called the Quintet Steering Committee), chaired by Don (my ADM), he asked me to sit in and
advise the ADMs on the call re comments | have on encryption pieces (two for joint, one for Quintet only), and then
provide written comments, right now ! am thinking of providing the attached comments in track on the attached 3
documents, would like to have your input on what | have drafted (Lucie is reviewing, and Gareth is creating text re
Council of Europe work to add). Thanks for sharing your material, | will read and get back to you. Our comment deadline
is to send before next Wed. Karen

From: | (PS/SP) [mailto:¢ @canada.ca]
Sent: 2017-May-12 12:22 PM

To: Audcent, Karen <Karen.Audcent@justice.gc.ca>

Subject: FCM crypto '

Hi Karen,

000002
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John asked that the | tighten the response I'd put together on the paper, following the Sherpa call earlier this
week.

Thought I'd run it by you, particularly because I reference the upcoming discussions around the Budapest Convention,
which | am not really looped in on.

Thanks!

Policy Analyst
National and Cyber Security Branch
Public Safety Canada

@canada.ca
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Shaeiro, Ariel (PS/SP) ’

From: (PS/SP)

Sent: ‘ " Tuesday, May 16, 2017 4:00 PM

To: Laverdiere, Patricia (PS/SP)

Cc: (PS/SP); Green, Adam (PS/SP)

Subject: FCM Crypto input

Attachments: . PS-SP-#2237433-1-FCM 2017 Session V [ PS Canada Comments.DOCX
Hi Patricia,

As discussed, here is my input to the session V template.

Policy Analyst
National and Cyber Security Branch
Public Safety Canada

"' " Dcanada.ca
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ShaEiro, Ariel (PS/SP) '

From: Green, Adam (PS/SP)

Sent: Wednesday, May 17, 2017 5:20 PM

To: Douglas, Michelle; Laverdiere, Patricia (PS/SP)

Cc Francoeur, Tania; Angers, Lucie; Lidstone, Bonnie; McIntyre, Janet (Ext.); Audcent, Karen
Subject: Re: Agenda papers - FCM/Quintet -

[DLM=For-Official-Use-Only]
Hey Michelle - thank you for providing these updates and input from the Quintet regarding the template.

While the consternation on this session does echo comments we heard from Sherpas with visibility on both the FCM and
the Quintet, we promised to circulate some initial input from the Canadian perspective by COB tomorrow ‘
1. We are asking for similar timelines from those feeding into our

products.

No updated document will be generally circulated yet.

We have our consolidated input ready to go. It was prepared by PS lead on the file, and sent out to Karen Audcent from
DO for review. No worries, our comments thusfar are consistent with yours. I'm thinking the best thing to do is update
you if/when receive feedback from snce they have collated all the responses?

Best,

Adam

From: Douglas, Michelle

Sent: Wednesday, May 17, 2017 3:57 PM

To: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP)

Cc: Francoeur, Tania; Angers, Lucie; Lidstone, Bonnie; McIntyre, Janet (Ext.); Audcent, Karen

Subject: FW: Agenda papers - FCM/Quintet - DLM=For-Official-Use-Only]

Hi Adam and Patricia,

As you will note from the email thread below (and many more that are not included here), there are ongoing exchanges
underway by Quintet officials (and some FCM officials) to discuss the status of the note (Session V) for the
Joint Session as well as our own document on encryption for the Quintet meeting.

Officials from all five countries are weighing in on this and it seems that there is consideration of a call soon to sort
things out. | am not sure where things stand precisely but it seems that it would be premature to issue an updated
conference document on the Session V paper. :

I simply want to flag this for you so that you can hold off on reissuing an updated Session'V paper for the Joint Session
just yet.

Thanks,

Michelie

957-4731
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Shaeiro, Ariel (PS/SP) ———————————

From: Shapiro, Ariel (PS/SP)

Sent: Thursday, May 25, 2017 10:28 AM
To: Laverdiere, Patricia (PS/SP)
Subject: RE: Joint communiqué 2017

Salut! Petite question: est-ce que le communiqué devrait mentionner les ministres de I'immigration, ou la présence du
nbtre?

Mercil!

Ariel Shapiro :

Junior Policy Analyst / Analyste junior des politiques

National Security Policy Directorate / Direction générale des politiques de sécurité nationale

Public Safety Canada / Sécurité publique Canada

ariel.shapiro@canada.ca

From: Laverdiere, Patricia (PS/SP)

Sent: Wednesday, May 24, 2017 6:42 PM

To: Shapiro, Ariel (PS/SP)

Subject: Joint communiqué 2017

Hi Ariel,

As discussed, see attached the joint communiqué for 2016, and below the communiqué lines received up to now (some
of them have received comments for suggested modifications).

1 s.13(1)(a)
s.15(1) -Intl 000033



Pages 34 to/a 35
are withheld pursuant to sections

sont retenues en vertu des articles

13(1)(a), 15(1) - Int'l

of the Access to Information

de la Loi sur I'accés a lI'information



Pages 36 to/a 39
are duplicates of
sont des duplicatas des

pages 41 to/a 44



Document Released Under the Access to
Information Act / Document divulgué en vertu
‘ ' = de la Loi sur l'accés a l'information

Shaeiro, Ariel (PS/SP)

s.15(1) - Int'l
From: Lidstone, Bonnie <Bonnie.Lidstone@justice.gc.ca> s.15(1) - Subv
Sent: . Wednesday, May 31, 2017 4:53 PM
To: Laverdiere, Patricia (PS/SP)

Cc: Audcent, Karen; Lidstone, Bonnie; Douglas, Michelle
Subject: FCM-Quintet - Session 5 - Background Paper....
Attachments: Joint Session - | - v2May24.doc
Hi Patricia,
. Hope you are well. It is busy!!
Justice officials are working on our Justice briefing materials.
For Session 5: attached is the only paper we have (mainly |
focussed).
| just wanted to double check with you to see if there is a separate paper also (I know for Session 4, both
topics - - are rolled into the one paper).
Ok thanks very much.
Bonnie

% CANADA 150

Bonnie Lidstone, B.A., LL.B.

Principal Analyst, Intergovernmental and External Relations Division

/ Analyste principale, Division des relations intergouvernementales et externes

Justice Canada

284 rue Wellington St., EMB 5264 (NEW)

Ottawa, Canada K1A OH8

E-mail: bonnie.lidstone@justice.gc.ca

Tel: (613) 946-9282 (NEW)

Fax: (613) 941-4165

Berry: (613) 858-4825

Government of Canada / Gouvernement du Canada

Stay Connected to Justice Canada / Restez branchés a Justice Canada : Facebook, Twitter, YouTube
gﬁ Thank you for thinking of the environment before printing this email /Merci de penser a l'environnement avant
d'imprimer ce courriel ' _
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s.21(1)(b)
From: PS/SP)
Sent: Wednesday, June 07, 2017 9:43 AM

To: Laverdiere, Patricia (PS/SP); (PS/SP)
Cc: Green, Adam (PS/SP)
Subject: RE: [DLM=For-Official-Use-Only]

Thanks.

As you probably saw in the TPs

From: Laverdiere, Patricia (PS/SP)

Sent: Wednesday, June 07, 2017 9:36 AM
To: (PS/SP);
Cc: Green, Adam (PS/SP)
Subject: RE:

(PS/SP)
[DLM=For-Official-Use-Only]

| think it is closest we have to a final version,

Thank you,

Patricia

From: 'PS/SP)

Sent: Wednesday, June 07, 2017 9:32 AM

To: Laverdiere, Patricia (PS/SP); 1 (PS/SP)

Cc: Green, Adam (PS/SP)

Subject: RE: / [DLM=For-Official-Use-Only]

Thanks Patricia!

Should we consider this the final version?

From: Laverdiere, Patricia (PS/SP)
Sent: Wednesday, June 07, 2017 9:25 AM

To: : e pS/SP); 1 (PS/SP)
Cc: Green, Adam (PS/SP)
Subject: [DLM=For-Official-Use-Only]

Good morning,

We received the latest | don’t know if it changes anything to the T/Ps for Monik at
the moment, but | thought you might want to see it.

Thank you again for the T/Ps you sent yesterday! ©
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Shaeiro, Ariel (PS/SP)

From: Green, Adam (PS/SP)

Sent: Friday, June 09, 2017 10:00 AM

To: PS/SP); (PS/SP)

Cc: Laverdiere, Patricia (PS/SP)

Subject: FCM

Attachments: PS-SP-#2227983-6-FCM and JOINT - Schedule and Agenda - DRAFT 4.docx

Similar story for Steve; we recently receivec As part of the
preparations for this conference, we are kindly asking you to assist us in preparing a Scenario Note for the Canadian
Ministers. The Scenario Note includes talking points, sequencing of speakers, expected position of the FVEY and
additional background from Canada’s point of view (not already included in the template).

In order to allow us to meet our deadline for completing all briefing binders, we would appreciate if you can provide the
completed and approved scenario note by COB on June 13, 2017.

We also attached the most recent version of the FCM agenda for your information. s.15(1) - Intl

Thanks guys.
Adam
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Shapiro, Ariel (PS/SP)

From: Green, Adam (PS/SP)

Sent: Friday, June 09, 2017 10:01 AM

To: Laverdiere, Patricia (PS/SP) ,
Subject: RE: Joint Session papers - Session V - s-15(1) - Int!

o

From: Laverdiere, Patricia (PS/SP)

Sent: Friday, June 09, 2017 10:00 AM

To: Green, Adam (PS/SP)

Subject: RE: Joint Session papers - Session V

It is just our paper, the one is not there, we should ask for it. .
¢

From: Green, Adam (PS/SP)

Sent: Friday, June 09, 2017 9:55 AM

To: Davies, John (PS/SP)

Cc: Laverdiere, Patricia (PS/SP)

Subject: FW: Joint Session papers - Session V - Encryption
Hot off the presses...

From: Douglas, Michelle [mailto:Michelle.Douglas@justice.gc.ca]
Sent: Friday, June 09, 2017 9:52 AM

To: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP)

Subject: Joint Session papers - Session V -

Hi Adam and Patricia,

I thought you should see the latest version - clean and tracked changes versions - for the Session V papers on

They were just sent to us | am not sure if you have seen them yet.

They also sent us the ¢ papers for 1

if your people haven’t yet seen the Session V | papers (still draft) then | think you may wish to circulate these,
noting email below. s.13(1)(a)
Thanks, s.15(1) - Intl

Michell_e

000060
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ShaBiro, Ariel (PS/SP)

From: Green, Adam (PS/SP)

Sent: Friday, June 09, 2017 3:35 PM

To: - Davies, John (PS/SP) (John.Davies@canada.ca)
Subject: FW: 5CM do -outs

John, the DM had asked that the communiqué go to Jamie Tomlinson first before heading up to the MO. Do | send that
on? You? Monik?

Best,
Adam

From: Beauregard, Monik (PS/SP)

Sent: Friday, June 09, 2017 2:51 PM

To: Davies, John (PS/SP); Green, Adam (PS/SP)

Cc: Wherrett, Jill (PS/SP); De Santis, Heather (PS/SP); Digiacomo, Danlela (PS/SP)

Subject: RE: 5CM do -outs s.15(1) - Subv

Have spoken to Marci: s-16(2)(c)
- Definitely a go for the private Ministers lunch
- We'll share the communiqué as soon as we have a new draft
- She will raise with Min and get back to us by Monday

Also, Heather, we got paper; will review later today or this weekend.

From: De Santis, Heather (PS/SP)

Sent: Friday, June 09, 2017 12:00 PM

To: Beauregard, Monik (PS/SP); Davies, John (PS/SP); Green, Adam (PS/SP)
Cc: Wherrett, Jill (PS/SP)

Subject: 5CM do -outs

Hi, | took note of the following:

- flag to CSIS DM will raise deck w/ Jeff

- first session - MOPS sets stage, then turns to other Mins

- send up CRV action plan to MINO

-"go w/ videos for CRV

- let MINO decide if MINs/AGs eat lunch separately (but DM advises separate)

- add in which Mins room for each session

- I.et_DM_kn.ew_}f_yeu_ea.n_t_get_ !

- checkwith- MING.reCSP i

- don't share communique until shared w/ MINO. Have a look at language. Align w/ G7
- senior CDN host for each table

- invite head of CSIS, RCMP, NSA, CBSA to dinner (and agencies to be part of del)
- ask about acoustics mgmt

- get more150 swag idea for MINO

Tx!l
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From: Green, Adam (PS/SP)

Sent: Sunday, June 11, 2017 9:55 PM

To: Davies, John (PS/SP)

Cc: : Laverdiere, Patricia (PS/SP)

Subject: Fw: Quintet agenda papers [SEC=UNCLASSIFIED]

Attachments: Draft - FCMQuintet Joint Meeting 2017 - Session V - - 8 June....docx; Draft -
Quintet - ¢ - 8 June.docx; Draft - FCM Quintet Joint Meeting

2017 — Session V -
8 June (Clean).docx

- 8 June...docx; Draft - Quintet -

Best,

Adam

From: Douglas, Michelle

Sent: Sunday, June 11, 2017 4:00 PM

To: Laverdiere, Patricia (PS/SP); Green, Adam (PS/SP)
Subject: FW: Quintet agenda papers [SEC=UNCLASSIFIED]

Hi Patricia,
Here are the additional papers that you requested — Quintet
Michelle
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Shapiro, Ariel (PS/SP)

]
From: Douglas, Michelle <Michelle.Douglas@justice.gc.ca> s.15(1) - Int'l
Sent: Monday. June 19, 2017 12:31 PM s.15(1) - Subv
To: (PS/SP); Audcent, Karen; Lidstone, Bonnie
Cc: (PS/SP); Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP)
Subject: RE: 5CM/Quintet
Hi

The Stakeholder Management Plan is not yet finalized. We have a Quintet Steering Cte call tonight where we hope it can
be agreed and considered final.

Bonnie / Karen — can you please share the Minister’s briefing note on the (fof the joint session)?
— | am not sure it is finalized just yet. We'll send what we can asap.
Michelle

Director / Directrice

International Relations /

Relations internationales

Department of Justice / Ministere de Ia justice
tel./tél.: (613) 957-4731

Mobile: (613) 796-1424
michelle.douglas@justice.gc.ca

Government of Canada/Gouvernement du Canada

From: | (PS/SP) [maiito:c :@canada.ca]
Sent: 2017-Jun-19 12:26 PM

To: Audcent, Karen ; Douglas, Michelle

“Cc: (PS/SP) ; Green, Adam (PS/SP) ; Laverdiere, Patricia (PS/SP)
Subject: 5CM/Quintet

Hi Karen/Michelle,
Would you be in a position to share your latest scenario regarding the joint 5CM/Quintet session on ?

Related to this, can you please confirm whether the Quintet Steering Committee/Quintet Working Group have given
final approval to the ?

Thanks,

Policy Analyst
National and Cyber Security Branch
Public Safety Canada

@canada.ca
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ShaEiro, Ariel (PS/SP)

From: Green, Adam (PS/SP)

Sent: Tuesday, June 20, 2017 11:05 AM
To: Binne, Christine (PS/SP)

Subject: RE: 5¢cm

Good morning Christine — where do we think we are on this item today?|

best,
Adam
949-7360

From: Binne, Christine (PS/SP)

Sent: Monday, June 19, 2017 8:05 PM
To: Green, Adam (PS/SP) '
Subject: Re: 5cm

No worries. Fyi, | took Daniela off my email only because | want to check in with Colleen before taking an
official position on the matter but felt you deserved a response ;)

From: Green, Adam (PS/SP)

Sent: Monday, June 19, 2017 8:00 PM

To: Binne, Christine (PS/SP)

Cc: Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: Re: 5cm '

That sounds great, Christine.

Thanks very much for the detailed and thoughtful reply. It sounds like we can move towards a resolution on
this one soon.

Best,

Adam

From: Binne, Christine (PS/SP)

Sent: Monday, June 19, 2017 7:56 PM

To: Green, Adam (PS/SP)

Cc: Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: Re: 5¢cm

Hi Adam. Thanks for your message. | couldn't agree more with your thoughts. | believe initially, before | came
on the scene, this was more along the lines of what we were recommending than where we've ended up to

date. s.15(1) - Intl
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Let's touch base tomorrow.

From: Green, Adam (PS/SP)

Sent: Monday, June 19, 2017 4:53 PM

To: Binne, Christine (PS/SP)

Cc: Digiacomo, Daniela (PS/SP); Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: RE: 5cm

Good afternoon Christine — | think we should have a phone call on where to go next from here. There has been difficulty
in deciding what to put forward to the FCM outside of something akin to an update of the work being done at the O5
and U5; while reporting on that work is important for Ministers to know, the FCM is not normally a venue that is used
for that purpose (i.e. the goal is usually to transact more than update). Thus far, our communique lines on this item
stress only the desire to work towards greater coordination in this area, something that is already the substantive
purpose of the other groups.

I’m anxious to hear where your thoughts are on this.

With my best regards,
Adam

Adam Green, Ph.D.

_Manager, Policy Development (Counter-Proliferation, Terrorist Financing)| Gestionnaire, élaboration des
politiques (contre-prolifération, financement terroriste)

Public Safety Canada | Sécurité publique Canada

269 Laurier Avenue West | 269 avenue Laurier Ouest

Ottawa, Ontario K1P OP8

Tel: (613) 949-7360

From: Binne, Christine (PS/SP)

Sent: Monday, June 19, 2017 3:27 PM

To: Green, Adam (PS/SP) i
Cc: Digiacomo, Daniela (PS/SP); Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: RE: 5cm

Hi Adam,

Please work with Kelly-Anne and her team directly. I’'m in meetings the rest of the day and don’t want to hold up the
process! Thanks,
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From: Merchant, Colleen (PS/SP)

Sent: Monday, June 19, 2017 3:25 PM s.15(1) - Intl
To: Green, Adam (PS/SP); Binne, Christine (PS/SP)

Cc: Digiacomo, Daniela (PS/SP); Davies, John (PS/SP)

Subject: FW: 5cm 5.19(1)
Importance: High

Adam - we need to update this note. |
Please work with Christine to address.

Thank you!
Colleen

C.G.M. Merchant

Director General / Directrice Générale

National Cyber Security / Cybersécurité Nationale

National and Cyber Security Branch / Secteur de la Sécurité et de la Cyber-Sécurité Nationale
Public Safety Canada / Sécurité Publique Canada

340 Laurier Avenue West, Ottawa, ON, K1A oP8

Tel: 613.949.7380 BB 613.793.9495
Email: colleen.merchant@canada.ca

From: Beauregard, Monik (PS/SP)

Sent: Monday, June 19, 2017 3:21 PM

To: Merchant, Colleen (PS/SP)

Cc: Digiacomo, Daniela (PS/SP); Binne, Christine (PS/SP); Bedor, Tia Leigh (PS/SP)
Subject: RE: 5cm

Importance: High

Have no time given the tabling tomorrow.
Please have a look and determine what we can do and work with Adam Green as we will need to resubmit very quickly.

Thx
M.

From: Merchant, Colleen (PS/SP)

Sent: Monday, June 19, 2017 3:14 PM

To: Beauregard, Monik (PS/SP)

Cc: Digiacomo, Daniela (PS/SP); Binne, Christine (PS/SP), Bedor Tia Leigh (PS/SP)
Subject: FW: S5cm

Monik —
Please see further 1 below. Can we discuss briefly please before we get back to
Thank you!

Colleen
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C.G.M. Merchant

Director General / Directrice Générale s-13(1)(a)

National Cyber Security / Cybersécurité Nationale s.15(1) - Int'
National and Cyber Security Branch / Secteur de la Sécurité et de la Cyber-Sécurité Nationale = s.19(1)
Public Safety Canada / Sécurité Publique Canada

340 Laurier Avenue West, Ottawa, ON, K1A oP8

Tel: 613.949.7380 BB 613.793.9495
Email: colleen.merchant@canada.ca
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Shapiro, Ariel (PS/SP)
e~
From: Green, Adam (PS/SP)
Sent: Monday, June 19, 2017 8.04 PM
To: Digiacomo, Daniela (PS/SP)
Subject: Fw: 5¢cm s.15(1) - Int'l

Sending this as a head’s up/update. it seems, Daniela, that

I know Monik will be incredibly distracted tomorrow, but | may have some common and coordinated (NSPD /
Cyber) advice to offer her on this shortly.

Best,

Adam

From: Binne, Christine (PS/SP)

Sent: Monday, June 19, 2017 7:56 PM

To: Green, Adam (PS/SP)

Cc: Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: Re: 5cm

Hi Adam. Thanks for your message. | couldn't agree more with your thoughts. | believe initially, before | came
on the scene, this was more along the lines of what we were recommending than where we've ended up to
date.

s.15(1) - Int'

Let's touch base tomorrow.

From: Green, Adam (PS/SP)

Sent: Monday, June 19, 2017 4:53 PM

To: Binne, Christine (PS/SP)

Cc: Digiacomo, Daniela (PS/SP); Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen (PS/SP)
Subject: RE: 5cm

Good afternoon Christine — I think we should have a phone call on where to go next from here. There has been
difficulty in deciding what to put forward to the FCM outside of something akin to an update of the work being

1
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~done at the O5 and U5; while reporting on that work is important for Ministers to know, the FCM is not
normally a venue that is used for that purpose (i.e. the goal is usually to transact more than update). Thus far,
our communique lines on this item stress only the desire to work towards greater coordination in this area,
something that is already the substantive purpose of the other groups.

1'm anxious to hear where your thoughts are on this.

With my best regards,

Adam

Adam Green, Ph.D.

Manager, Policy Development (Counter-Proliferation, Terrorist Financing)| Gestionnaire, élaboration des
politiques (contre-prolifération, financement terroriste)

Public Safety Canada | Sécurité publique Canada

269 Laurier Avenue West | 269 avenue Laurier Ouest

Ottawa, Ontario K1P 0P8

Tel: (613) 949-7360

From: Binne, Christine (PS/SP)

Sent: Monday, June 19, 2017 3:27 PM

To: Green, Adam (PS/SP)

Ce: Digiacomo, Daniela (PS/SP); Gibson2, Kelly-Anne (PS/SP); Ouellet3, Benoit (PS/SP); Hashem, Mohsen
(PS/SP)

Subject: RE: Scm

Hi Adam,

Please work with K¢lly-Anne and her team directly. I’'m in meetings the rest of the day and don’t want to hold
up the process! Thanks,

C.

From: Merchant, Colleen (PS/SP) s.15(1) - Int'

Sent: Monday, June 19, 2017 3:25 PM

To: Green, Adam (PS/SP); Binne, Christine (PS/SP)

Cec: Digiacomo, Daniela (PS/SP); Davies, John (PS/SP)

Subject: FW: Scm

Importance: High

Adam — we need to update this note.
Please work with Christine to address.

Thank you!

Colleen

C.G.M. Merchant

Director General / Directrice Générale

National Cyber Security / Cybersécurité Nationale

National and Cyber Security Branch / Secteur de la Sécurité et de la Cyber-Sécurité Nationale
Public Safety Canada / Sécurité Publique Canada

340 Laurier Avenue West, Ottawa, ON, K1A 0P8

Tel: 613.949.7380 BB 613.793.9495

Email: colleen.merchant@canada.ca

. From: Beauregard, Monik (PS/SP)
Sent: Monday, June 19, 2017 3:21 PM
To: Merchant, Colleen (PS/SP)
Cec: Digiacomo, Daniela (PS/SP); Binne, Christine (PS/SP); Bedor, Tia Leigh (PS/SP)
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Subject: RE: Scm s.15(1) - Int'l
Importance: High s_'19(1)
Have no time given the tabling tomorrow.

Please have a look and determine what we can do and work with Adam Green as we will need to resubmit very
quickly.

Thx

M.

From: Merchant, Colleen (PS/SP)

Sent: Monday, June 19, 2017 3:14 PM

To: Beauregard, Monik (PS/SP)

Cec: Digiacomo, Daniela (PS/SP); Binne, Christine (PS/SP); Bedor, Tia Leigh (PS/SP)
Subject: FW: Scm

Monik —

Please see further below. Can we discuss briefly please before we get back to . ?
Thank you!

Colleen

C.G.M. Merchant

Director General / Directrice Générale

National Cyber Security / Cybersécurité Nationale

National and Cyber Security Branch / Secteur de la Sécurité et de la Cyber-Sécurité Nationale
Public Safety Canada / Sécurité Publique Canada

340 Laurier Avenue West, Ottawa, ON, K1A 0P8

Tel: 613.949.7380 BB 613.793.9495

Email: colleen.merchant@canada.ca
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s.19(1)
Shaeiro, Ariel (PS/SP)
From: Green, Adam (PS/SP)
Sent: Wednesday, June 21, 2017 3:23 PM

To: L
Subject: :

— after much discussion, v

Do you think your Sherpa will agree with this on this afternoon’s call?

best,
Adam
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Shapiro, Ariel (PS/SP)

From: Merchant, Colleen (PS/SP)

Sent: Wednesday, June 21, 2017 3:53 PM

To: Digiacomo, Daniela (PS/SP); Beauregard, Monik (PS/SP)

Cc: Binne, Christine (PS/SP); Gibson2, Kelly-Anne (PS/SP); Green, Adam (PS/SP); Girard,
Chantal (PS/SP)

Subject: Re: ¢

Thank you all for helping to get this resolved - it was a long and winding road ;)

Colleen

Sent from my BlackBerry 10 smartphone on the Rogers network.

From: Digiacomo, Daniela (PS/SP)

Sent: Wednesday, June 21, 2017 15:19

To: Beauregard, Monik (PS/SP); Merchant, Colleen (PS/SP)

Cc: Binne, Christine (PS/SP); Gibson2, Kelly-Anne (PS/SP); Green, Adam (PS/SP); Girard, Chantal (PS/SP)
Subject: Fw:

Sent from my BlackBerry 10 smartphone on the Rogers network.

From: Holland, Alyx (PS/SP)

Sent: Wednesday, June 21, 2017 3:16 PM
To: Digiacomo, Daniela (PS/SP)

Cc: Green, Adam (PS/SP)
Subject: Re:

Hi guys -1 . Thanks for all your help and
information today.

Alyx

Sent from my BlackBerry 10 smartphone on the Rogers network.
From: Holland, Alyx (PS/SP) |

Sent: Wednesday, June 21, 2017 10:44 AM

To: Digiacbmo, Daniela (PS/SP)

Cc: Morris, Meribeth (PS/SP)

Subject: RE:

Hey Daniela — I’m following up with Marci and David on this right now. Will let you know ASAP.

1
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From: Digiacomo, Daniela (PS/SP)

Sent: Wednesday, June 21, 2017 10:43 AM
To: Holland, Alyx (PS/SP)

Cc: Morris, Meribeth (PS/SP)

Subject:

s.15(1) - Intl

Hi Alyx,

I understand Colleen Merchant spoke with you yesterday I
believe you were following up on your end and with PCO to give the green light on this. Christine Binne, who
works for Colleen, may have reached out to you already, as However, I didn't want
to lose sight of this since the briefing binders are being pulled together and this would be a critical piece to
confirm today.

Any information you can provide would be greatly appreciated.

Thanks,

Daniela Di Giacomo

Special Advisor, Senior Assistant Deputy Minister's Office

National and Cyber Security Branch

Sent from my BlackBerry 10 smartphone on the Rogers network.

PIN:
$.16(2)
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Shaeiro, Ariel (PS/SP) .

From: De Santis, Heather (PS/SP)

Sent: Thursday, June 22, 2017 3:43 PM

To: Beauregard, Monik (PS/SP); Wherrett, Jill (PS/SP)
Cc:

Champouyx, Elizabeth (PS/SP); Girard, Chantal (PS/SP); Nguyen, Linda (PS/SP), Green,
Adam (PS/SP)

Subject: ' FCM briefing do-outs

Hi, | took note of:

s.15(1) - Intl
s.21(1)(a)

- provide list of who was there last year

Thx!

Sent from my BlackBerry 10 smartphone on the Rogers network.
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ShaEirol Ariel (PSIS_P) T ]

From: Green, Adam (PS/SP)

Sent: Friday, June 23, 2017 1:29 PM
To: Digiacomo, Daniela (PS/SP)
Subject: RE: FCM briefing do-outs

FYI, printing and punching holes now...

From: Digiacomo, Daniela (PS/SP)
Sent: Friday, June 23, 2017 11:40 AM
To: Green, Adam (PS/SP)

Subject: RE: FCM briefing do-outs

When do you think we’ll get the extra pieces — just coordinating with DMO and MinO now so that we don’t miss either
the DM or Minister’s departure today...

From: Green, Adam (PS/SP)

Sent: Friday, June 23, 2017 10:05 AM
To: Digiacomo, Daniela (PS/SP)
Subject: RE: FCM briefing do-outs

Hi Daniela. Here’s where we are:

s.15(1) - Intl
s.21(1)(a)

- | have this and can add it in for bilat

- same: | have it and can add it

- I've added extra attention to the TS status; don’t have anything yet on DV, but | can google it and add
- provide list of who was there last year

- added this in

- CVE (under Jill) said they would take care of this part; not sure where they are at

Best,
Adam

000098



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

From: Digiacomo, Daniela (PS/SP)
Sent: Friday, June 23, 2017 9:36 AM
To: Green, Adam (PS/SP)

Subject: Fw: FCM briefing do-outs

Are all the pieces below captured in the additional material you will be providing today?

Sent from my BlackBerry 10 smartphone on the Rogers network.
PIN: s.16(2)(c)

From: Wherrett, Jill (PS/SP) <jill. wherrett@canada.ca>

Sent: Friday, June 23, 2017 9:25 AM

To: Beauregard, Monik (PS/SP)

Cc: Girard, Chantal (PS/SP); Nguyen, Linda (PS/SP); Green, Adam (PS/SP); Manji, Natasha (PS/SP)
Subject: RE: FCM briefing do-outs

Hi Monik,

I assume you will send up a single package to address the items below? (I just wanted to be clear since the first two
items relate to the bilats — but are NS-led items in any case).

Also, Heather is checking re staffing of the bilats, given the slightly unclear discussion on this yesterday.

Thanks

Jill

From: De Santis, Heather (PS/SP)

Sent: Thursday, June 22, 2017 3:43 PM

To: Beauregard, Monik (PS/SP); Wherrett, Jill (PS/SP)

Cc: Champoux, Elizabeth (PS/SP); Girard, Chantal (PS/SP); Nguyen, Linda (PS/SP); Green, Adam (PS/SP)
Subject: FCM briefing do-outs

Hi, | took note of:
s.15(1) - Int'l

- provide an update
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- provide list of who was there last year

s.15(1) - Intl
s.21(1)(a)

Thx!

Sent from my BlackBerry 10 smartphone on the Rogers network.
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. s.19(1)
Dronxk, Dashiell (PS/SP) s.23
From: Laverdiere, Patricia (PS/SP)
Sent: Wednesday, May 17, 2017 4.01 PM
To: : (PS/SP)

Subject: FW:.
[DLM=For-Official-Use-Only]

Attachments:

FYI — Quintet initial comments.on the template (i sent to us by

DOJ!

From: Douglas, Michelle [mailto:Michelle.Douglas@justice.gc.ca]

Sent: Wednesday, May 17, 2017 3:56 PM

To: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP)

Cc: Francoeur, Tania; Angers, Lucie; Lidstone, Bonnie; McIntyre, Janet (Ext.); Audcent, Karen
Subject: FW:

Hi Adam and Patricia,

Thanks,
Michelle
957-4731
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s.15(1) - Int'l

Dronxk, Dashiell (PS/SP) s.15(1) - Subv
S.

From: Laverdiere, Patricia (PS/SP)

Sent: Monday, May 29, 2017 9:23 AM

To: (PS/SP)

Subject: FW: £ 'DLM=For-Official-Use-Only]

Attachments: Draft - FCM Quintet 2017 Session V - doc

after they received all of

FYI - | thought you would be interested in seeing the revisec
your comments. ©

paper

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver

of any confidentiality, privilege or copyright in respect

of information in the e-mail or attachments.
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' s.15(1) - Int'l
Dronzk, Dashiell (PS/SP) s.15(1) - Subv
From: Audcent, Karen <Karen.Audcent@justice.gc.ca>
Sent: Monday, May 29, 2017 12:52 PM
To: : (PS/SP)
Subject: FW: Quintet and 5CM
Attachments: CSB - ESS - ( ICX;

CSB - ESS - Quintet Experts WG on Cybercrime TTX Canada.docx; CSIB - ESS - Quintet -
, - 22 May - Canada.docx; Draft -

24 May Canada.doc; Draft - Quintet -
Canada.docx

FCM Quintet 2017 Session V - E

Hi 1ave you had a chance to look at this? They asked us to reply by today. They have also asked us to send
coordinated comments, so if you agree with my changes_ to the FCM material in particular, maybe you could send those
as comments to the FCM folks as well?

From: Audcent, Karen

Sent: 2017-May-25 6:16 PM

To: | @canada.ca>
Subject: Quintet and 5CM

Hi , we've got a new round of draft documents, they implemented some of my changes but | have more to send,
I've attached the versions with my changes in track, let me know if you have any comments or concerns, they’ve asked
us to reply by Monday. Thanks! Karen
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Dronxk, Dashiell (PS/SP)

From: Green, Adam (PS/SP) s.15(1) - Int'l
Sent: Friday, June 02, 2017 10:32 AM s.15(1) - Subv
To: PS/SP)

Cc: (PS/SP); Laverdiere, Patricia (PS/SP)

Subject: : FW: . .

Attachments: PS-SP-#2253519-1-FCM 2017 - template - CAN (PSC) comments IL.DOC
Hi

We recently received a revised version of the yaper by . which was kindly commented on by

In preparations for the ESG call next week chaired by Monik and for our Minister, we are asking everyone to provide
T/Ps by June 6th. There will be opportunities to update them if necessary prior to the FCM.

Thanks very much in advance,
Adam
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s.15(1) - Subv

(PS/SP)

From: Laverdiere, Patricia (PS/SP)
Sent: Wednesday, June 07, 2017 9:25 AM
To: i (PS/SP); (PS/SP)

Cc:. Green, Adam (PS/SP)
Subject: - - [DLM=For-Official-Use-Only]
Attachments: Draft - FCM Quintet Joint Meeting 2017 - Session V - - 6 June...docx

Good morning,
We received the latest template from / | don’t know if it changes anything to the T/Ps for Monik at
the moment, but | thought you might want to see it.

s.13(1)(a)
s.15(1) - Intl

Thank you again for the T/Ps you sent yesterday! ©

Patricia

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver

of any confidentiality, privilege or copyright in respect

of information in the e-mail or attachments.
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Dronzk, Dashiell (PS/SP) a s.19(1)
.8.23

From: Audcent, Karen <Karen.Audcent@justice.gc.ca>

Sent: Monday, June 12, 2017 5.04 PM

To: Hartley, William (PS/SP); (PS/SP)

Subject: Fw: & : =

Attachments: B e i e
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s.15(1) - Int'l
Dronzk, Dashiell (PS/SP) s.15(1) - Subv
From: Laverdiere, Patricia (PS/SP) 7
Sent: Thursday, June 15, 2017 9:29 AM
To: (PS/SP); 1 (PS/SP)
Cc: Green, Adam (PS/SP)
Subject: FW: [DLM=For-Official-Use-Only]
Attachments: Draft - FCM Quintet Joint Meeting 2017 - Session V - - 14 Jun...docx; CSIB -
ESS - - 13 June ...docx
FYI - Final
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Dronzk, Dashiell (PS/SP) v s.21(1)(a)
s.21(1)(b)
From: Douglas, Michelle <Michelle.Douglas@justice.gc.ca>
Sent: Tuesday, June 20, 2017 11:35 AM
To: (PS/SP); Angers, Lucie; Audcent, Karen; (PS/SP)
Cc: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP); Lidstone, Bonnie; Bindman, Stephen
Subject: FW: Quintet Steering Committee call - June 19/20 [SEC=UNCLASSIFIED]
Attachments: Quintet 2017 - Experts Working Group on 2016 17 Progress Report -

- Final.docx; Quintet -
Final.docx; Quintet - Statement of
Principles - - Final.docx; FCM Quintet Joint Meeting 2017
. igenda paper.docx :

FINAL.docx; Quintet -

Colleagues,

as discussed. These documents, as sent to the Quintet Steering Committee by are now indicated as
final. ‘

Thanks,
Michelle

Director / Directrice

International Relations /

Relations internationales

Department of Justice / Ministére de la justice
tel.tél.: (613) 957-4731

Mobile: (613) 796-1424
michelle.douglas@)justice.gc.ca

Government of Canada/Gouvernement du Canada
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From: Douglas, Michelle [mailto:Michelle.Douglas@justice.gc.ca]
Sent: 19 June 2017 17:54

To: @usdoj.gov'; @usdoj.gov'; ' ) !
i (AGO); (AGO)

Cc: Piragoff, Donald; JUS.L OTT SADMO / Admin OTT L.JUS; Angers, Lucie; Henchey, Janet; Lidstone, Bonnie; Bindman,

" Stephen; Leclere, Caroline; Berube, Cathia; Mclntyre, Janet; Henchey, Janet; Breithaupt, Doug; Audcent, Karen; -

Francoeur, Tania

Subject: RE: Quintet Steering Committee call - June 19/20

'

Hello to all,
We look forward to having the dpportunity to connect with you in a few hours.
With apologies for the delay, | am attaching a copy of the draft Intelligence and evidence paper.

has sent along the latest versions of the papers on as well as the draft
and the Statement of Principles.

We are still working on draft versions of the communique and wili provide that to you after the call.

During the call later today, we will review the following:
®

Finalize papers;

Communications;

Bilaterals; and

Logistics and any other business.

Thanks and looking forward to our call.

Regards,
Michelle
+613-957-4731 .

From: Douglas, Michelle
Sent: 2017-Jun-13 3:26 PM
To: @usdoj.gov' « 2usdoj.gov>; Busdoj.gov;
< Dag.gov.au>; @ag.gov.au>; |
@crownlaw.govt.nz> | @crownlaw.govt.nz>;
@attorneygeneral.gsi.gov.uk>;

Dattorneygeneral.gsi.gov.uk>
Cc: Piragoff, Donald <Donald.Piragoff@justice.gc.ca>; JUS.L OTT SADMO / Admin OTT L.JUS
<SADMO_Admin@justice.gc.ca>; Angers, Lucie <Lucie.Angers@justice.gc.ca>; Henchey, Janet
<Janet.Henchey@justice.gc.ca>; Lidstone, Bonnie <Bonnie.Lidstone@justice.gc.ca>; Bindman, Stephen
<Stephen.Bindman@justice.gc.ca>; Leclerc, Caroline <Caroline.Leclerc@justice.gc.ca>; Berube, Cathia
<Cathia.Berube@justice.gc.ca>; Mcintyre, Janet <Janet.Mcintyre@justice.gc.ca>; Henchey, Janet
<Janet.Henchey@justice.gc.ca>; Breithaupt, Doug <Doug.Breithaupt @justice.gc.ca>; Audcent, Karen
<Karen.Audcent@justice.gc.ca>; Francoeur, Tania <Tania.Francoeur@justice.gc.ca>

Subject: Quintet Steering Committee call - June 19/20

Dear Quintet Colleagues,
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As mentioned during our last Quintet Steering Committee call, we would like to schedule the next call for June

19 / 20, 2017. - s.21(1)(b)

The call-in times and dial-in numbers are noted at the bottom of this email.
With advance apologies for the long email, | am providing a number of updates herein.

During this call, we would like to focus on finalizing all papers (where possible), take a first review of a
communiqué which would be.issued following the meeting (draft to be circulated before our call), and
conduct a fairly detailed “walk-through” of the flow for the meeting. We are also working hard to ensure that
we can share with you a draft version of the bilateral schedule (which is being coordinated with our colleagues
at Public Safety) as soon as possible. '

In support of the call, | am attaching a number of key documents that will be discussed on the call. Please note
the following:

1) Updated Quintet agenda — primarily, the change to this agenda reflects the addition of the plenary
topic

2) Updated FCM + Joint Session Agenda
3) Background paper - June 26™ — Ministers’ & Attorneys General luncheon topic : -the
lunchtime topic of discussion will be: - a background paper to support
the discussion is-attached
4) Logistics document that will give you some additional information about the venues associated with
this event
5) Latest versions of DRAFT papers:
a. Joint Session —
b. Quintet Papers:

6) The draft paper on

and CDA is providing input. It will be circulated shortly.

7) 1am aware that the Cybercrime Experts WG is working very hard to finalize the

Our colleague has asked for a tight turn-
around on input so | would anticipate that we will all see a draft version of these documents shortly. If
you wish to see them sooner, please contact your Cybercrime WG representative to see a copy.

8) A draft of the written Quintet Steering Committee Report will follow before the call.

General comments

- All Attorneys General will be invited to attend the luncheon (AGs & Ministers only) on June 26"

. AGs Sessions, Brandis and Finlayson will be attending some/all of the FCM meeting. Minister
Wilson-Raybould and AG Wright will travel to later in the morning (close to noon) of June
26" and then join all other ministers for lunch on June 26". Note that there will not be a “+1”
allowance at the minister’s luncheon on June 26th. All other delegates will be provided with a lunch in

_aseparate location within
- During the lunch hour on June 26™, there may be an opportunity for a fast meeting of the QSC to
address any last minute issues.
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- All AGs and Ministers will be included in the family photo taken at at 15:00 on June 26. On
June 27", a Quintet family photo will also be taken.

- On the morning of June 27" from 07:45 - 08:15 — we would like to schedule bilateral meetings. This
has not previously been contemplated. Currently, we think this will implicate: AG Sessions, AG Brandis,
AG Wilson-Raybould and AG Wright. it would not implicate AG Finlayson.

- We would like to confirm that we will proceed on a “No Gift” exchange basis. If that poses a concern
for any of you, please let me know. There may be a token gift of thanks given to participants but not a
ministerial gift exchange that would invite reciprocity.

- Credentials for this event (they are common badges for the FCM & Quintet) will be provided to you at
the first opportunity on June 25™ | or June 26™ at the point of registration.
Photos are not displayed on the badges.

- If you have not provided an indication of your delegation’s food allergies or sensitivities, please send
that to me.

Call in times/dates:
e Ottawa—June 19" —4:15 - 5:45 p.m.
e Washington —June 19" - 4:15 — 5:45 p.m.
 London -June 19" -9:15 — 10:45 p.m.
 Canberra—June 20" - 06:15 — 07:45 a.m.
« Wellington - June 20" - 08:15 — 09:45 a.m.
5.16(2)(c)
The dial-in information is; '
Conference ID:
Dial-in number: +613 960 7510 or 1-877-413-4781

Sorry for the long email but | hope it provides you with additional and helpful information. More information,
and of course updated documents, will be provided as we get closer to the call.

Regards and thanks to all,
Michelle

Director / Directrice

International Relations /

Relations internationales

Department of Justice / Ministére de la justice
tel.tél.: (613) 957-4731

Mobile: (613) 796-1424
michelle.douglas@justice.gc.ca

Government of Canada/Gouvernement du Canada

This email has been scanned by the Symantec Email Security.cloud service.
For more information please visit http://www.symanteccloud.com

*********************************************************************+
This e-mail is private and is intended only for the addressee and any copy recipients.

If you are not an intended recipient, please advise the sender immediately by reply
e-mail and delete this message and any attachments without retaining a copy.

5
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Activity and use of CPS Connect systems, the Government Secure Intranet, and the

Criminal Justice Extranet is monitored to secure their effective operation and for

other lawful business purposes. Communications using these systems will also be

monitored and may be recorded to secure effective operation and for other

lawful business purposes.
(LR R SRR RS LSRR AR R R L E RS R T R R R R R R R R R R R R R R R R R R R R R R R

If you have received this transmission in error please
notify us immediately by return e-mail and delete all
copies. If this e-mail or any attachments have been sent
to you in error, that error does not constitute waiver

of any confidentiality, privilege or copyright in respect

of information in the e-mail or attachments.
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s.21(1)(b)
Dronzk, Dashiell (PS/SP) 5,23
From: Angers, Lucie <Lucie.Angers@justice.gc.ca>
Sent: Tuesday, June 20, 2017 12:51 PM :
To: Douglas, Michelle; Audcent, Karen; Piragoff, Donald
Cc: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP); Lidstone, Bonnie; Bindman, Stephen;
(PS/SP); Beecher, Sophie (PS/SP)
Subject: RE: € : : -

Hi Dashiell, As mentioned in my previous e-mail today,

, We will let you know once we
hear from them. Thanks, Lucie

From: {PS/SP) [mailto:
Sent: Tuesday, June 20, 2017 12:12 PM
To: Douglas, Michelle <Michelle.Douglas@justice.gc.ca>; Angers, Lucie <Lucie.Angers@justice.gc.ca>; Audcent, Karen
<Karen.Audcent@justice.gc.ca>
Cc: Green, Adam (PS/SP) <adam.green@canada.ca>; Laverdiere, Patricia (PS/SP) <patricia.laverdiere @canada.ca>;
Lidstone, Bonnie <Bonnie.Lidstone@justice.gc.ca>; Bindman, Stephen <Stephen.Bindman@justice.gc.ca>; 1

'PS/SP) < @canada.ca>; Beecher, Sophie (PS/SP) <sophie.beecher@canada.ca>
Subject: RE: Quintet Steering Committee call - June 19/20 [SEC=UNCLASSIFIED]

@canada.cal

Thanks for this Michelle.

Further to our conversation, PS has consistently recommended the use of “

Have discussed this with management here and there is still for the reasons we

discussed on the phone, and which | have previously discussed with Karen and Lucie.

Our DG, John,' will be on a 5CM Sherpa call tomorrow,

As | said, our plan was to raise this on the Sherpa call tomorrow, so I'd ask that you use the above for
information purposes only. We’d also be interested in your views on this position,

613-990-2715
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From: Douglas, Michelle [mailto:Michelle.Douglas@justice.gc.ca]

Sent: Tuesday, June 20, 2017 11:35 AM :

To: (PS/SP); Angers, Lucie; Audcent, Karen; 1 'PS/SP)

Cc: Green, Adam (PS/SP); Laverdiere, Patricia (PS/SP); Lidstone, Bonnie; Bindman, Stephen
Subject: FW:

Colleagues,

as discussed. These documents, as sent to the Quintet Steering Committee by /

final.

s.19(1)

s.21(1)(a)

s.21(1)(b)
s.23

are now indicated as

It looks like AUS) has clarified the issue of * See her email below. | think we’re able

to go with

Thanks,
Michelle

Director / Directrice

International Relations /

Relations internationales

Department of Justice / Ministére de la justice
tel./tél.: (613) 9574731

Mobile: (613) 796-1424
michelle.douglas@justice.gc.ca

Government of Canada/Gouvernement du Canada
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s.15(1) - Int'l
We look forward to having the opportunity to connect with you in a few hours. s 19§1;
With apologies for the delay, | am attaching a copy of the draft Intelligence and evidence paper. s.21(1)(a)
s.21(1)(b)

Anne Sheehan has sent along the latest versions of the papers on encryption as well as the draft

We are still working on draft versions of the communique and will provide that to you after the call.

During the call later today, we will review the following:
[ ]

Finalize papers;

Communications;

Bilaterals; and

Logistics and any other business.

Thanks and looking forward to our call.

Regards,
Michelle
+613-957-4731

From: Douglas, Michelle
Sent: 2017-Jun-13 3:26 PM
To:' @usdoj.gov' :@usdoj.gov>; @usdoj.gov;

@ag.gov.au>; ' @ag.gov.au>;
. dcrownlaw.govt.nz>; . @crownlaw.govt.nz>;
. (AGO)' @attorneygeneral.gsi.gov.uk>;

< @attorneygeneral.gsi.gov.uk>
Cc: Piragoff, Donald <Donald.Piragoff@justice.gc.ca>; JUS.L OTT SADMO / Admin OTT L.JUS

<SADMO Admin@justice.gc.ca>; Angers, Lucie <Lucie.Angers@justice.gc.ca>; Henchey, Janet
<Janet.Henchey@justice.gc.ca>; Lidstone, Bonnie <Bonnie.Lidstone @justice.gc.ca>; Bindman, Stephen
<Stephen.Bindman®justice.gc.ca>; Leclerc, Caroline <Caroline.Leclerc@justice.gc.ca>; Berube, Cathia
<Cathia.Berube@justice.gc.ca>; Mcintyre, Janet <Janet.MclIntyre@justice.gc.ca>; Henchey, Janet

<Janet.Henchey®@justice.gc.ca>; Breithaupt, Doug <Doug.Breithaupt@justice.gc.ca>; Audcent, Karen
<Karen.Audcent@justice.gc.ca>; Francoeur, Tania <Tania.Francoeur@justice.gc.ca>

Subject: Quintet Steering Committee call - June 19/20

Dear Quintet Colleagues,

As mentioned during our last Quintet Steering Committee call, we would like to schedule the next call for June

19 / 20, 2017.

The call-in times and dial-in numbers are noted at the bottom of this email.
With advance apologies for the long email, | am providing a number of updates herein.

During this call, we would like to focus on finalizing all papers (where possible), take a first review of a
communiqué which would be issued following the meeting (draft to be circulated before our call), and
conduct a fairly detailed “walk-through” of the flow for the meeting. We are also working hard to ensure that

4
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we can share with you a draft version of the bilateral schedule (which is being coordinated with our colleagais)(b)
at Public Safety) as soon as possible.

In support of the call, | am attaching a number of key documents that will be discussed on the call. Please note
the following:

1) Updated Quintet agenda — primarily, the change to this agenda reflects the addition of the plenary
topic: . '

2) Updated FCM + Joint Session Agenda .

3) Background paper - June 26™ — Ministers’ & Attorneys General luncheon topic at ( ‘the
lunchtime topic of discussion will be: - a background paper to support
the discussion is attached

4) Logistics document that will give you some additional information about the venues associated with
this event '

5) Latest versions of DRAFT papers:

a. Joint Session —
b. Quintet Papers:

6)

; is well underway —

It will be circulated shortly.

‘| am aware that the Cybercrime Experts WG is working very hard to finalize the ¢

Jur colleague / has asked for a tight turn-

around on input so | would anticipate that we will all see a draft version of these documents shortly. If
you wish to see them sooner, please contact your Cybercrime WG representative to see a copy.

8) A draft of the written Quintet Steering Committee Report will follow before the call.

The draft paper on

7)

General comments

All Attorneys General will be invited to attend the luncheon (AGs & Ministers only) on June 26"
AGs Sessions, Brandis and Finlayson will be attending some/all of the FCM meeting. Minister
Wilson-Raybould and AG Wright will travel in the morning (close to noon) of June
26" and then join all other ministers for lunch on June 26™. Note that there will not be a “+1”
allowance at the minister’s luncheon on June 26th. All other delegates will be provided with a lunch in
a separate location
- During the lunch hour on June 26", there may be an opportunity for a fast meeting of the QSC to
address any last minute issues. ‘

- All AGs and Ministers will be included in the family photo taken at 15:00 on June 26. On
June 27%, a Quintet family photo will also be taken.

- On the morning of June 27" from 07:45 — 08:15 — we would like to schedule bilateral meetings. This
has not previously been contemplated. Currently, we think this will implicate: AG Sessions, AG Brandis,
AG Wilson-Raybould and AG Wright. It would not implicate AG Finlayson.

- We would like to confirm that we will proceed on a “No Gift” exchange basis. If that poses a concern

for any of you, please let me know. There may be a token gift of thanks given to participants but not a

ministerial gift exchange that would invite reciprocity.
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- Credentials for this event (they are common badges for the FCM & Quintet) will be provided to you at

the first opportunity on June 25 or June 26" at the point of registration.
Photos are not displayed on the badges.

- If you have not provided an indication of your delegation’s food allergies or sensitivities, please send

that to me.

Call in times/dates:
e Ottawa —June 19" —4:15 — 5:45 p.m.
e Washington —June 19" - 4:15 - 5:45 p.m.
e London —June 19" —9:15 - 10:45 p.m.
¢ Canberra —June 20" — 06:15 — 07:45 a.m.
e Wellington - June 20" — 08:15 — 09:45 a.m.

The dial-in information is;
Conference ID:
Dial-in number: +613 960 7510 or 1-877-413-4781 $.16(2)(c)

Sorry for the long email but | hope it provides you with additional and helpful information. More information,

and of course updated documents, will be provided as we get closer to the call.

Regards and thanks to all,
Michelle

Director / Directrice

International Relations /

Relations internationales

Department of Justice / Ministére de la justice
tel.tél.: (613) 957-4731

Mobile: (613) 796-1424
michelle.dougias@justice.gc.ca

Government of Canada/Gouvernement du Canada

This email has been scanned by the Symantec Email Security.cloud service.
For more information please visit http://www.symanteccloud.com
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This e-mail is private and is intended only for the addressee and any copy recipients.
If you are not an intended recipient, please advise the sender immediately by reply
e-mail and delete this message and any attachments without retaining a copy.

Activity and use of CPS Connect systems, the Government Secure Intranet, and the
Criminal Justice Extranet is monitored to secure their effective operation and for
other lawful business purposes. Communications using these systems will also be
monitored and may be recorded to secure effective operation and for othe

lawful business purposes. :
khkhkhkhhhhkddhdddddddhdhhhhkhhhkhhhkhhkhhrhkhhhhkhhkhkhkhdkdhkdkddkddkdkdkhkkhkhkhkkhkixhdidi
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s.15(1) - Subv

Dronzk, Dashiell (PS/SP)

From: . (PS/SP)

Sent: Wednesday, June 21, 2017 1:18 PM

To: Laverdiere; Patricia (PS/SP)

Cc: Green, Adam (PS/SP); PS/SP); Hartley, William (PS/SP)

Subject: 5CM

Attachments: PS-SP-#2279711-1-5CM 2017 Session V Scenario note DOCX
Hi Patricia,

Please see attached. I've cut the word count for my section nearly in half, so | hope it is now sufficiently concise.
However, | left the TPs unchanged.

From: Laverdiere, Patricia (PS/SP)

Sent: Wednesday, June 21, 2017 12:02 PM

To: (PS/SP)

Subject: RE: POLITICO's Morning Cybersecurity: Cyber regulations, election security on the congressional agenda today
— White House ‘tech week’ continues — Defense bill cybersecurity provisions pile up

Hi

While reviewing the binder yesterday, Adam pointed out the background may be way too long for the
Minister to really read it. The binder is now with SADMO. We will send a revised version this evening to the DM. Would
it be possible to summarize the key points in the background (our biggest concerns)?

I’'m attaching the scenario note prepared for session V. This the one in the binder at the moment.

Thank you very much,

Patricia

From: PS/SP)

Sent: Wednesday, June 21, 2017 11:07 AM

To: Laverdiere, Patricia (PS/SP); Waintraub, Michelle (PS/SP); Gibson2, Kelly-Anne (PS/SP); Corbeil, Alexander (PS/SP);
Karen Audcent (karen.audcent@justice.gc.ca)
Cc: Green, Adam (PS/SP); (PS/SP); Hartley, William (PS/SP)

Subject: FW: POLITICO's Morning Cybersecurity: Cyber regulations, election security on the congressional agenda today
— White House ‘tech week’ continues — Defense bill cybersecurity provisions pile up

Importance: Low

FYI, potentially relevant news regarding where
highlighted below

From: Morning Cybersecurity [mailto:morningcybersecuri olitico.com]
Sent: Wednesday, June 21, 2017 10:04 AM
To. 'PS/SP)
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Subject: [MARKETING] POLITICO's Morning Cybersecurity: Cyber regulations, election security on the congressional
agenda today — White House ‘tech week’ continues — Defense bill cybersecurity provisions pile up ,

By Tim Starks | 06/21/2017 10:00 AM EDT

With help from Eric Geller and Martin Matishak

related to the 2016 election and beyond. Two different key players will make the argument that the Homeland
Security Department deeming election systems "critical infrastructure" was the right move.

"I appreciate that in January DHS designated the nation's election infrastructure as ‘critical
infrastructure," Mark Warner, the top Democrat on the Senate Intelligence Committee, will say, according to
excerpts of his prepared remarks. "This will allow for better information sharing with state and local
jurisdictions, as well as prioritization of cybersecurity assistance to those jurisdictions. Today we will have an.
opportunity to ask our witnesses what actions the DHS and FBI have taken to improve and increase such
assistance." Both DHS and FBI witnesses are set to testify. As it is, Warner is awaiting an answer from DHS on

PROTECTING THE ELECTIONS - Both the House and Senate Inteiligence panels hold open héarings today
disclosing more information about which states might have been targeted by Russian hackers.

infrastructure” designation earlier, but delayed it given states' reservations. "To my disappointment, the reaction
to a critical infrastructure designation, at least from those who spoke up, ranged from neutral to negative," his
written testimony states. "Those who expressed negative views stated that running elections in this country was
the sovereign and exclusive responsibility of the states, and they did not want federal intrusion, a federal

~ takeover, or federal regulation of that process. This was a profound misunderstanding of what a critical
infrastructure designation would mean, which I tried to clarify for them." Likewise, the Democratic National

- Committee told DHS it didn't need the department's help, Johnson will say.

Former DHS Secretary Jeh Johnson will tell the House panel that he considered making the "critical

ON THE REG - Elsewhere, a parade of witnesses will tell the Senate Homeland Security Committee at a
hearing this morning that cyber regulations are increasingly creating a heavy burden. "Cyber threats are real and
growing. As they have evolved, so has the response from government regulatory bodies,” Chairman Ron
Johnson will say, per his prepared opening statement. "Though these efforts are well intended, the result has
been a myriad of duplicative, sometimes conflicting, rules imposed on industries throughout the economy. Not
only do these rules impose regulatory costs, but they can also lessen security, as companies spend limited time
and resources concentrating on regulatory compliance at the expense of security."

States are weighed down by compliance with complex federal data security regulations, which makes it
harder for them to consolidate information technology systems, James "Bo" Reese, vice president of the
National Association of State Chief Information Officers, will testify. The financial industry faces overlapping
cybersecurity rules, according to testimony from Christopher Feeney, president of BITS, the Financial Services
Roundtable's technology division. Daniel Nutkis, CEO of the health care organization the HITRUST Alliance,
will testify about concerns that government information sharing efforts need to be coordinated with industry
initiatives to avoid duplication. And Dean Garfield, president and CEO of the Information Technology Industry
Council, will make the case for technical standards agency NIST's cybersecurity framework as the basis for
“harmonizing policies.

HAPPY WEDNESDAY and welcome to Morning Cybersecurity! Noooo! Daniel Day-Lewis, one of the best
few active actors of your MC host's lifetime, is _quitting Send your thoughts, feedback and especially tips to

tstarks@politico.com, and be sure to follow @tlms s, @POLITICOPro, and @MormngCyberse Full team
info is below.

Contihued on Page 253. 000232
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Dronzk, Dashiell (PS/SP)

From: (PS/SP)
Sent: Wednesday, June 28, 2017 4:28 PM
-To: (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting
Encryption/decryption

Never mind, John’s requested a more generic response.

e There was a fulsome discussion on challenges related to encryption during the recent Five Country Ministerial.

613-990-2715

From: 'PS/SP)

Sent: Wednesday, June 28, 2017 4:08 PM
To: (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption
Hi Steve,

Given the timelines and scope of the question, | would propose adapting the language from the tabled response to the
SECU report, for which we previously got consensus from the portfolio. New text highlighted in red §

e The Government is not proposing any changes to Canada’s lawful access regime as it relates to encryption.

e |tisin Canada’s interest to ensure that encryption technologies remain robust and widely-used. Encryption has
been essential for the growth of the digital economy and remains critical to safeguarding Canadians’
cybersecurity and fundamental rights and freedoms.

e While the spread of powerful encryption has created gaps for law enforcement and national security agencies,
the Government does not consider legislative responses to these challenges to be viable. The Government also
does not support to the creation of “backdoors” that would weaken or impede encryption, and threaten the
cybersecurity of law-abiding Canadians.

¢  We will continue to examine options to ensure that Canadian law enforcement and national security agencies

have the resources necessary to gain access to decrypted data required to prevent terrorist incidents and
address criminal activity.

613-990-2715
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From: Levert, Jean-Philippe (PS/SP) s.15(1) - Subv
Sent: Wednesday, June 28, 2017 3:54 PM

To: (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,

Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP);

Davies, John (PS/SP); 1 (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Much appreciated.
JP Levert

From: (PS/SP)

Sent: Wednesday, June 28, 2017 3:53 PM

To: Levert, Jean-Philippe (PS/SP) '

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP),
Davies, John (PS/SP); - (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi JP,
Apologies — | was in a meeting and am just seeing this now.

I will endeavor to have a response to you shortly.

From: Levert, Jean-Philippe (PS/SP)

Sent: Wednesday, June 28, 2017 3:40 PM

To: (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi |
Just following up. MO Would like to see the lines before COB today.
Thanks,

JP Levert

From: Levert, Jean-Philippe (PS/SP)

Sent: Wednesday, June 28, 2017 3:12 PM

To: Binne, Christine (PS/SP) (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Thanks Christine,

can you confirm that your group is the lead on encryption?
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Please advise as soon as possible. s.15(1) - Subv
s.19(1)

Thanks,

JP Levert

From: Binne, Christine (PS/SP)

Sent: Wednesday, June 28, 2017 3:10 PM

To: Levert, Jean-Philippe (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); (PS/SP); Green, Adam (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi IP,

Encryption is an NSPD lead so I'll leave it to them respond. I’'m looping in Sophie | and

who | believe are the leads on this.

Hope that helps,

Christine

From: Levert, Jean-Philippe (PS/SP)

Sent: Wednesday, June 28, 2017 2:11 PM

To: Green, Adam (PS/SP); Binne, Christine (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP)

Subject: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Good afternoon Adam, Christine,

Please see below, a media request MO received regarding the Five Eyes meeting, specifically encryption and decryption.
IPIease advise if you or someone in your team can provide input that specifically addresses the two questions.

I found some high level lines on encryption. (See below)

Thanks,

JP.Levert

DEADLINE: ASAP

REPORTER: - Globe & Mail

REQUEST: Since the Minister isn’t available for an interview, | am hoping you can answer some questions for me. Hoping
to hear back this afternoon, as | am filing for 5:30 p.m.

1. Australia’s Attorney-General George Brandis said he is confident in the Five Eyes’ plans to have technology firms
decrypt communications for law enforcement purposes. Where does Canada stand on the issue of decryption?
Does it support forcing communications operators to ensure they are technically able to hand over decrypted
data to the government?
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2. The communique says it will explore “shared solutions” with communications and technology companies to
address encryption issues. Can you provide more details on what solutions are being considered? What
solutions does Canada support?

High level lines on encryption:

¢ The Government is committed to public safety through effective policing and protecting the individual rights of
Canadians, including privacy rights.

e As Canadians integrate technological advancements into their lives, they are grappling with questions of privacy,
anonymity, and accountability both for themselves and for the broader community they live in. Technological
advancements, changes in law, court decisions, and the current threat environment are also shaping Canadians'
expectations of how police should operate in an online world. For example, encryption technologies help
Canadians to secure their personal information. At the same time, these technologies can also limit the ability of
law enforcement to investigate crimes.

e Through the ongoing Consultation on Cyber Security, all Canadians will be able to share their views in view of
- helping the Government and police balance their responsibilities and respond to the challenges of policing in
cyberspace.

Jean-Philippe Levert

Communications Officer | Agent de communications

Media Relations Team, Public Affairs Division | Relations avec les médias, Affaires publiques
Public Safety Canada | Sécurité publique Canada

T (New) : 613-991-0657 | F: 613-954-4779

Bb: 613-220-5201

I *' Public Safety  Securité publique

Canada Canada

s.19(1)

From: ' @globeandmail.com]
Sent: Wednesday, June 28, 2017 12:57 PM

To: Bardsley, Scott (PS/SP); Brien, Dan (PS/SP)
Subject: RE: Five Eyes comminque and interview with the Minister

Hi Scott and Dan,

Since the Minister isn’t available for an interview, | am hoping you can answer some questions for me. Hoping to hear
back this afternoon, as | am filing for 5:30 p.m.

1. Australia’s Attorney-General George Brandis said he is confident in the Five Eyes’ plans to have technology firms
decrypt communications for law enforcement purposes. Where does Canada stand on the issue of decryption?
Does it support forcing communications operators to ensure they are technically able to hand over decrypted
data to the government?

2. The communique says it will explore “shared solutions” with communications and technology companies to
address encryption issues. Can you provide more details on what solutions are being considered? What
solutions does Canada support?

Thank you,
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From:

Sent: Wednesday, June 28, 2017 10:22 AM

To: 'Bardsley, Scott (PS/SP)'; Brien, Dan (PS/SP)

Subject: RE: Five Eyes comminque and interview with the Minister s.19(1)

Thanks, Scott. Let me know if an opportunity comes up. Even just five minutes would be great!

From: Bardsley, Scott (PS/SP) [mailto:scott.bardsley@canada.ca]
Sent: Wednesday, June 28, 2017 10:20 AM

To: Brien, Dan (PS/SP)
Subject: RE: Five Eyes comminque and interview with the Minister

Hi

The statement just went up online at https://www.canada.ca/en/public-safety-

canada/news/2017/06/canada hosts fivecountryministerialmeetingandquintetofattorneysg.html

We have to respectfully decline the interview request, however, due to other pressures on Minister Goodale’s time
today.

All the best,

Scott

Scott Bardsley

Press Secretary | Attaché de presse

Office of the Minister of Public Safety and Emergency Preparedness
Cabinet du ministre de la Sécurité publique et de la Protection civile
scott.bardsley@canada.ca | 613-998-5681

From @globeandmail.com]
Sent: Wednesday, June 28, 2017 10:14 AM

To: Brien, Dan (PS/SP); Bardsley, Scott (PS/SP)
Subject: Five Eyes commingue and interview with the Minister
Hi Dan and Scott,

I am following up on the Five Eyes meeting and hoping to get a copy of the communique as soon as possible. Do you
know when that will be coming out?

Also, would Minister Goodale be available for an interview about the five eyes meeting today? Hope to hear from you
soon. v

Thank you,

Reporter, Ottawa

000242



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

s.15(1) - Subv

Dronxk, Dashiell (PS/SP) .

From: : (PS/SP)

Sent: Wednesday, June 28, 2017 5:23 PM

To: . McCammon, Cindy (PS/SP); Levert, Jean-Philippe (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting
Encryption/decryption

Hi Cindy/JP,

We were using the word “fulsome” in its meaning of something being abundant or generous in its extent, or fully
developed. The intent was to imply that the Ministers had a candid discussion, which | understand they did.

if you’re concerned, I'd suggest using “candid” or dropping the adjective altogether.

Thanks,

From: McCammon, Cindy (PS/SP)

Sent: Wednesday, June 28, 2017 5:07 PM

To: o (PS/SP); Levert, Jean-Philippe (PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi JP and

n

The word “fulsome” in the first bullet doesn’t mean what you think it means. It actually means “excessively flattering.
Suggest you change that word “meaningful” or something similar, if that’s what you intended to say. '
Thanks,

Cindy

w CANADA 150

Cindy McCammon

Sr Communications Advisor, Portfolio Affairs and Communications Branch |

Conseillére principale en communications, Secteur des affaires du portefeuille et des communications
Public Safety Canada | Sécurité publique Canada

Telephone | Téléphone : 613-991-1269 NEW !

Mobile | Cellulaire : 613-219-4479

From: (PS/SP)

Sent: Wednesday, June 28, 2017 5:00 PM

To: Levert, Jean-Philippe (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP);
Davies, John (PS/SP); {PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi JP,
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' s.15(1) - Subv
Please see the DG-approved lines below:

e (Canada and representatives from Australia, New Zealand, the United Kingdom and the United States had
fulsome discussions on the challenges related to encryption during the recent Five Country Ministerial and
Quintet Meeting of Attorneys General. -

e Encryption has created gaps for law enforcement and national security agencies. It also remains critical to
safeguarding Canadians’ cybersecurity, the digital economy, and privacy. Five Eyes Ministers and Attorneys
General committed to explore shared solutions while upholding cybersecurity and individual rights and
freedoms.

e The public consultations on national security showed that the issue of encryption remains a concern for many
Canadians. The Government will support the Standing Committee on National Security and Public Safety in its
continued work to study these and other emerging technological issues related to cybersecurity.

From: Levert, Jean-Philippe (PS/SP)

Sent: Wednesday, June 28, 2017 3:54 PM

To: PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Clndy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP), Binne, Christine (PS/SP);
Davies, John (PS/SP); ~ {PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Much appreciated.
JP Levert

From: ’S/SP)

Sent: Wednesday, June 28, 2017 3:53 PM

To: Levert, Jean-Philippe (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP);
Davies, John (PS/SP); [PS/SP)

Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi JP,
Apologies — | was in a meeting and am just seeing this now.

| will endeavor to have a response to you shortly.

From: Levert, Jean-Philippe {PS/SP)

Sent: Wednesday, June 28, 2017 3:40 PM

To: , PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP); Binne, Christine (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption
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Hi Dashiell,

s.15(1) - Subv
Just following up. MO would like to see the lines before COB today.
Thanks,

JP Levert

From: Levert, Jean-Philippe (PS/SP)
Sent: Wednesday, June 28, 2017 3:12 PM
To: Binne, Christine (PS/SP); | (PS/SP)
Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); Green, Adam (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption
Thanks Christine,
can you confirm that your group is the lead on encryption?
Please advise as soon as possible.

Thanks,

JP Levert

From: Binne, Christine (PS/SP)

Sent: Wednesday, June 28, 2017 3:10 PM

To: Levert, Jean-Philippe (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP); Hatfield, Adam (PS/SP); Beecher, Sophie (PS/SP); (PS/SP); Green, Adam (PS/SP)
Subject: RE: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Hi JP,

Encryption is an NSPD lead so I'll leave it to them respond. I'm looping in Sophié (appears to be away today) and |
who | believe are the leads on this.

Hope that helps,

Christine

From: Levert, Jean-Philippe (PS/SP)

Sent: Wednesday, June 28, 2017 2:11 PM

To: Green, Adam (PS/SP); Binne, Christine (PS/SP)

Cc: Martel, Karine (PS/SP); Gowing, Andrew (PS/SP); McCammon, Cindy (PS/SP); Scott, Isabelle (PS/SP); Lachance,
Nathaly (PS/SP) ’

Subject: MO media request for input: Globe and Mail - Five Eyes Meeting Encryption/decryption

Good afternoon Adam, Christine,
Please see below, a media request MO received regarding the Five Eyes meeting, specifically encryption and decryption.

Please advise if you or someone in your team can provide input that specifically addresses the two questions.

3
000245



Document Released Under the Access to
Information Act / Document divulgué en vertu
de la Loi sur l'accés a l'information

s.19(1)

I found some high level lines on encryption. (See below)

Thanks,

JP Levert

DEADLINE: ASAP

REPORTER: - Globe & Mail

REQUEST: Since the Minister isn’t available for an interview, | am hoping you can answer some questions for me. Hoping
to hear back this afternoon, as | am filing for 5:30 p.m.

1.

2.

Australia’s Attorney-General George Brandis said he is confident in the Five Eyes’ plans to have technology firms
decrypt communications for law enforcement purposes. Where does Canada stand on the issue of decryption?
Does it support forcing communications operators to ensure they are technically able to hand over decrypted
data to the government? '

The communique says it will explore “shared solutions” with communications and technology companies to
address encryption issues. Can you provide more details on what solutions are being considered? What
solutions does Canada support?

High level lines on encryption:

The Government is committed to public safety through effective policing and protecting the individual rights of
Canadians, including privacy rights.

As Canadians integrate technological advancements into their lives, they are grappling with questions of privacy,
anonymity, and accountability both for themselves and for the broader community they live in. Technological
advancements, changes in law, court decisions, and the current threat environment are also shaping Canadians’
expectations of how police should operate in an online world. For example, encryption technologies help
Canadians to secure their personal information. At the same time, these technologies can also limit the ability of
law enforcement to investigate crimes.

Through the ongoing Consultation on Cyber Security, all Canadians will be able to share their views in view of
helping the Government and police balance their responsibilities and respond to the challenges of policing in
cyberspace. :

Jean-Philippe Levert

Communications Officer | Agent de communications

Media Relations Team, Public Affairs Division | Relations avec les médias, Affaires publiques
Public Safety Canada | Sécurité publique Canada

T (New) : 613-991-0657 | F : 613-954-4779

Bb: 613-220-5201

I *l Public Safety  Sécurité publique
Canada Canada

From: .

)@globeandmail.com]

Sent: Wednesday, June 28, 2017 12:57 PM
To: Bardsley, Scott (PS/SP); Brien, Dan (PS/SP)
Subject: RE: Five Eyes comminque and interview with the Minister
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Hi Scott and Dan,

Since the Minister isn’t available for an interview, | am hoping you can answer some questions for me. Hoping to hear
back this afternoon, as | am filing for 5:30 p.m.

1. Australia’s Attorney-General George Brandis said he is confident in the Five Eyes’ plans to have technology firms
decrypt communications for law enforcement purposes. Where does Canada stand on the issue of decryption?
Does it support forcing communications operators to ensure they are technically able to hand over decrypted
data to the government? )

2. The communique says it will explore “shared solutions” with communications and technology companies to
address encryption issues. Can you provide more details on what solutions are being considered? What
solutions does Canada support?

Thank you,

From:

Sent: Wednesday, June 28, 2017 10:22 AM

To: 'Bardsley, Scott (PS/SP)'; Brien, Dan (PS/SP)

Subject: RE: Five Eyes comminque and interview with the Minister

Thanks, Scott. Let me know if an opportunity comes up. Even just five minutes would be great!

From: Bardsley, Scott (PS/SP) [mailto:scott.bardsley@canada.ca]
Sent: Wednesday, June 28, 2017 10:20 AM

To: Brien, Dan (PS/SP)
Subject: RE: Five Eyes comminque and interview with the Minister

Hi P

The statement just went up online at https://www.canada.ca/en/public-safety-

canada/news/2017/06/canada_hosts fivecountryministerialmeetingandquintetofattorneysg.html

We have to respectfully decline the interview request, however, due to other pressures on Minister Goodale’s time
today.

All the best,

Scott

Scott Bardsley

Press Secretary | Attaché de presse

Office of the Minister of Public Safety and Emergency Preparedness
Cabinet du ministre de la Sécurité publique et de la Protection civile

scott.bardsiey@canada.ca | 613-998-5681

From: fglobeandmail.com]
Sent: Wednesday, June 28, 2017 10:14 AM
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To: Brien, Dan (PS/SP); Bardsley, Scott (PS/SP) s.19(1)

Subject: Five Eyes comminque and interview with the Minister
Hi Dan and Scott,

I am following up on the Five Eyes meeting and hoping to get a copy of the communique as soon as possible. Do you
. know when that will be coming out?

Also, would Minister Goodale be available for an interview about the five eyes meeting today? Hope to hear from you
soon.

Thank you,

| Reporter, Ottawa
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Dronxk, Dashiell (PS/SP)

From: Laverdiere, Patricia (PS/SP)
Sent: Wednesday, July 12, 2017 11.01 AM
To: Estrin.Kayla; McNamara.Logann; Bobyk, Blair; Pollard, Dean; Lopez de Aragon, Marcelo;
. Douglas, Michelle; Francoeur, Tania; Gauvreau, Michael (PS/SP)
Cc: . Welsh, Crystal (PS/SP); Dorgan, Erin (PS/SP); Green, Adam (PS/SP)
(PS/SP); Banerjee, Ritu (PS/SP)
Subject: Draft FCM 2017 outcomes document for review
Attachments: PS-SP-#2291185-3-FCM 2017 - Outcomes and Agreements - DRAFT.DOCX

Good morning,
I hope you all had time to rest after the FCM. Thank you again for all your help in planning this conference.

Following the events, on June 27", the FCM coordinators from CAN (PS and IRCC), NZ, the UK and the US met to discuss
the content of the outcomes document based on June 26™ discussions between Ministers and the templates content.
Taking into account what was discussed at that meeting, we are sending you the first draft of the FCM 2017 outcomes
document.

We plan to send a revised draft of this document based on your comments to the FCM Sherpa community early next
week.

We would appreciate if you could provide comment on this document by COB July 17" . We understand that due to
summer vacations, you might have to forward this document to your colleagues.

The next steps will include gathering the FCM Sherpas/coordinators comments and modifying the document
accordingly. We will then send the document to the FCM ESG representatives, and finally to the Ministers present on
June 26" for final approbation. We will consult your departments at every stage of the approval process. The goal is to
have a final outcomes document by early August.

Thank you very much and don’t hesitate to contact us if you have any questions,

Patricia Laverdiere

National Security Policy Directorate / Direction générale des politiques de sécurité nationale
. Public Safety Canada / Sécurité publique Canada

patricia.laverdiere@canada.ca

Phone: (613) 993-4995

BB: 613-302-2725
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MORE CYBER AT WHITE HOUSE 'TECH WEEK' - White House staffers will meet with outside tech
experts on Thursday to discuss cybersecurity issues with internet-connected devices. The Office of Science and
Technology Policy event will focus on drones, driverless cars, 5G wireless technologies and the internet of
things, and an OSTP spokesman told MC that the breakout session on 5G and IoT will include a discussion of
security issues. That session's three components are "Infrastructure and Connectivity," "Implications of an

- Interconnected World" and "Economic and Labor Impacts," according to OSTP spokesman Ross Gillfillan.
"Security will be most prominent in the middle section, but will also probably be touched on in the others as
well," Gillfillan told MC. Attendees at the meeting will include OSTP senior policy adviser Winter Casey,
Deputy U.S. Chief Technology Officer Michael Kratsios, FCC Chairman Ajit Pai and Grace Koh, the special
assistant to the president for technology, telecom and cybersecurity policy at the National Economic Council.

DEFENSE POLICY BILL'S CYBER NUGGETS - The House Armed Services Committee on Tuesday
began rolling out its version of the new annual defense policy bill, known as the National Defense
~ Authorization Act. The Emerging Threats and Capabilities Subcommittee mark approves President Donald
Trump's $647 million request for U.S. Cyber Command and incorporates a stand-alone measure that augments
congressional oversight of the organization. The section also authorizes $10 million for the Pentagon's Cyber
Scholarship Program and directs DoD to brief lawmakers about how it is working to implement
recommendations contained in recent reports from the Defense Science Board on cyber deterrence and the
cyber supply chain. The measure also directs the Government Accountability Office to assess the various cyber
training efforts within the military services to figure out if the programs are, among other things, meeting their
own goals.

DIGITAL ACCESS, BUT NOT ENCRYPTION, AT EU JU STICE MEETING - Attorney General Jeff
Sessions discussed getting investigators access to data stored overseas, with his European Union counterpart at
last week's EU-U.S. Ministerial Meeting on Justice and Home Affairs, according a readout of the meeting. The
conversation between Sessions and EU Justice Commissioner V??ra Jourova - which took place in Malta on
June 16 - addressed "the question of access by law enforcement authorities to electronic evidence," the
European Comm1ssmn said . The Justice Department has been working with the EU and other international
partners to refine the process through which it requests data that American companies store on forelgn servers.
A federal appeals court ruled last July that the government's use of the Stored Communications Act to demand
foreign-stored data was improper, but more recently, two district courts have disagreed.

Access to data stored overseas is only one of the cyber challenges that Sessmns faces at the Justice
Department, w1th the other major issue being encryption. In March, Jourova suggested that the two would
discuss encryption at the Malta meeting, but an EU spokeswoman said it didn't come up. "Commissioner

" Jourova updated [Sessions] on the current discussions at [the] EU level" around cross-border data access,
spokeswoman Melanie Voin told MC. A Justice Department spokeswoman declined to comment beyond the
EU readout. Separately, on June 8, Jourova briefed the EU Justice and Home Affairs Council on ways to
resolve legal issues around data access. "Based on the discussion between Justice ministers," Voin said, "the
Commission will prepare a legislative proposal by the end of this year or early 2018."

SOME DETERRENCE, AT LEAST - Congress, and especially congressional Republicans, are prone to
saying the United States doesn't have an effective deterrence policy in cyberspace. But House Homeland
Security Chairman Mike McCaul says rivals like China and Russia understand they can't go too far. "They do
know that we have the power to shut things down. I still contend we have the greatest cyber offensive capability
in the world," McCaul said Tuesday at a Council on Foreign Relations event. For China and Russia, "the
destructive attacks are potentially there," he said, specifically citing the potential to turn the switch off on
America's power grids.

But, McCaul asked: "Are they going to use it? Just like the atomic, nuclear age, that deterrent factor, they don't
want the same attack on them." Still, McCaul believes the United States should have responded more
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aggressively to Russia's alleged election interference and said he doesn't think Russia will respond to

diplomacy. The Trump administration has argued that new Senate-passed sanctions legislation (S. 722) may

restrict its options during discussions with Moscow. That bill is now tied up in the House, with Republicans
- raising concerns it might have run afoul of a constitutional requirement.

STATE LAUNCHES ELECTION SECURITY STUDY - New York Gov. Andrew Cuomo on Tuesday
ordered his State Cybersecurity Advisory Board to review election security and produce recommendations
within 90 days to shore up cyber defenses. "Recent reports of foreign hacking on the American electoral system
are highly disturbing, and New York will do everything in its power to continue to secure our electoral system
and protect the sanctity of our elections," Cuomo said . "In the absence of a concerted federal response, New
York State is stepping up to ensure we are prepared for the serious cyber threats facing our electoral system."

IT'S THE PRINCIPLE(S) OF THE THING - The U.S. Chamber of Commerce on Tuesday issued a draft set
of principles to help develop "fair and accurate" ratings that security professionals can use to evaluate an
organization's digital defense efforts. The outline is aimed at preventing "inaccurate, irrelevant, incomplete, or
unverifiable" security ratings, Ann Beauchesne, senior vice president of the Chamber's National Security and
Emergency Preparedness Department, wrote in a blog post. The list of six principles includes transparency, the
right to challenge or clarify a rating, and confidentiality. Consumers and companies "need to have confidence
that ratings are based on actionable, relevant information evaluated through a clear, articulable algorithm or
data-driven process," according to Beauchesne.

TWEET OF THE DAY - We're mostly sharing this one because of the GIF. Like, what?

RECENTLY ON PRO CYBERSECURITY - Sen. Claire McCaskill is seeking information from Booz Allen
Hamilton about sensitive military information the intelligence contractor left on a public server. ... White House
press secretary Sean Spicer said he hasn't discussed with Trump whether he accepts spy agencies' conclusion
that Russia was behind 2016 election meddling. ... Leaders of the Senate Judiciary Committee are set to meet
with special counsel Robert Mueller, who's conducting the Russia probe. ... The Senate Judiciary panel next
week will hold a hearing on expiring snooping powers under the Foreign Intelligence Surveillance Act.

REPORT WATCH

- Only 1 percent of government websites are equipped to deal with sophisticated bot attacks, according to new
data out this morning from Distil Networks and the Online Trust Alliance. Overall, 95 percent of sites across all
sectors are unable to protect against such advanced threats, the study concludes.

QUICK BYTES

- "Despite concerns about blackmail, Flynn heard CIA secrets." The New York Times.

- Attorney General Sessions has retained a personal attorney. The Washington Post.

- Sen. John McCain on whether he's seen the Senate health care bill: "No, nor have I met any American that has.
I'm sure the Russians have been able to hack in and gotten most of it." Bloomberg.

- Wired goes deep on Russian hackers' activity in Ukraine.
- "ISS World: The traveling spyware roadshow for dictatorships and democracies." CyberScoop.
- Australia is moving its classified information from a private data center after a Chinese consortlum bought a

stake in the company handling the materials. Voice of America.
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- Turnabout! Nextgov.
That's all for today. Where's Tobey Maguire when you need him?
Stay in touch with the whole team: Cory Bennett (cbennett@politico.com, @Cory_Bennett); Bryan Bender

(bbender@politico.com, @BryanDBender); Eric Geller (egeller@politico.com, @ericgeller); Martin Matishak
( mmatishak@politico.com , @martinmatishak) and Tim Starks (tstarks@politico.com, @timstarks).

To view online: .
http://www.politico.com/tipsheets/morning-cybersecurity/2017/06/21/cyber-regulations-election-security-on-
the-congressional-agenda-today-220956
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