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Govemment of Carada  Gouvarnement du Canada
Privy Council Office Buredti 8y Cangsil prive

Ottawa, Canada

KI1A DAZ CONFIDENTIAL

MEMORANDUM FOR THE PRIME MINISTER
c.c.. Michael Wernick

CYBER INCIDENT AT BELL CANADA
{(Information only)

SUMMARY

This note provides an overview of a recent cyber incident at Bell and its current status, including
engagement with the federal government.

On May 15, 2017, Bell Canada released a media statement indicating it was a victim of a data
breach impacting 1.9 million customer email addresses and 1,700 names and phone numbers
(TAB A). Bell stated that the incident was not connected to the recent WannaCry ransomware
attacks, and that there was no indication that any financial, password or sensitive personal
information was accessed. The statement indicated Bell has engaged the Office of the Privacy
Commissioner and the Royal Canadian Mounted Police (RCMP).

Media reported that the data posted online appeared to be contact information of
150 Bell contractors and employees, as well as email addresses of Bell's customers.

On May 16, 2017, Bell began notifying impacted customers and recommended precautionary
measures to prevent fraud and malware infections. Under current privacy laws, Bell is not
legally required o notify affected customers or the Privacy Commissioner of the data breach,
but longstanding best practice guidelines and mandatory breach reporting requirements, to
take effect in late 2017, were probable factors for Bell's proactive disclosure. As the

Privacy Commissioner seeks to more fully carry out his investigative and compliance powers,
data breach reporting and discussions about data security are expected to take place with
greater frequency, transparency and awareness.
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Bell Canada statement about illegal access of customer information
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