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EXECUTIVE SUMMARY 

The following constitutes the National Security and Intelligence Review Agency's (NSIRA) first 
classified annual report to the Minister of Public Safety and Emergency Preparedness in fulfilment 
of section 32 of the NS1RA Act.' 

NSIRA considers this report an important tool in supporting the Canadian Security Intelligence 
Service's (CSIS) accountability to the Government of Canada. NSIRA intends to use this report not 
just to fulfil our statutory responsibilities, but also to raise issues that merit Ministerial attention. 

This report highlights CSIS's non-compliance with the law in terms of its human source activities, 
and its use of new and emerging technologies. Contributing factors 

CSIS will continue to overate with an elevated level of legal 
risk. 

1 Please note that this report covers only five months of activity following the creation of NSIRA. In addition, the 
completion of this report was delayed as a result of the COVID-19 pandemic. 
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INTRODUCTION 

During the 2019 review period, NSIRA completed three reviews of CSIS's activities, summarized in 
Annex A. Reviews completed by the Security and Intelligence Review Committee (SIRC) are 
summarized in Annex B. These summaries are included in this report as required by section 12(1) 
of the transitional provisions related to the NSIRA Act in the former Bill C-59. The complete 
classified versions of both the NSIRA and the SIRC reviews were provided to your predecessor. 

Stemming from these reviews, three significant compliance issues were identified that NSIRA 
believes warrant highlighting here. NSIRA found that certain CSIS activities were non-compliant 
with the law and Ministerial Direction. Also discussed below are the compliance challenges that 
new and emerging technologies are posing for CSIS 

Finally, NSIRA has identified ongoing policy-related issues that are affecting CSIS's ability 
to remain compliant with the law and Ministerial Direction. 

CHALLENGES TO COMPLIANCE 

Federal Court Decision 

The Security and Intelligence Review Committee (SIRC), in its final certificate, informed your 
predecessor in March 2019 that CSIS had undertaken a series of human source operations despite 
CSIS having been advised that they were very likely unlawful. In addition, it noted CSIS's lack of 
candour regarding its legal predicament in relation to these human source activities to both your 
predecessor and to SIRC. 

As you know, CSIS received legal advice in early 2017 following a SIRC recommendation that CSIS 
seek legal advice regarding whether CSIS employees and human sources are protected by Crown 
immunity. SIRC was not aware of the substance of the advice until it was provided to SIRC in 
January 2019, despite SIRC's previous inquiries about CSIS's response to the SIRC recommendation. 
Despite these setbacks, NSIRA is committed to working with CSIS to ensure the timely and effective 
receipt of the information NSIRA requires to carry out its review mandate. 

In July 2020, the Federal Court released a decision regarding CSIS's human source activities and 
recommended that there be a comprehensive review of the systemic, governance and cultural 
shortcomings that allowed these illegal activities to happen. In your June 23, 2020, letter you tasked 
NSIRA with this review under paragraph 8(1)(c) of the NSIRA Act. This review is now underway, 
and will focus primarily on CSIS and the Department of Justice (Doll The review is being led jointly 
by two current members of NSIRA: the Honourable Marie Deschamps and Professor Craig Forcese. 
We hope to complete the review in 2021, although given the uncertain future course of the COVID-
19 pandemic, delays are possible. 

New and Emerging Technology 

NSIRA is keenly aware that Canada's national security and intelligence agencies need to adopt new 
and emerging technologies to circumvent or get ahead of the capabilities of their subjects of 
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investigation. Unfortunately, many new technologies can be used in ways that erode individual 
privacy and increase the intrusiveness of intelligence collection. Consequently, it is vital that as 
collection methods and technologies evolve, CSIS receive timely legal support regarding the use of 
these new techniques. CSIS must also develop and maintain robust policies and processes 
governing these techniques' use to ensure compliance with ever-evolving jurisprudence. 

For example, in NSIRA's review of CSIS's use of certain geolocation information (NSIRA Review 
2018-05),2 1 

CSIS's use of geolocation information in this instance may have 
breached section 8 of the Canadian Charter of Rights and Freedoms (the Charter). On March 16, 
2020, I wrote to you that NSIRA believes that the activity, without the use of a warrant, may not 
have been in compliance with the law. My letter was submitted to you, along with a classified copy 
of the review, as required by section 35 of the NSIRA Act. According to the NSIRA Act, you are 
required to forward the matter to the Attorney General of Canada together with any comments you 
consider appropriate. 

NSIRA is of the view that in the current environment - where the law surrounding the collection of 
personal information and Canadians' expectations of privacy are changing rapidly -

Indeed, CSIS's growing use of new and emerging technology 

Indeed, NSIRA has recommended _ 
that CSIS develop a policy that would require CSIS to undertake an assessment of the risks -
including legal risks - when information is collected through new and emerging technologies 
that could contain private information. 

Minister, 
legal risk 

CSIS will continue to operate with an elevated level of 

It should be noted, however, that the risks to CSIS of a changing legal and technological 
environment are not limited to compliance; such changes can also have serious effects on CSIS's 
operational effectiveness if not addressed in a timely manner. For example, in SIRC's review of 
CSIS's use of Basic Identifying Information (BII) (SIRC Review 2018-09),3 SIRC found that recent 
changes to the BII process brought about by Federal Court decisions have made the timely 
collection of BII challenging for CSIS. 

2 ' 

3 
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NSIRA recommended that 

NSIRA understands the considerable policy burden new legislation or Ministerial Direction can 
have on any organization, including CSIS. 

CSIS is engaged in a long-term effort to renew the policies and procedures governing its operations. 

THREE-YEAR REVIEW PLAN 

The issues noted above informed the development of NSIRA's three-year review plan. This plan is 

designed to ensure that reviews are conceived and prioritized in a systematic manner. 
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In particular, NSIRA views the challenges to accountability and compliance posed by CSIS's use of 
new technology as a priority for review. NSIRA will be conducting a number of reviews in this area 
over the coming years. 

NSIRA is required, each calendar year, to review departments' implementation of direction issued 
under the Avoiding Complicity in Mistreatment by Foreign Entities Act. 

4 

In the year to come, NSIRA inter-agency reviews will focus on topics such as Canada's information 
captured on the battlefield, biometrics, as well as disclosures made under the Security of Canada 
Information Disclosure Act. All of these reviews will involve CSIS to varying degrees. 

Finally, NSIRA is required to review new Ministerial Direction issued to CSIS. 

ONGOING ENGAGEMENT 

As for NSIRA, we are committed to publishing redacted versions of our reviews as soon as possible 
after they have been provided to Ministers, rather than waiting for the inevitable request under the 
Access to Information Act. We are working with departments and agencies to ensure that this new 

4 CSIS-related aspects of this review will be addressed in NSIRA's next Annual Report to you on CSIS. 
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approach is as timely and efficient as possible. Our goal is to ensure that injurious national security 
and intelligence information is protected, while providing the public with genuine insight into the 
results of our reviews. 

We feel strongly that this approach is a natural extension of the principles underpinning NSIRA's 
mandate. This approach also aligns with the Government's own push for greater transparency in 
the realm of national security. It is also an approach consistent with the preamble to the National 
Security Act, 2017, which created NSIRA. We would appreciate your support for this initiative. 

More generally, NSIRA would also welcome ongoing engagement with your officials in Public Safety 
Canada in support of CSIS's accountability to you. We would also welcome your suggestions 
regarding future review topics and any concerns you may have. 

In addition, every calendar year NSIRA is required by statute to brief you on the activities of CSIS. 
We look forward to holding this discussion later this year. We will be reaching out to your office to 
arrange a briefing and continue the conversation begun by this report. 
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ANNEX A: HIGHLIGHTS OF 2019 NSIRA REVIEWS OF CSIS 

Review of CSIS Internal Security 

This review was a follow-up to a 2013 study of CSIS's internal security 
The new review found that while 

there remained 
NSIRA recommended that CSIS update applicable policy 

and procedures on 

Review of CSIS's Use of Geolocation Information 

NSIRA found that there was a risk that 
CSIS had breached section 8 of the Charter. NSIRA recommended that CSIS review 

and make a determination as to which of the operational reports generated were in 
breach of section 8 of the Charter. These operational reports and/or any documents related 
to those results should be purged from its system. In addition, NSIRA recommended that 
policy be developed or amended, as appropriate, 

NSIRA further recommended that a policy centre for this 
be clearly identified. 

Review of CSIS Information Sharing 

NSIRA found that 

NSIRA recommended that 

NSIRA also found that 

NSIRA 
recommended that 
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ANNEX B: HIGHLIGHTS OF FINAL SIRC REVIEWS 

Prior to the creation of NSIRA, SIRC completed the following reviews which have not yet been 
published. As required by subsection 12(1) of the transitional provisions of NSIRA Act in the former 
Bill C-59, these are summarized here for your awareness. 

Review of CSIS Foreign Station: 

SIRC reviewed the activities of CSIS's foreign station SIRC found that 
intelligence collection was well aligned with Ministerial Direction, and that CSIS's presence in 

- had improved Canada's understanding of threats to 
national security in the region. SIRC, however. 
related to CSIS's foreign arrangements, for which had not sought new or renewed 
assurances from foreign entities since 2010. SIRC stated 

Review of CSIS's Relationship with Communication Service Providers (CSPs) 

This baseline review examined CSIS's practices for acquiring information from traditional and "non-
traditional" Communication Service Providers (CSPs). SIRC found that changes to CSIS's compliance 
governance system have enhanced the overall management of compliance risks in the context of 
warranted operations. SIRC is satisfied with the action taken by CSIS in the cases reviewed to 
manage the risks identified through this process. SIRC also found that CSIS took action to manage 
the risks, and reported incidents of non-compliance that involved powers executed under the 
authority of a warrant, to the Federal Court, and in certain cases, to the Minister and to SIRC. 

Review of CSIS Foreign Station: 

SIRC reviewed the activities of CSIS's foreign station All of the foreign liaison 
arrangement in this Area of Responsibility (AoR) 

SIRC found 
with foreign agencies during the review period. However, SIRC recommended 

In addition, SIRC found that 

SIRC recommends that 

Review of CSIS Investigation of Foreign Influenced Activities 

This review looked at the investigation of the foreign influenced activities 
. SIRC found that 
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and CSIS complied with its internal policies. 
SIRC recommended that 

SIRC also found that advice from CSIS on the threats to the security of 
Canada 

SIRC also recommended that 

Review of CSIS's Threat Reduction Measures 

This review was conducted pursuant to the CSIS Act, which stipulated that SIRC review each year 
"at least one aspect of the Service's performance in taking measures to reduce threats to the 
security of Canada." SIRC found that all Threat Reduction Measures (TRMs) reviewed were in 
compliance with the CSIS Act, Ministerial Direction and applicable policies and procedures. SIRC 
also reviewed CSIS's evaluation of its threat reduction activity - i.e. performance measurement. All 
Five-Eyes partners have faced challenges evaluating their disruption activities. SIRC found that CSIS 
is making efforts to improve its performance measurement, but that work remains to be done. 
Particular attention will have to be paid to assessing intermediate and strategic outcomes, leaving 
as little room as possible for subjectivity. 

Review of CSIS's Engagement with Foreign Intelligence Services Operating within Canada 

This study examined CSIS's foreign intelligence relationships and how CSIS strategically manages 
foreign agency activities within Canada or with Canadians. SIRC found that incremental changes to 
Ministerial Direction and CSIS policies have collectively reduced the requirement to inform the 
Minister about foreign activities within Canada. SIRC found that 

In addition, SIRC found that 

SIRC recommended that 

. SIRC also found that 

SIRC recommended that 

Review of CSIS Activities Involving Basic Identity Information 

This review examined CSIS's use of Basic Identifying Information (BII) obtained from 
Communications Service Providers (CSP). SIRC found that recent changes to the BII process 
brought about by Federal Court decisions have made the timely collection of BII challenging for 
CSIS. SIRC recommended that 
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Options should bear in mind the important privacy and Charter dimensions of Bil. SIRC also found 

S1RC recommended that I 

1 SIRC recommended that 

nis snouia include procedures tor the assessment of Bli 
collected, and its destruction, segregation or other special handling when it is unlikely to be of 
significant value or relevance. 

Review of CSIS's Foreign Intelligence Collection Program 

This review explored how CSIS managed the increased demand for section 16 operations 

Despite these issues, when executed efficiently, SIRC found 
SIRC also found 

that 

SIRC recommended that 
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Canadian Security 
Intelligence Service 

Director - Directeur 

MEMORANDUM TO THE MINISTER 

Service canadien du 
renseignement de securite 

CCM # 36279 
SECRET 
For Information 

NOV 3 0 2020 

NSIRA's Annual Classified Report to the Minister 

SUMMARY 

Pursuant to its statutory obligations, the National Security and Intelligence Review 
Agency (NSIRA) provided you with a copy of its first annual classified report on the 
Canadian Security Intelligence Service (CSIS) on October 30, 2020. 

• This report identifies three compliance issues facing CSIS, describes its intended review 
plan for the next three years, as well as appends a summary of NSIRA reviews 
conducted in 2019 and an overview of final reports prepared by the former Security and 
Intelligence Review Committee. 

• The Service is well attuned to the challenges identified by NSIRA in this report, and has 
over the past fewyears undertaken a number of concrete steps to address the concerns. 

BACKGROUND: 

Pursuant to its statutory obligations, the National Security and Intelligence Review Agency 
(NSIRA) has submitted its first annual classified report on Canadian Security Intelligence 
Service (CSIS) activities. It includes an overview of the three compliance issues facing CSIS, 
relating to the Federal Court decision in the en bane matter, risks relating to CSIS' use of new 
and emerging technologies necessary to fulfilling CSIS' mandate, 

Further, the report identifies NSIRA's priorities for the next 
three years, and seeks your views on any areas that you would like to have reviewed. 

Appended to the report is a summary of the three reviews undertaken during the 2019 review 
period: a follow-up to the 2013 review of CSIS' Internal Security program, its review of CSIS' 
use of geolocation information, and its review of the CSIS' Information sharing practices with 
foreign entities. It also includes highlights of the Security Intelligence Review Committee's final 
reviews and some of the key recommendations. Unclassified summaries of these reviews will 
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feature as part a NSIRA's annual public report, which was sent to the National Security and 
Intelligence Advisor on November 2,2„ 2020. Tabling of this report by the Prune Minister is 
required within 15 sitting days, which is no later than December I I, 2020. 

NM:RA intends to, proactively publish redacted versions of its classified reports. While there is 
no explicit provision in the MIRA Act,1 am pleased to advise that CSIS has been supporting this 
effort, and a number'of reviews have been redacted with others underway. NSIRA has asked you 
for, support in this regard, in part given the alignment with the Government's transparency 

CSIS is available to assist Public Safety officials in the development of a protocol to 
govern this process, includingestablishing mutually acceptable timelines for redactions. 

Of note, there are currently a total of 13 NSIRA reviews that focus on CS1S's mandate and 
activities, including in accordance with NSIRA's statutory obligations and CMS' cooperation 
with domestic partners. Many of these meat varying stages of the review process, and NSIRA 
has adopted tight timelines in accordance with its priorities and to align with Committee 
meeting& The pace of review work has proved to be quite challenging in light of the ongoing 
pandemic, and as such, CSIS is working with NSIRA to further clarify priorities and ensure 
internal resources are allocated accordingly. 

DISCUSSION:

Feeleral Court Findings 

NSIRA highlights the recent Federal Court decision in the en bane matter along with a brief 
background relating to human source operations that were likely in contravention of provisions 
of the Criminal Code. The Review Agency provides an update on the ongoing review, noting its 
tentative plan to complete it in 2021. On November 3, 2020, you also received a copy of the 
Review Agency's final terms of reference that defines the intended scope and approach, The 
Deputy Minister of Justice and I will meet with the two members on November 25, 2020 to 
discuss the review and way forward. 

I want to assure you that CSIS is actively supporting the review. Multiple CSIS senior officials 
have delivered background briefings to situate the Review Agency on efforts that have been 
implemented and others underway to address identified concerns: CSIS is also responding to 
multiple requests for additional information and will be hosting further briefings in December. 

New and emerging technologies 

While acknowledging the need for CSIS to employ new and novel technologies and techniques 
in support of its mandate, NSIRA cautions on the risks that such technologies pose, drawing on 
its findings in the Geolocation review to illustrate this concern. Given the evolving legal 
landscape relating to the collection of personal infonnation and the need for timely legal advice 
to support CSIS' activities, NSIRA recommends that CSIS develop a policy that would require 
an assessment of risks when information is collected through new and emerging technologies. Of 
note, this recommendation is extrapolated from the one highlighted in NSIRA's review of CSIS' 
Use of Geolocation Information (referenced in Annex A of the Classified Report). At the thne, 
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CSIS agreed with the recommendation, and was addressed through the refinement of its internal 
standard operating procedures and additional legal advice sought in the context of use of 
geolocation data. 

More generally, CSIS is well attuned to these challenges. The Government also recognized the 
need for additional support through partial funding in Budget 2019 to enhance CS1S1 compliance 
framework. Other efforts have been implemented that address NSIRA's broader 
recommendation. For example, CSIS is implementing its new compliance framework, which will 
include technical experts to help identify and assess risks. Futther, in accordance with the 2019 
Ministerial Direction on Accountability, CSIS now consults with Public Safety on plans or 
proposals to use novel techniques and technologies. Given the importance of CSIS' mandate, the 
complexity of the current legal issues and the ongoing evolution in case law, CMS is actively 
working with the Depariment of Justice to enhance the capacity of legal services available to 
deliver timely and practical legal advice. 

Additional consideration on how best to address this challenge will also be explored in the 
context of ongoing work to revamp the CSIS Policy;Framework, as well as the implementation 
of - a project created following an independent external review by former 
Deputy Minister and Attorney (metal Moths Rosenberg on the systematic challenges impacting 
CSIS' ability to meet its duty of candour obligations to the Federal Court 

NSIRA also highlighted the challenges facing CSIS ,in obtaining basic identifying information, 
and its recommended that options be explored by CSIS, Public Safety and the Department of.
Justice. CSIS agreed with this recommendation, and has sensitized counterparts on the:need for 
timely access to this information in support of ongoing investigations. 

As many of the tools and techniques critical for a modern intelligence agency were not available 
at the time the CSIS Act was drafted, CSIS has undertaken considerable policy work 

and explore potential solutions, this includes consideration,of its 
section 21 (warrant) authorities. In light of NSIRA's offer for you to identify any areas of 
interest for review, you may wish to consider asking 'NSIRA to conduct a review of the CS1S Act 
and other national security legislation that impacts CSIS' ability to deliver on its critical mandate 
and provide timely and relevant advice on national security threats. 
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This Policy will 
be unclassified so that' it can be released publically as part of enhancing transparency around 
CS1S' internal  governance. Priority is also being placed on clearly defining principles and 
requirements for CSIS' section 12 (national security investigations) and section 15 (security 
screening investigations). 

It is also worth noting that some of the delay in reducing the backlog is attributable to the 
considerable efforts placed on creating entire governance frameworks to enable CSIS' to 
effectively and appropriately leverage its new legislative authorities relating to threat reduction, 
the justification framework and the dataset regime. 

An established and concrete plan, with defined timelines, has been developed to support this 
effort. CSIS is actively exploring ways to further enhance its capacity to update and maintain 
current operational policies and procedure. 

Three Year Work plan 

Contained within the annual report is also an overview of NSIRA's three year review plan; many 
of.the intended reviews were previously identified to CSIS, and others — such as the 
technological overview of CSIS' warranted powers, CSIS' use of biometrics and the 2020 review 
pursuant to the Avoiding Complicity in Mistreatment by Foreign Entities Act — have already been 
initiated. Of note, NSIRA has signaled its intent to review CSIS' implementation of the 2019 
Ministerial Direction on Accountability, which will likely also consider Public Safety's role as 
elaborated in the CSIS-PS Framework for Cooperation. 

NEXT STEPS: 

The Annex to the report includes highlights of key reviews and some of the recommendations 
contained therein. I would highlight that CSIS has accepted or partially accepted most of the 
recommendations, and undertaken a number of steps to address the recommendations or modify 
policies and procedures accordingly. Efforts are underway to review our internal approach to 
recommendation tracking as well as how best to coordinate and support a whole of government 
approach on, recommendations stemming from horizontal reviews. 

Pursuant to the NSIRA Act, the Review Agency must meet with you, each calendar year, to 
provide a briefing on CRS' powers, duties and function& It is anticipated that this briefing will 
be held before the end of December 2020. CSIS can provide you with any further information 
required to support your participation in that meeting. 
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As CSIS continues to support a number of ongoing reviews, some of which are in the final 
stages, I will continue to keep your office and Public Safety officials updated on developments. 

As always, if you require any further information, please do not hesitate to let me know. 

David eault 

cc. Deputy Minister, Public Safety Canada 
Deputy Minister, Justice 
National Security and Intelligence Advisor 

Enclosure (1) 

This information is shared with your organization for intelligence purposes only and may not be used in legal proceedings. This 
document may not be reclassified, disseminated or disclosed in whole or in part without the written permission of CSIS. This 
document constitutes a record which may be subject to exemptions under the Federal Access to information Act or Privacy Act or 
under applicable provincial or territorial legislation. If a request for access under these acts is made, the receiving agency must 
consult CSIS in relation to applying the available exemptions. Further, CSIS may take all necessary steps under section 38 of the 
Canada Evidence Act or other legislation to protect this information. If you learn that this information has or may be disclosed, 
that these caveats have not been respected or if you are unable to abide by these caveats, inform CSIS immediately. 
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The Honourable Bill Blair, PC MP 
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269 Laurier Avenue West, 19th Floor 
Ottawa, Ontario K1A OP8 

Dear Minister Blair: 

Office de surveillance des activites en 
matiere de securite nationale et de 

renseignement 

SECRET 

October 30, 2020 

Please find enclosed the first annual report on the Canadian Security Intelligence Service 
(CSIS) completed by the National Security and Intelligence Review Agency (NSIRA). 

This report is provided pursuant to section 32 of the NSIRA Act. Under section 32, the NSIRA 
is required to provide you with an annual classified report on CSIS. The annual report must 
include information regarding CSIS's compliance with the law and ministerial direction, as 
well as the reasonableness and necessity of CSIS's exercise of its powers. 

In this report, NSIRA identifies three significant compliance issues. We are highlighting them 
as part of our commitment to ensuring the accountability of CSIS activities. These issues were 
originally identified in NSIRA reviews or the reviews of our predecessor organization, the 
Security and Intelligence Review Committee (SIRC). 

Included with this report are summaries of the unpublished final reviews of SIRC. They are 
included here as required by section 12(1) of the transitional provisions related to the NSIRA 
Act in the former Bill C-59. NSIRA is now redacting these reviews for open publication. 
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Ottawa, Canada KIP 5W5 
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If you wish to discuss this report or have any questions or comments, I would be pleased to 
meet with you at your convenience. Please note that NSIRA is required, under 37(1) of the 
NSIRA Act, to provide you with an annual briefing, which we will arrange with your office. 

Yours sincerely, 

Dr. Ian Holloway, PC CD QC 
Acting Chair 

cc: Rob Stewart, Deputy Minister of Public Safety 


