Use Case 1: Finding Orbs
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Benefits

Automated Vulnerability Assessment
— Using Vulnerability Profiles for Remote and Content Delivery vectors

Automated Target Development and Monitoring
— |dentify and characterise target machines

Profiles machines, including:

— Browser, OS, PSP, Patch History

— Activity

— Download
Automated Target Technology Tracking (Stats & Trends)
— Browsers, OS, PSP etc

ORB Identification

— |nitial ten fold increase in Orb |dentification rate over manual process




Defining Attributes
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= Name - I~
Q
= Description : ,\@")
i FUEL: DNS Request S
" Type Machine Communication m

= Data sources Attributes QT
HTTPS _connection S

Open port (25, 80, 443)

-—® Server banner (Server: Apache)

—e PSP fingerprint (Kaspersky v7.01)

XFF (192.168.2.1)

Web Request (test.exe, file.pdf)

DNS Name (webhost.com) SNMP sysname




MUGSHOT GOALS

*= Automated Target Characterisation and

Monitoring

= Automatically understand everything important about CNE target
networks from passive and active sources.

" Automated Un-Targeted Characterisation

= Automatically understand everything important about all
machines on the Internet from passive and active sources.




