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Legal Authorisation Flowchart: TARGETING

individual?

Is the target named on a 16(3)
authorisation?

NO N\_¥ES
\

' Do yciu believe the target is in
the UK? (see footnotes 1,2)

SUMMARY
tionality 2nd Party Other or
| acation UK /BOT unknown
UK Warrant Warrant Warrant
2 Party/BOT STA STA STA
Other or unknown STA STA Nil
Are you targeting the comms of a NO Filtering without targeting needs no

particular company, organisation or | —— ! additional authorisation. For tasking,

consult the collection flowchart

Some domains/IPs/VVPNs are
for specific organisations,
others are available to a range
of users. Make a judgement

YES
NO/
Doyt Is the tz t ified RIPA YES :
know e e SR SR L ™= | Appropriate legal authorisation
8(1) warrant and his comms ey
n place. Go ahead
address on the schedule?
NO
Footnotes
(1) Without authorisation, you must not indirectly target the
communications of someone in the UK by using a foreign selector.
v v {2) In the absence of any other information, you should assume the
user of a .uk email address is in the UK.
PTO {3) In the absence of any other information, you may assume the
user of a .com or other non-geographic address is not in the US.
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Legal Authorisation Flowchart: TARGETING

lmo

Were you already targeting NO You need a RIPA 8(1)

their comms before their » warrant or 16(3) authorisation

arrival in the UK? to begin collecting comms:
consult OPP-LEG

l YES

Do you want to continue Targeting can remain on cover for a
examination of intercept content? week or 50 but no examination of
traffic is allowed. To establish when

the target has left the UK, you should
» use geolocational tools if possible;

NO/ NO otherwise you may examine one item
Don’t of content every 48 hours
Know
YES You need a RIPA 16(5) authorisation

from a nominated SCS to allow
sustained targeting to continue up to
5 working days for NS, or 1 working
day for SC & EWB; no new selectors

YES
Beyond the validity of

the RIPA 16(3) You need a RIPA 8(1) warrant or
! RIPA 16(3) authorisation to continue
collecting comms: consult OPP-LEG

» |f you subsequently get information

v that the target is in the UK you must
Is the entity in a BOT or a act on this new knowledge
2nd Party country?

(see footnote 3) YES

You need a nominated Grade 6

if target is in or a 2" Party

l STA and can only use UK assets
NO

YES ?

Is the target a national
ofiregistered in UK/BOT 2™ Party? | Appropriate legal authorisation

NO is in place. Go ahead




