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wrovoy SD Cards

(U//FOUO) Small
wirouoy Convenlent

(U//FOUO) Common
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sren 1rACKING SD Cards: The
wirouo) NO USB CC!:I?]ER)IHLQm

wirovoy FAT Fil esyStem

Chiehlagsti
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H5B- One Or More

-Connecter Flash Memory Chips
(filesystem stored here)
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srepy 1 he solution: Volume Identification

wirouo) VSN Volume é@f‘%ﬂN@iﬁ'@@r
wirouo) VL: Volume Label

Actual Values:
Usama 728c0200

Nokia N73 a7bec691
Google _earth  65ba457d

Located in the boot sector of a volume

*CDs and DVDs also contain VSN/VLs
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srey UNIque USB Identification

USB Controller
(USB ID stored here)
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One Or More
Flash Memory Chips
(VSN/VL stored here)

USB Connector
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sren VSN/VL Sources

siren) Fllesystem/Volume boot sector
sirery WINAOWS Registry
siren) Vistal/7 provide comprehensive history

1 EMDMgmt
O] 77 USESTORHDIskiVen GererickProd USE 5D FReadertFey 1 00H058F 312051 BEOR{RSE307-66RF-1140-94f2-00a0291 262 1217859213
D _7?_USESTORHDiskEVer_GenenchkPrad_USB_SD_ReaderhRev_1.008#058F31 20 81BAOH{R3F56307-bERF-11d0-94F2-00 2091 2fbEEY_1611965219
D _ 77 USESTORHDizkéVen KingstondProd DataTraveler G28Reyw 1 008000FEAFBEAEEFOGN54340652 4085356307 -bE0i-11 d0-34F2-00a0c31 efb B0 KNG STON_10023836052

sirer) XP provides VSN for “last mounted”
sirer) LNK files —

siren ldentify VS@l/EJdevice type (CD,

removable media, etc)
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sren VSN/IVLS & UBL

erey Published report (S/O0O/SFC/3-12)

srey ldentification information identified for

36 devices not seized during UBL raid
16 Missing devices

6 Connected via SD Reader
5 via USB

5 unknown

sren Determined uniqueness & first
connect date
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urouoy DEVEIOPING a Solution

(TS//SI/IREL)

(TS/ISI//IREL) Automated solutions between seized media & CNE media via
JOLLYROGER

(TS//SI//IREL)
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wrouo QUESTIONS?

NSA SIGINT Forensics Center

“GO SFC”

UNCLASSIFIED//IFOR OFFICIAL USE ONLY TOP SECRET/ICOMINT/IREL TO USA, FVEY

UNCLASSIFIED//FOR OFFI%US

2

E



